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Abstract

A cloud of geographically distributed data centers developed by ITMO University (ifmo.ru) is presented. To increase
reliability, as well as to collect statistical data, a special monitoring system is created that monitors the state of systems and
the utilization of hardware resources. In addition to building a map of statistical data, information on resource utilization is
suggested for the provider to perform a billing. An approach to monitoring system with asynchronous communication is
proposed. An option with message broker implementation is shown. Out of two basic billing models, billing by quotas and
billing by actual usage, we propose a model for organizing a dialogue between the administrator and the monitoring system
in order to obtain data on resource utilization by actual usage. The use of a database for storing requests and responses is
proposed, as well as the asynchronous dialogue using queues technology and message broker. Approbation was carried out on
testing equipment with an actual infrastructure simulation. Unique asynchronous multi-agent system was obtained for
statistics gathering on data center resources utilization. RabbitMQ message broker, PostgreSQL database and Zabbix
monitoring system implementations are shown. The dialogue system was optimized with the help of Python code. The
designed model can be recommended for implementation aimed at utilization of data obtained in different data centers,
including distributed ones. Suggested model can be used in high-loaded systems providing virtual resources as a service.
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AHHOTaMA

IIpencrasnena paspadarsiBaemas Yausepcurerom UTMO (ifmo.ru) obmaynas cuctema aj1st reorpaduecKd pacipeaeIeHHbBIX
LEHTPOB 00pabOTKM NaHHBIX. [ TOBBIMICHHUS] OTKA30yCTONYMBOCTH, a TaKkKe s cOOpa CTaTUCTUYECKUX AaHHBIX CO3/1aHa
clienuajjbHasg CHCTEMa MOHHUTOpPHHIA, KOTOpast OTCIEXHBAET COCTOSHHE CHCTEM M YTHIIM3AIHUIO allllapaTHBIX PECYypPCOB.
IToMuMO TOCTpPOCHHMS KapThl CTATUCTUUECKHUX ITAHHBIX, HH(OpManus 1Mo yTWIN3alUH PEecypcoB IpeiaraeTcs mpoBaiaepy
JUISL OCYIIECTBICHUs OmnHra. [IpeaokeH moaxox ¢ aCHHXPOHHBIM OOpallieHHeM K cucTeMe MOHUTOpuHra. IIpencrasieH
BapHaHT C MCHOJIb30BAHUEM CHCTEMBI co0OIIeH . V3 IByX OCHOBHBIX Mojelel OMIUIMHIa — OMIUTHHT 110 KBOTaM ¥ OMJUTHHT
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Mo (aKTHYECKOMY HCIOIBb30BAHUIO — IPEATOXKEHa MOJENb pealn3aluy Auajora MexIy aJMUHHCTPATOpPOM M CHCTEMOM
MOHHUTOPHHT C LIEJIbIO MOJYHYCHHs JaHHBIX 00 yTHJIM3AaLMU PECYPCOB IO (AaKTHYECKOMY HCIOJb30BaHHIO. IIpensoxeHo
HCTIONb30BaHWE 0a3bl JAHHBIX U1 XpaHEHHS 3allpoCOB M OTBETOB, a Takke oOecledeHHe aCHHXPOHHOCTH IHAIOra C
TIOMOIIBI0 TEXHOJIOTHH odepeneii u Opokepa coolmieHnd. Anpobanus pa3paboTaHHON MOJAENU MPOHW3BEICHA HAa TECTOBOM
000pyIOBaHUH C SMyJSIIUEH peasbHOi HMHPpacTpykTypsl. IlomydeHa yHUKaldbHAs aCHHXPOHHAS MYJIBTHArcHTHAsl CHCTEMa
cOopa CTaTHCTHYECKUX NAHHBIX [0 UCIIOIBb30BaHHUIO PECYPCOB HEHTpa 00paboTKM MaHHBIX. [ToKka3aHO NPHMEHEHHE CHCTEMBI
ouepeneit RabbitMQ, 6a3br nanubix PostgreSQL u cuctemsl MoHnTOopHHra Zabbix. CuctemMa quanora ONTUMU3HPOBAaHA C
MOMOLIBIO sI3bIKA MporpammupoBanus Python. PazpaGorannast Mozess MoXeT OBITH PEKOMEHJIOBaHA ISl HCIIOJIb30BAHUS IPH
cbope nHMOpMaANUH MO YTUIU3ALHUU PECYPCOB B PA3IMYHBIX LEHTpaX 00pabOTKU JaHHBIX, B TOM YHCIIE PaCIpe/eIeHHbIX.
[IpemnoxeHHast MOJedb MOXET IPHUMEHATHCS B BHICOKOHArPY KEHHBIX CUCTEMaX, MPENOCTABIAIOIINX BUPTYaIbHBIE PECYPCHI
KaK CEepBHC.

Kirouesnle ciioBa

LEHTP 00pabOTKU JaHHbIX, BUPTyaINU3aLysi, MOHUTOPHHT, OHJUIHHT, o4epean coobienuii, Zabbix, RabbitMQ
Buarogapnoctn

HccnenoBaHusi BHINONHEHBI NPH (UHAHCOBOH moiiepxke MuHucTepcTBa 0Opa3zoBanust U Hayku Poccuiickoit ®enepaunu
(Horosop Ne 03.G25.31.0229).

Introduction

Data center is a set of server and network equipment and is designed to process, store and distribute
information. Today, data centers usually operate in the interests of corporate clients; they are focused mostly on
the provision of services for business issues. However, the use of data centers at certain points can be regarded as
a risk of single points of failure. Therefore, the entire infrastructure must be connected to a monitoring system
(MS). The use of MS provides a number of possibilities, such as:

— monitoring of the system state;
— monitoring of resource utilization;
— billing.

A billing gives the possibility to estimate the provided and utilized resources in terms of money. The main
goal pursued by this work is to develop and propose a method of providing data for billing by querying the
monitoring system in asynchronous mode. This method is not only progressive, but recommended greatly to be
used in terms of information security [1-6]. Moreover, the method has its own advantages. First, it implements
multi-agent system (also known as “self-organized system”). It denotes complete independence of all system
components. Besides, several agent instances can be launched to provide high availability and reliability of the
system. If there is an operation interruption, a user will not even notice it as multi-agent system is handling it.

Apart from that, relational database is being used. Such databases are often considered to be a bottleneck,
so several actions have been taken to reduce its influence. Especially, the cluster system approach was
implemented. It provided not only some high availability of the database, but load balancing as well. It is
stressed that database primal function is to store requests and answer with the unique ID (UUID). Apart from
that, it stores logging information.

This approach is considered to be unique. All mentioned components and tools are quite commonly used,
but the joint set of them is thought to be progressive. There is hardly any mention of systems with message
broker and relational database implementation at the same time where they are maintaining each other. It
provides high reliability, load balancing and proper logging at every system component. Also, the usage of
cluster systems of database and message broker contributes to the progress of the task. All facts mentioned above
denote scientific novelty of this study. However, it seems to be difficult to compare suggested approach to the
others because obtaining of statistical data has a close connection to monitoring system, and the latter often
appears to be a closed system in developer infrastructure. Therefore, the approach being developed requires more
of the own experience rather than the common one. That is what makes this model even more unique.

Description

An asynchronous mode assumes that the sender of the request is not required to support the session and
wait for a response from the MS after the request has been made. The request for information on the data center
(DC) resources utilization can be processed for a long time, depending, for example, on the date range of interest
to the user [7-10]. One of the most known examples of this successfully implemented model is “Detailing” in
the personal account settings of the Russian mobile provider MTS.

MTS brief model description includes the following steps:

— The user requires his (mobile) traffic detailing in his personal account environment;

— The system answers with “Request is processing, check the results in your account later”;

— In several minutes the formed detailing report can be obtained in personal account in any suitable format (or
by e-mail).

An example of such model is presented in Figure 1.
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Documents required

If you have any questions about detalization meaning, look here

At this section you can look through documents being required earlier and
delivered to «Personal accounts.

Please, notice that required documents will be available at Personal Account
within 17 days since request moment. You can look through them and also
download them.

3aKasaHHble OOKYMEHTbI

Ecnu y Bat BoaHuEni BoNpockl No paciudpoBke JETanW3aLnm, CMOTpUTE
3neck

B paHHoM pazfene Bsl MOMETE MPOCMOTPET: OKYMEHTHI, PAHES 3aKa3aHHEIE
co cnocoBom gocTaekn «B JIMYHBN KabuHeTs.

OBpawasm Balle BHUMaHWE, YTO 3aKa3aHHLIE JOKYMEHTEl ByayT A0CTyNHE B
NuyHom kabuneTe B TeusHne 17 gHeid ¢ MOMEeHTa 3axaza ANA NPOCMOTPRE W
coxpaHeHna Ha Bawem romneloTepe.

Document Format_Date Size Ooxyment Dopmar [lata Pasuep
T 3aKasa’t
Traffic detalization on period of XML 14032018 14575 [eTanuaaia pasrosopos 3a Nepuos ¢ XML  14.03.2018 14575
14.02 2018 to 14.03.2018 21:57 KB 1402 2018 no 14.03.2018 2157 KB
a b

Figure 1. MTS “Detalization” in personal account settings in English (a) and in Russian (b)

There is the same approach we implemented here. The user asks for resources utilization data, and
monitoring system gives him not the answer, but the link to an answer in special database (DB) in order to make
the dialogue asynchronous.

To implement this model, we proposed to develop a special agent supposed to be in a waiting state, which
will process the request from the user, send it to the monitoring system, and process the incoming response.
Here, the agent is a program which is going to work like a Linux daemon and it is going to be an intermediator.
The user can receive the response to the request in any form convenient for him. It is proposed to use a message
broker system for communication between the user and the MS. Figure 2 illustrates the basic model.

r Link to DB
Link to DB |Message Broker |—
v
Monitoring
[ USER | AGENT J=—»-"0itor!
A

Y

- read request
- write answer
- update status & log

- write request DB
- read answer

Figure 2. Basic model of user-MS dialogue
Development

An appropriate software should be chosen to reach our goals.
First of all, there is a monitoring system. Zabbix is known to be very flexible, scalable and convenient
(API) so we decided to use it [11, 12]. Its components are:
Zabbix Server 3.4: the core of MS;
— Zabbix Agent 3.4: a program (daemon) which collects monitoring data and sends it to Zabbix Server for pro-
cessing and storing;
— Zabbix API for communication between Zabbix Server and special Linux agent mentioned in “Description”
section.
It is also proposed to use a database for storing requests and responses, as well as for the logging [13].
Any relational database could be useful, so we have chosen PostgreSQL 9.6. Figure 3 shows a simple structure
of the designed database. All entries use UUID as a primary key [14].
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Figure 3. Basic structure of DB for user-MS dialogue

DB components are:

— “sm_db” as a DB name;

— “sm_schema” as a DB schema name;

“request” as a table for storing user’s requests;

“history” as a table for storing information about the user and the answer for his request;

“log” as a table for storing logs.

Finally, the most important part is a mediator, i.e. the agent. It is a complex program which is supposed to
run on Linux server as a daemon. It was decided to design it with the help of Python language, version 2.7.5
[15, 16].

RabbitMQ 3.6 was used as a messaging system [17].
Step-by-step description of operation is as follows:

1. A user is requesting his resources utilization data, for example, during this month. The answer is delivered
immediately, containing “Your request is processing now. Check the answer later in
sm_db.sm_schema.history”;

2. His request is sent to DB;

The Python Agent checks for new entries in DB, obtains them and starts processing;

4. The request is processed by the Agent, translated into appropriate syntax and sent to Zabbix Server by

Zabbix API;

Zabbix Server answers with raw data by Zabbix API;

The Agent is processing raw data, translating it in syntax suitable for the user and sending it to DB;

7. The Agent goes back to standby (waiting) state.

w

Al

Conclusion

This paper is a brief overview considering the implementation of asynchronous communication between
the user and the monitoring system for various needs, the billing in particular. The proposed option eliminates
the expectation of a response from the user by using the technology of message queues and an "interlayer" in the
form of an agent. The agent works with the user, the monitoring system and the database, in which all requests
and answers are recorded.

As this paper is being prepared, the model is in the alpha phase, but now the development is in the beta
testing phase of the "The development of new technological components of geographically distributed DCs
control systems, including resources virtualization (memory, communication lines, processing power,
engineering infrastructure) with quantum technologies for communication lines protection" project of ITMO
University. For today it is much more complex and stable. It has also passed all experiments and professional
tests successfully in ITMO University environment. Unfortunately, there was no stressing testing of the
approach, but the emphasis is made that it was designed to operate in high-load wide scalable environment with
several datacenters being used.
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