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NIEHTUOUKANUA AHOHUMHBIX ITOJIB30OBATEJIEN
HUHTEPHET-IIOPTAJIOB HA OCHOBAHUU TEXHUYECKHUX

U JIMHTBUCTUYECKHUX XAPAKTEPUCTHUK ITOJIb30OBATEJISI!
A.A. Bopo6neBa®, A.B. I'so3aes”

* Cankr-Tlerep6yprekuil HAIMOHANBHBIH HCCIENOBATENECKUH YHUBEPCHTET MH(OPMAIMOHHBIX TEXHONOTHH, MEXaHUKH M
ontuku, Cankr-IlerepOypr, Poccus, Alice w@mail.ru

3ajaya uaeHTH(HUKALNKY aHOHUMHBIX 110J1b30BaTeNel IHTepHeT-opTaioB CTaHOBUTCSA Bee Ooliee akTyaJlbHOM Hay4HOMH 3a/a-
4eit, 370 00yCIIOBIEHO POCTOM YHCIIa HHTEPHET-TI0Ib30BaTeNeil, B TOM YHCIIC aHOHIMHBIX, POCTOM YHCIA CIIydaeB COBEpIIe-
HUSI TIPOTUBONPABHBIX JCHCTBHII (HampuMep, aHOHUMHBIX YTPO3 U OKCTPEMUCTCKUX BBICKAa3bIBAHWI) M HECOBEPIICHCTBOM
CYIIECTBYIOIIHX MOAXOOB ¥ AJITOPUTMOB UICHTH()MUKAIINH aHOHIMHBIX IT0Ib30BaTEeNICH.

B koHTeKcTe paboTh MO HACHTH(HKAIMEH [TOTB30BaTelIs IOHUMAETCs paclio3HaBaHUEe aHOHUMHOTO IT0JIb30Baresst B MIHTep-
Hete [1-5]. Pacrio3HaBaHKMe IIPOU3BOIUTCS IIyTEM COOTHECEHHs] HAbopa XapaKTEPUCTUK aHOHMMHOTO IIOJIB30BAaTelIsl C Xapak-
TEpUCTHKAaMH, COOPaHHBIMU paHee U y)Ke MMeromMMHucs B 6a3e maHHBIX. K XapakTepucTHKaM I10JIb30BaTeNsl OTHOCSTCS Psify
texHuueckux (IP-agpec, Bepcust oneparioHHON CHCTEMBI U TIp.) M JIMHIBUCTUYECKHUX (CTUJIb NMCBMEHHOW peud aBTOpa Co-
o0LIeHNsT) XapaKTepUCTHK. B paboTe paccMarpuBaeTcsi BO3SMOKHOCTD UICHTH(UKALIMY TT0JIh30BaTeN e 10 Pa3IndHbIM Habo-
paM TaKHX XapaKTEPUCTUK (TEXHUYECKHM, JIMHTBUCTUUECKIM U KOMOMHUPOBAHHBIM). AHAIM3UPYETCS] BO3MOXKHOCTD ITPUME-
HEHUSI Pa3INYHBIX METONOB KJIAcCH(pUKANNH (METON ONOPHBIX BEKTOPOB, HEHPOCETH, JTOTHUECKAsI PErPECCHs) ISl PEIICHUS
3a1a4y 0 WICHTH(HUKAIIMN aHOHUMHBIX I0JIb30BaTeICH.

IIpoBeneHHBIE SKCTICPHIMEHTHI II0KA3aJI1, YTO MCHOJIB30BAHUE JIMHIBUCTHIECKUX XapaKTEPHCTHK COBMECTHO C TEXHUYECKIMHU
MO3BOJISIET HOBBICHTH TOYHOCTh HACHTU(HKAIINY AaHOHUMHOTO Nosb30Barels ViHTepHeT-noprana.

KuroueBble cioBa: wieHTH(UKAIMS aHOHUMHBIX MOJIB30BaTeNel, arpulyIysl TEKCTOB, aBTOPCTBO COOOIICHHUIT, KOMITBIOTEp-
Hasl TMHTBUCTHKA, HH(OPMAIIOHHAs 0€3011aCHOCTb.

ANONYMOUS WEBSITE USER IDENTIFICATION BASED ON COMBINED

FEATURE SET (WRITING STYLE AND TECHNICAL FEATURES)2
A. Vorob’yeva®, A. Gvozdev®

® Saint Petersburg National Research University of Information Technologies, Mechanics and Optics, Saint Petersburg, Rus-
sia, Alice w@mail.ru

The task of anonymous web users identification becomes more and more important research task. The number of users is
increased dramatically and usage of the Internet for criminal purposes (such as anonymous threats and extremist statements)
becomes more frequent. Existing approaches and algorithms for identifying anonymous users are not enough efficient. In the
context of this work, user identification means recognizing of an anonymous user on the Internet. Identification is performed
by correlating the set of anonymous user features with stored in the database features collected previously. Feature set of the
user consists of technical features (IP- address, OS version, etc.) and writing-style features of the user (for short texts in the
Russian language). We compared the discriminating power of three feature sets (technical, writing-style and combined) and

1 o

Pabora BemonHena B pamkax HUP «/nentudukanus nons3osarelnei nopraios cetu MHTepHETY.
2 . . .

Done in the framework of S&R work «Identification of Internet portals users»
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of three classification methods (Support Vector Machines, neural networks, logistic regression). Results of the experiment
showed that the usage of combined feature set (writing-style and technical features) improves the identification accuracy of
an anonymous user of the Internet.

Keywords: anonymous users’ identification, text attribution, authorship of text messages, author attribution, computational
linguistics, information security.

BBenenue

Bonpoc anornmHOoCcTH B VIHTepHETE BBI3BIBACT OOJBIIOE YUCIIO AUCKYCCHIA M CTIOPOB, HEJIB3s CKa3aTh OHO-
3HA4YHO, SBIISICTCS JIU OHA TOJOKUTEILHOW WM OTPUIATENhHON ero depToil. HeoOXoamMocTh WaeHTHOUKAITUN
AHOHVMMHBIX ITOJIH30BATEINICH BOHUKAET B CiTydae, Koraa yepe3 VHTepHeT ObLIH COBEPIICHBI KaKHE-THOO0 MPOTHBO-
MpaBHbBIC JICHCTBUS, HAPUMED, B ClIydae, KOTIa MPOM3BOIATCS aHOHUMHBIC «BOPOCHD» [6] (co3HATeNmbHAS JE3UH-
(dhopmarist), TMO0 MPECTYITHUK C MOMOIIBI0 MTHTEepHET-IIepEeMUCKH TOTOBUT MOYBY ISl COBEPILCHUS TPECTYIUICHUS.
HoBble MeToBI penreHus 3a1a4i UACHTU(PUKALUY TT0JIb30BaTeIe MOTYT OBITh IPHUMEHUMEI B TaKuX cepax, Kak
KOMIIBIOTEpHAS KPUMHHAIUCTUKA (HAIPUMED, OIpPEACICHHE aBTOpa aHOHMMHBIX 3JIOHAMEPEHHBIX COOOIICHUIT),
MIPOTHBOACHCTBHE TEPPOPH3MY (OTHECEHHE TEKCTOB C AKCTPEMHUCTCKUM COIEpKaHHEM K KaKOMY-TO W3BECTHOMY
Teppopucty) u ap. [ 1-13]. BaxraoCcTh 331241 naeHTHUKAIIMA 000CHOBaHA B pa00TaX MHOTHUX aBTOPOB.

B xoHTeKCcTe HacTosAMmIEeH pabOTHI MO IMOJIB30BATENIEM ITOpTana ceTd MHTepHeT MOHNMaeTcs KOHKPETHOE
(u3ngeckoe U0, KOTOPOE CBOMMH ACHCTBHSIMH C pPecypcaMu IOpTaja OOHAPYKXHMBAaeT HEKOTOpPbIE IMpPU3HAKH
(XapaKkTepHUCTHKH ITOJIB30BATENS), OMPEASIAIONINECs 0COOCHHOCTIMU CTHIISI €T0 IMICEMEHHON pedn M TeXHH-
YECKUMH CPEICTBaMH, KOTOPBIE OH MCIIOIB3YET I AOCTyma B VIHTepHeT.

Ienbro paboOTHI SBISCTCS OLIEHKA BO3MOXKHOCTH MPUMCHEHUS Pa3IMYHBIX HA0OPOB XapaKTEPUCTHK U all-
TOPUTMOB Kiaccu(BUKAIMK IS HIeHTH(DUKAIIUY ToJIb30BaTeNeii IHTepHEeT-opTaoB.

3agaua uaeHTHUKANUM T0JIb30BaTelss UHTepHeT-NOPTATIOB

3agada uaeHTH(UKAINY [10Jb30BaTeNs B O0LIEM Cllydae CBOJUTCS K PELICHHIO 33/1a4d MHOTOKJIACCOBOM
knaccudukanuu. Mimeercst MHOXXECTBO 00BEKTOB — HAOOPOB XapaKTEPUCTUK Tosb3oBarenedt F = {f1, ..., fu}, a
TaKXKe MHOXECTBO moib3oBareneit U= {ul, ..., uk}, uj = fk. Jling HEKOTOPOTO OAMHOXECTBA XapaKTEPUCTHK
F'={fl, ..., fn} < F u3BecTHa UX NPUHA/IIEKHOCTb OIPE/ICIIEHHOMY OJIB30BATENIO0, T.€. CYLIECTBYET MHOXECTBO
Iap «XapakTepUCTUKH—TIONb30BaTeNby. Heo0xoaumMo ycTaHOBUTE, KOMY W3 MHOKecTBa U AEHCTBUTEIBHO NPH-
HaJUIeXKaT OCTalbHblE XapakTepuctuku F' = {f, ., ..., fn} < F, T.e. TpeOyeTcst HOCTPOUTH anroput™ a: F—U,
CIIOCOOHBIN KJIacCH(UIMPOBATh NPOU3BOJBHBIA HA0Op XapaKTEepHCTHK M3 HMCXOAHOTO MHOXecTBa — fi € F.
MHoxecTBO U COOEepKHUT MHOXKECTBO «XapaKTePUCTHKA—M3BECTHBIC MOJIB30BATEIN», Firr — 00ydaromas BEIOOp-
Ka, F' — xnaccuuimpyemMble XapaKTePUCTHKH.

XapakTepuCTUKHU M0JIb30BaTeleil

[Ipu nnenTHOUKAMN TOTH30BATEN OXHON M3 ITIABHBIX 3a]ad SBISETCA ONpeeiIeHne Habopa XapaKkTepu-
CTHK TIOJIb30BaTEeIsl, BHICTYHAIIUX B KAYECTBE COMOCTABIIEMBIX €My aTpUOYTOB (IIPU3HAKORB), U IMO3BOJISIOIINE
MONTyYUTh HanOoJee BBICOKUE MOKA3aTeNn KadecTBa Kiaccupukanuu. CyIlecTBYeT JOCTATOYHO OOJIBIIOE KOJH-
YECTBO BO3MOXHBIX XapaKTEPUCTHK, HAYMHAS C CaMbIX MPOCThIX TexHnmdeckux (IP-ampec u Bepcus oneparvoH-
noii cuctemsbl (OC) [4]) u IMHTBHCTHYSCKUX (YACTOTHI CJIOB OIpPECIICHHOMN JnHbI). Takke UcHonb3yroTes 60-
Jiee CIOKHBIC JTMHIBUCTHYCCKUE XapaKTCPUCTHKH, TPEOYIOIINE HEKOTOPOTO CHHTAKCHYECKOTO WM CEMaHTHYC-
ckoro ananmsa [2]. Bropas 3agada — 310 pa3paboTka METOJOB UACHTU(PUKAIIMY OJIh30BATEIIS, HIIH KIacCH(UKa-
nuu Habopa XapaKTepUCTHK aHOHMMHOTO TIOJIB30BAaTeN K U3BECTHBIM IOJIB30BaTeIsIM. ABTOpaMHu ObIIT 0TOOpaH
psx Mozenelt Ui MpOBeACHUS ACHTH(PHUKALINH, B IPEIBIYIINX UCCICOBAHIX TOKA3aBIINX HAWIYYIIYIO TOY-
HOCTh Kinaccudukarym [ 1-13].

CrpynmupyeM XapakTepUCTHKU ronb3oBatens U = {Ft, F;} mo ux tamy — Texaudaeckue (F,), TMHTBUCTH-
geckue (F;). B Tabn. 1 mpuBomATcs XapaKTEpPUCTUKH, UCIIOIB3yeMbIe B Ka4eCTBE aTpruOyTOB (TIPU3HAKOB) TOJb-
30BaTeNsd, a TAK)KE OIICAaHHEe 0COOSHHOCTEH MX MCIIOB30BAHMS TIPU HACHTH()UKAITIH.

Ionarasi, 4To MOJIL30BATEIIO CBOMCTBEHHO MCIIONB30BaTh HECKOJIBKO YCTPOWMCTB JUIs BEIXoAa B MHTEepHET,
a TaKXKE COMOCTABIAA €My KaK KOHKPETHOMY (PH3MUCCKOMY JIMILYy OIPEICIICHHBIC XapaKTCPUCTUKU TEKCTa Ha
€CTECTBEHHOM $3bIKE, OMPENEIIUM MOJIB30BaTeNs U; KaK KOPTEK, KOOPIUHATAM KOTOPOTO COMOCTABISACTCS MHO-
JKECTBO XapaKTEPUCTUK TEXHUUECKUX CPEICTB fi; U XapaKTCPHUCTHK, OOYCIOBICHHBIX CTHIIUCTHYCCKUMH OCOOCH-
HOCTSIMHU €T0 IMUCEMEHHOH peuw, f1. [lonp30Barenb npeacTaBisieTcs: Kak

u = fi ={ftofli },uie U, fie F, fiie Fi,fl; € F),

TIC f; — COBOKYITHBIC XapaKTCPUCTHKH IMOJB30BATENs; I — MHOKECTBO BO3MOXKHBIX COBOKYITHOCTEH XapaKTepH-
CTHK TIOJIb30BATeIeH; f1; — XapaKTepUCTUKHA TEXHIHYECKUX CPEICTB MOJB30BaTeNs; Ff — MHOXXECTBO BO3MOYKHBIX
3HAYCHUH XapaKTePUCTHK TEXHUUECKHUX CPEICTB; fI; — TMHTBUCTHYECKUE XapaKTEePUCTUK TEKCTa; F; — MHOXXECTBO
BO3MO)KHBIX 3HAYCHUI XapaKTePUCTHK TEKCTA.

CyIIecTBYIOT OTpeeleHHbIE OTPaHWYCHHS TPU HCIIOIB30BAHMUH XaPAKTEPHCTUK TEXHHYECKUX CPEICTB
monp30BaTens. [ KaX1o0ro HACHTUGHUIMPYEMOTO TT0JIF30BATENS OHU HE SBISIOTCS YHHUKAIBHBIMHU M XapakTepH-
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3YIOT JIMIIb YCTPOMCTBO (ANmapaTHOe W MPOrpaMMHOE OKPY)KEHHE), HO HUKaK He caMoro moJjb3oBareist. Beibop
ONTUMAJILHON COBOKYITHOCTH TAaKHX NMPHU3HAKOB IIPUBEJEH MHOIMMHU aBTOpaMH, Hanpumep, B [4, 11].

OTaenbHO CTOUT OTMETHTh, YTO IIPU MPOBEJCHUN MOCTHHIMICHTHOTO aHAIN3a WIN PACCIIEAOBAHUS TEX-
HUYECKHE XapaKTEPUCTUKH TI0JIb30BATEIS HOIyYHTh HEBO3MOXKHO, HCKITIOUEHHE COCTABISIOT TOJIBKO TE€ CIIydau,
Koraa cOOp 3THX XapaKTepHCTHK BEAETCS Ha cepBepe 3a0iIaroBpeMEHHO. JIMHIBUCTHYECKHE XapaKTECPUCTHUKU
3THM HEIOCTaTKOM HE 00JaJaroT, X MCHOIb30BAaHUE BO3MOXKHO BO BCEX CIIydasiX, OKa COOOIIEHHS IOJIb30Ba-
TEIs CyLIECTBYIOT Ha VIHTepHET-NopTasie U He yJajieHbl U3 0a3bl JaHHBIX.

XapaKTEepPHUCTHKH MTOJIB30BATEIIS | Oco0EHHOCTH UCTIONB30BAHUS IPH HIACHTU(UKAIIH
Texaudeckue xapakTepucTuku (F,)

Bepcus OC B 3aBucumocTH oT criocoba moydeH sl I0CTOBEPHOCTh Ompe/ie-

Yacosoil nosic JIEHUS 3TUX 3HAUEHUI MOXET MEHAThCS. JIerko noazaenars, mo-

Bepcus ob6o3pesarenst UaTepaeT CKOJIbKY, KaK MTPAaBHJIO, UX JIETYE BCETO IMOyIUTh U3 3aTOJIOBKOB

S3BIK Opay3epa Mo yMOTIaHUIO HTTP-3anpoca. MImeeTr cMbICI IPUMEHEHHE aKTUBHBIX KOMIIO-

Pasperenue sxpana HEHTOB Ha CTPAHMIIC JJIS MOyYeHHs OoJiee TOCTOBEPHBIX CBEIC-
HUH.

IP-anpec W3pneyeHre 3HAYCHUS 3TOTO MPU3HAKA OCYIICCTBISCTCS Ha
ypoBHE BebO-cepBepa. Heckobko (pM3NUECKUX JTUII MOTYT UC-
10JIb30BaTh OAMH U TOT e [P-anpec 4-it Bepcuu. [Ipumenenune
aKTUBHBIX KOMIIOHEHTOB HE paccMarpuBaeTcs (HeOe30macHo Jyist
OC KOHEYHOTO0 MOJIb30BATENS).

JluarBucTHyecKkre XapakTepucTuku (F))

Obmree grcio cCUMBOIIOB (S) BbI00op XapaKTepUCTUK TEKCTAa B KayecTBe KjaaccupuKaiu-
Yacrora OyKBEHHBIX CHMBOJIOB OHHBIX MPU3HAKOB. CaMBIMU BaXXHBIMU OTJIMYUTEIFHBIMH Xa-
Yacrora 3araBHBIX OyKB PAKTEPHCTUKAMH SBJITFOTCS CJIOBA C CAMBIMH BEICOKUMH 4acTOT-
Yacrora gncen HBIMH XapaKTEePUCTHKAMH, T.€. HanOoJIee 9acTo yHoTpedsieMble
Yacrora nmpobesoB aBTOPOM.
YHacToThI ypaBIAIOMINX CHMBOJIOB HenocraTrouHoe KoJIH4€CTBO M KPATKOCTh TEKCTOB 00y4aio-
Oo61ee yncio cios (W) el BLIOOPKH. B peanbHOCTH pelieHue 3a/1auu ueHTU(hUKa-
YacToThl IJIMH CIIOB IIUH [TOJTK30BATEIS YCIOKHACTCS TEM, UTO, KaK MPABUIIO, TOCTYII-
YacToTa KOPOTKHX CJIOB HO BCETr0 JIMIIb HECKOJIBKO JTOCTATOYHO KOPOTKHUX TEKCTOB, Oec-
Cpenusist JUIMHA CII0Ba CIIOPHO MPUHAJUICKANTUX TOITb30BaTEIIM—KaHIUIaTaM.
Cpenusist [UIHHA PEIOKEHAS B OyKBaxX ducoamanc kmaccoB. CTaHIApTHON SBISETCS CUTyalus, KOrJa
Cpenusist JUIMHA MPEIIOKEHHS B CIIOBaX CyIIECTBYET HEPABHOMEPHOE PaCIpECICHUE ITIMH TCKCTOB
YacToTa KOPOTKUX MPEIOKEHUH oOyuJaronieil BBIOOPKH pa3TMYHbIX TOJIH30BATEIICH, YTO MOXKET
Yacrora cperHUX TpeaIoKEeHUI BBI3BaTh HEKOTOPHIN ANCOAIaHC ¥ IPUBECTH K HEKOPPEKTHBIM
YacToTa AIMHHBIX PENTIOKEHUH pe3yneraTtaMm. HemocraTounas amHa TEKCTOB o0yJaromeit
YHacToTsI 3HAKOB MYHKTYaI[HH BEIOOPKH OIHOTO ITONIB30BATENs IO CPAaBHEHHIO C APYTMMH He
YacroTa HCIIOIB30BAHUS CCHIIOK JOJDKHA CHIDKATh BEPOSITHOCTH TOTO, YTO JAHHBIN IMOJH30BaTENh
YacToTa HCIIOB30BAHUS N300 aKSHHIA OyzeT BEIOpaH KaK HCTHHHBIA aBTOp TEKCTA.

U IpyTHE.

Ta6nuua 1. XapaKkTepuUcTukM nonb3oBaTtens VMHTepHeT-nopTanoB 1 0CO6EHHOCTU UX UCMONb30BaHUS B
3ajavax naeHTudmKaumm

IKCIepuMeHT

Kopnyc TeKCTOB jisi MPOBEACHUS JAHHOTO UCCIICIOBAHUS OBUI COCTABIICH U3 TEKCTOB HA PYCCKOM SI3BIKE.
DTOT KOpIyc OBLI CIEIUANEHO COCTABICH JUTS MPOBEACHUS UCCICIOBAHUH TI0 aBTOPCKON UICHTH()HUKALIUH TIOJb-
30BaTeiIsl, OH MPEICTABISACT COOOH OTPAaHHMYCHHYIO KOJUICKITUIO TEKCTOB PA3IMYHOMN TEMATHKH, IS KOTOPHIX aB-
TOp MOTOJUTMHHO W3BECTCH, TEKCThI HE MPOXOAMIM HUKAKONH MHOW JOMOJHUTENHLHOW 00paboTku. Bee TekcTh
OTHOCHJIMChH K Pa3NUYHON TeMaTtruke. OTOOp Mo TeMaTHKE HE MPOU3BOIUIICS JUIS TOTO, YTOOBI IKCIICPUMEHT OBLIT
MaKCHUMAaJIbHO MPHUONMKEH K PealbHOW JKU3HEHHOM CUTYallud, XOTS 3TO MO3BOJIMIO ObI MUHUMH3UPOBATH BITHSI-
HHUE TEMATHKH Ha KJIACCU(PHUKALHIO.

Jlnst cocTaBieHns Habopa TEKCTOB O0ydJaroIlield BEIOOPKH BHIOMPATIOCH 25 MOCIETHUX COOOMICHUN MOJTh-
30BareNield, Bce COOOIIeHHs ObUTH MPOW3BOJIBHON JUIMHBI. Hambosee dacThiMu ObUTH COOOIICHHS UTHHOW IO
2700 cumBomnoB (73%), coobmenns amuaoi 2700-5500 u 55008200 cocraBmsamm 10% u 6,5% cirydaeB coot-
BeTcTBeHHO. Kopryc sBisuics HecOamancupoBaHHbIM. OOydaromas 1 TeCTOBask BBIOOPKH HE TIEPECEKATHCh.

[Ipu BBIOOpE TEXHUUYESCKUX XAPAKTCPUCTUK JUIS UICHTU(PHUKAUA B KOMOMHAIIMU C JIMHTBUCTUYCCKUMHU Xa-
PAKTEPUCTHKAME OBUTH OTOOPAHBI TOJIBKO T€, KOTOPBIC MOKHO MOTYYUTh STHYHBIMH METOJJaMHU, OC30MaCHBIMU JIJIS
MOJIb30BATENIS, YTO HAKIAJBIBACT OMPEICICHHBIC OTPAHMYCHUS WX MPUMCEHCHUS Ui WACHTH(UKAIMU HCKITIOUH-
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TENILHO B HEarpecCUBHOM Cpelie, NOCKOJIbKY BCE MX 3HAUCHUS JIETKO IOJIeNIaTh MpU IpocMoTpe Bed-cTpanuil. Co-
nocraieHne npuzHakoB Etag u Cookie ¢ maeHTH(pHUKaTOpoM MOJIb30BATENs CONPSHKEHO ¢ MPUMEHEHHEM CIIEIH-
JIBHBIX METOJOB BBIPAOOTKHM YHUKAJIBbHBIX 3HAYEHWH 3THX MPHU3HAKOB JJIS TIOJIB30BATEIIs, IPUMEHEHHEM CIICIIU-
QJIBHBIX CPEICTB ayTeHTH(HUKAIINN B arpeCCUBHOM CpeJie, KOIza MoJIb30BaTelb HAMEPEHHO MBITACTC O0OONTH CHC-
TeMy 0e30macHOCTH TopTajna. Takoi cilydail B HacTOAIIEH paboTe HE paccMaTpUBAETCA, KaK TO, HANPUMEp, Clie-
JIaHo IpyruMu aBTopamu B [4]. M3Bnedenue xe MAC-aapeca (aapeca ycrpoiictBa Media access control) BooOriie
HE3THYHO U CONPSDKEHO C TEXHUYECKUMH TPYIHOCTSIMH IIPUMEHEHHS aKTUBHBIX KOMIIOHEHTOB Ha CTPAHMUIIE; K TO-
My ke MAC o1HO3HAYHO ONpEeNsIeT TONbKO YCTPOHCTBO, HO HE Monb30Baresst. [Ipu 3ToM HECKOJBKO JIHI] MOTYT
TI0JIL30BAThCSl OJJHUM M TeM e ycTpoicTBoM. st kitaccuuKauy ObUTH BHIOpAHBI CIIEAYIOLINE TIPU3HAKH, KOTO-
phle nerko nosyanTh n3 3arosiokoB HTTP u sxypnana Be6-cepBepa: Bepcus OC, Bepcusi HHTEpHET-Opay3epa, si3bl-
Ka HHTEpHET-Opay3epa 0 YMOTYaHHIO, YaCOBOH Mosic, pa3pelleHne skpana, [P-aapec Bepcun 4.

Jns penienus 3aga4un MIACHTH(UKAIMKM aHOHMMHBIX MOJIb30Baresied ObLIO NMPOTECTHPOBAHO HECKOJBKO
anroputMoB a: F—U, cnocoOHBIX KiacCHU(UIMPOBATh MPOM3BOJIBHBIA HA0Op XapaKTEPUCTHUK W3 HMCXOAHOTO
MHOXKECTBA XapaKTEPUCTUK TECTOBOM BHIOOPKH: METOA OMOPHBIX BekTopoB (Support Vector Machine, SVM),
MHOTOCTONHHBIA meprienTpoH (NN), HaumBHBINA OaiiecoBckuit kiaccupukatop (NB) m MeTOmbI JIOTHCTHYECKON
perpeccuu (LR)) [12].

B xauecTBe K1accu()MKAIMOHHBIX MPU3HAKOB MCIOJIB30BATHCH XapaKTEPUCTUKH, IPUBEICHHBIC B Ta0I. 1.
OCHOBOI IPOBEPKH SBJISETCSA TECTOBAsi BEIOOPKA, B KOTOPOIT OTPaXKEHO COOTBETCTBHE MEXKLy JOKYMEHTAMHU H UX
KkiaccaMH. J{7st IpOBEpKU KauecTBa pabOThI aITOpUTMa KJIacCU(HKALMA HEOOXOAUMO MPUMEHHUTH €T0 Ha TECTO-
BOH BBIOOPKE M COOTHECTH €T0 PEIICHUE C 3aBEJOMO M3BECTHBIM IIPABHIBHBIM PEIICHUEM.

PesynabTarsl

[Ipu pemeHnu 3anaun MASHTU(PUKALMK TI0JIB30BATENsT HAa KayecTBO KiacCH(UKAIUK MOT'YT OKa3bIBaTh
BIIMSIHHE Pa3IMyHbIe (aKTOpHI: 00Iee KOJMYECTBO IOJIb30BATENIEH, TUIIBI UCIIONB3YEMBIX XapaKTEPHCTHK U caM
Meroy kiaccudukanyu. VIMeHHO 1mo3ToMy Jaliee HPUBOIUTCS CPaBHEHHWE TOYHOCTH KiacCH(UKalMU MpH HC-
MTOJIF30BAHNH PA3IMYHBIX HAOOPOB XapaKTEPHCTHK B KAYECTBE MPU3HAKOB MOIH30BATEI.

IIpoBepka kagecTBa pabOTHI ANTOPUTMOB KIACCH(PHUKAINN PON3BOAMIACE HA TECTOBOW BEIOOpKE, B KOTO-
pOIf TIPOCTaBIEHO COOTBETCTBHE MEXKIY XapaKTEPHUCTHKAMH M MOJH30BATEISIMH, KOTOPBIM OHHM HpPHUHAIJICKAT.
YucrieHHast oIeHKa KadecTBa pabOTHl aJropHTMa MPOU3BOAMIACH ITYyTEM OIICHKH €ro TOYHOCTH (accuracy). 3a
TOYHOCTh UACHTH(GHUKAIMH (A) TPUHUMAETCS OTHOIIEHUE KOJUYECTBA MPABMILHO KIACCH(PUITUPOBAHHBIX HA0O-
poB xapakrepucTHk (f; € F') — C,., kK o0umemMy 4uciy kiaccupuuupyeMbix HabopoB xapakrepuctuk C; (pa3mep
TeCcTOBOU BBIOOPKH) [14].

Ce
A=—100%.
Ce
Jis xaxmoro Habopa XapaKTEpUCTHK TPOBOIMIOCH TECTHPOBAHKE KAXKIOTO BHIOPAHHOTO paHEe airo-

puTMa KiIaCCU(HUKAIMK U TPOU3BOIUIIOCH CPABHEHUE C PE3YNIbTaTaMH, MOJYYSHHBIMH NP HCIOJIB30BAHUU JPY-
THX allTOPUTMOB. Pe3ynbTaThl Ijist KaXJ0r0 Habopa XapakTepUCTHK (JIMHTBUCTUYECKHE, TEXHUYECKUE, KOMOUHHU-
pOBaHHbIE) MPHUBEACHBI B Ta0J. 2. HanoMHUM, 94TO BO BCEX ClIydasx MCIOJb3YeTCsl OJUH TECTOBbBIH KOPITYC, TaK
YTO PE3YJIBTATHI SIBISIOTCS COMIOCTABUMBIMHU. VICIIONB30BaHIE TEXHUUECKUX XapaKTePUCTHK sl HACHTH(OUKAIUT
MOJIb30BATENS SBJISICTCS TPAAUIMOHHBIM MOJXOA0M, OHAKO CYIIECTBYIOT 3HAYMTEIBHBIC OIPAaHHYCHUS IS UC-
MOJIb30BAHUST ITHX XapaKTEPUCTUK MpPU PEHICHUH 3aJa4dl HICHTH(UKAIMKM TONb30Barens. VaeHTuukaims
MOJTb30BAaTEINCH HA OCHOBE JIMHTBUCTHYCCKUX XaPAKTEPUCTHUK LTS PYCCKOTO S3BbIKA SBIISICTCS JOCTATOYHO HOBOWM
3amaycii, TpeOyroIIel JOMOTHUTEIBFHBIX YIIYOJICHHBIX UCCICIOBAHNN, HO IMEHHO 3TO HANPABJICHUC TPU3HACTCS
HauOoJiee MEPCICKTHBHBIM. M3 prcyHKa U TaOl. 2 BHIIHO, YTO MCIOJIh30BAHUE MPEIOKESHHOTO KOMOMHHUPOBAH-
HOTO Ha0Opa XapaKTePHCTHK MO3BOJISET JOCTHYb TOPA30 OOJBIIETO KauyecTBa KIACCU(BHUKALIMH [0 CPABHEHUIO C
JIPYTUMH XapaKTePUCTUKAMH, TOYHOCTH cocTaBisieT 90,4%.

TexHuueckue JluHrBucTuueckue KombuHupoBaHHBIE
xapakTtepucTtuku (Fr) xapakrepuctuku (FI) xapaktepuctuku (Fr+FI)
SVM 72,0 60,0 18,4
NN 72,1 61,6 90,4
NB 66,0 68,8 77,6
LR 68,9 79,2 89,6

Tabnuua 2. ToyHocTb naeHTudukaumm (%) NpyM CNoNbL30BaHUK Pa3nNMUYHbIX HAOOPOB XapaKkTePUCTMK
none3oBaTens
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ESVM = NN mNB m LR
PucyHok. TouyHoCTb naeHTUdmKaumm nonb3oBaTens npu UCnonb3oBaHWM pasHblx HAOOPOB XapaKTePUCTUK

3akjoueHue

B pabore npeioxkeH HOBBIN MOAXOJ] K PELICHHIO 331241 HACHTH(UKAINK aBTOpa Ha OCHOBAHMH KOMOU-
HUPOBAaHHOTO Ha0Opa XapaKTePUCTHK — JMHIBUCTHYECKUX IPH3HAKOB, XapaKTEPHU3YIOUIMX €ro MUCbMEHHYIO
pedb, U MPU3HAKOB, XaPAKTEPU3YIOIINX TEPMHHAI €r0 TEXHUYECKUX CPEACTB, KOTOPbIE OH HUCIOIb3YeT IS J0C-
Tyna K BeO-caiiTy. [IpeaioxKeHHbIN MOIX0]] MOXKET OBITh MCIIOJIB30BaH [T KIaCCU(DHUKAIIMU B YCIOBUIX MAJIOTO
o0beMa oOy4varomieil BeIOopku. VneHTH(MKALNS MTOTB30BaTENCHi — 3TO OJUH M3 HAUOOJIee XapaKTePHBIX IPUMe-
POB, OTpaXKarOIIUX CYTh NAaHHON MPOOJIEMBI, TaK KaK OOBIYHO MMECTCS KpaiHe Majio CBEACHUHA O MPEIbIAYIINX
XapaKTePUCTUKAX IMOJIb30BATEIIsI, 0COOCHHO KOTJa JeJ0 KacaeTcss KpUMUHATUCTHKH. COBMECTHOE NMPUMCHEHHE
9THX MPHU3HAKOB MO3BOJISIET 3HAYUTEIHFHO TIOBBICUTh TOYHOCTh UICHTH()HUKAIINY C UCTIONB30BaHUEM TIPEITOKEH-
HBIX aIrOpUTMOB. HeoXHIaHHO HU3KHM SIBISIETCS] PE3YJbTaT MPHUMEHEHHUS] METO/a OMOPHBIX BEKTOPOB Ha KOM-
OMHHPOBAHHBIX XapaKkTepucTHKax. [IpoBeJeHHbIE YKCIIEPUMEHTHI J10Ka3anu dPPEeKTUBHOCTh UICHTUPHUKAIIIN C
HCIIONIb30BaHNEM KOMOMHHPOBAHHOTO HA0Opa XapaKTEPUCTHK MPH paboTe ¢ OTPaHUYECHHON TeCTOBOW BEIOOPKOH.

CpaBHeHHUE TIPEUIOKEHHBIX METOJIOB KJIacCH(UKAIIMK U HAOOpOB XapaKTEPUCTHK IMOKa3ajo, YTO BBEIOOD
Haunbosee NHOOPMATHBHBIX XapaKTEPUCTUK SIBISIETCS OMPEACISIONNM (HaKTOPOM JJIs TIOJyYSHUSI BBICOKON TOY-
HoctH uaeHtudukanuu. C Apyroi CTOPOHbI, OTKPBITHIM OCTAETCSl BOIPOC O TOM, KaKOW M3 MPEIIOKESHHBIX Me-
TOJIOB SIBJISICTCS JTYYIIUM. 3/1eCh TPEOYIOTCS NaNbHEHIINE UCCICIOBAHMS.
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