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AHHOTANMSA

PaccmarpuBaeTcs mpoOiiema 3alMThl IpoLecca 3arpy3KH OINEpaLMOHHON CHUCTEMBI C cepBepa Ha Oe3IMCKOBYIO pabodyio
CTaHLUIO IO CETH, a TAKKE NPOBOAUTCA aHAIU3 CYIIECTBYIOLINX croco0oB KOHTPOJIA LEJTOCTHOCTH nepeuaBaeMoﬁ 10 CceTe-
BBIM MPOTOKOJIaM HH(popMaiy. B paMkax paboTsI mpeaiaraeTcs peeHne, IMO3BOJSIONIee OCYIIECTBISATh KOHTPOIb EeTI0CT-
HOCTH 3arpy’kacMoro odpasa ONepariioHHOW CHCTEMBI JO MOMEHTa Iepenadn Ha Hee ympasieHus. s obecrmedeHus 6e30-
MACHOCTH TIPOIIECcCca 3arpy3KH BBIACISIFOTCS KIIFOUCBBIC HMH(MOPMAIMOHHBIC JIEMEHTHI, IIEJIOCTHOCTh KOTOPBIX HEOOXOAUMO
rapaHTupoBath. Pa3pabareiBacMoe penieHHe Kak CPEACTBO 3aIUThl MHOOPMAILIUH JIOJDKHO YIOBIETBOPSTH TPEOOBAHHUSM WH-
(hopMaIOHHOM 0€30MaCHOCTH U MPH 3TOM OBITh COBMECTHMO C OCTAJIbHBIMU aNIaPaTHBIMU U MTPOTPAMMHBIME CPEICTBAMH,
UCIOJIb3YEMBIMHU JUIS 3aIUThHI aBTOMAaTU3UPOBAHHBIX cucTeM. [Ipeqaraemoe peleHue peaiausyer alropuT™M KOHTPOJIS LEeJI0-
CTHOCTH OIIEPALIMOHHOM CHCTEMBI, OCTPOCHHBII C HCIIOIb30BaHHEM HH(GPACTPYKTYPhI OTKPBITOro Kitoya. B pabore npuso-
JUTCS aHAJIM3 alllapaTHON KOH(DUTYpaly MPOEKTUPYEMOTo PEILICHNs C TOYKH 3peHHs yI0OCTBa €ro UCIOIb30BaHMS U aIMU-
HUCTPUPOBAHHUs, & TAKKE OLEHMBAIOTCS BO3MOXKHOCTH OCYILECTBIECHHS aTaK CO CTOPOHBI 3JIOYMBIIUICHHUKA HA 3alluliae-
MyT0 HH(POPMAIIHIO.
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Abstract

The paper deals with the problem of protection for the process of operating system loading from the server to the diskless
workstation through a network and the analysis of the existing ways of integrity monitoring for information transferred under
network protocols. Within the scope of research, solution is proposed making it possible to perform integrity monitoring of
the operating system loaded image before control is transferred to it. For security protection of loading, key information
elements are marked which integrity needs to be guaranteed. The developed solution, as an information security product,
should meet the requirements of information security and at the same time be compatible to other hardware and software
tools used for protection of the automated systems. The proposed solution implements the algorithm of integrity monitoring
for an operating system designed with the use of public key infrastructure. Analysis of hardware configuration for the
projected solution from the point of view of its usability and administration ease is provided, and possibilities of intruder’s
attacks to the protected information are estimated, as well.
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BBeaenue

C KaXIpIM JHEM KOJIMYECTBO 00IaCTeH, Uil KOTOPBIX TapaHTHsi 0€30I1aCHOCTH — 3TO OCHOBHOE TpeboBa-
HHE K aBTOMaTU3UPOBaHHBIM CHCTEMaM 00pabOTKH MH(pOPMAIIMH, HEYKIOHHO PacTeT. B CBsI3M ¢ 3TUM BHUMaHUE
K BOIPOCaM IMOCTPOCHHUS 3AIIUIICHHBIX WHPOPMAMOHHBIX CHCTEM yX€ HHKOro He ynuBisieT. HeoOxomumocTsb
HAJIMYHS B TAaHHBIX CHCTEMaX Tak Ha3biBaeMoro sapa oe3onmacHoctu (Trusted Computing Base) — coBokymHOCTH
ammaparHbIX, IPOTPAMMHBIX M CIIEIIHATHHBIX KOMIIOHEHTOB BRIYHCIUTEIIEHOW CHCTEMBI, peaTH3yIOMNX (yHKINN
3amUTH OE30MTACHOCTH, — OCO3HAIOT MHOTHE KOMIAHUU-MHTETPATOPHI, 3aHUMAIOIIHECS IOCTPOCHUEM ATHX CHC-
TeMm [1].

Hapsiny ¢ nanHbIM pakToM HEOOXOAMMO YUMTHIBATh CMEICHHE BbIOOpa anmaparHoi 6a3bl Uisi IOCTPOCHUS
BBIYHCIIATENBHBIX CHCTEM B OBy TEPMUHAIBHBIX pemreHnd. Takas KoH(pUTyparus CHCTEMBI IOIpa3syMeBaeT UcC-
TIOJTb30BaHUE CEPBEPHOTO KOMIIOHEHTA, Ha KOTOPHIH ycTaHaBiIHMBaeTcs onepannonHas cuctema (OC) u 3amyckaercs
TepMUHAIBHAs CiTyx0a. B cBOO oueperib, Ha KIIMEHTCKUX MECTaX yCTaHABIMBAIOTCS OE3IUCKOBbIE paboune cTaH-
1 — ToHkue kianeHTsl (TK) [2], 3arpyska OC Ha KoTopble, Kak MPaBHIIO, OCYILECTBIISIETCS 110 CETH.

Takum oOpazom, nHPOpPMaIIMOHHAs 0E30MaCHOCTh BCEX JACHCTBUIA 1MOIB30BaTENsl OyAE€T OCHOBBIBATHCS HA
noaiuHHOCTH 00paza OC, 3arpyxxaemoro Ha TK ¢ cepBepa. YA3BUMOCTH, KOTOpPBIE MOTYT IIPH 3TOM IPHCYTCTBO-
Bark B OC, Oyap TO omMOKa B IPOrpaMMHOM KOJIE€ MJIM CO3HATEJIHO ITOMEIEHHAs! IpOorpaMMHast 3aKJIajika, To-
3BOJISIIOT 3JIOYMBIIUICHHUKY TOJIyYHUTh JOCTYIl K YCTPOHCTBY M IOJHOCTBIO B3SITh €ro MOj KOHTpousb. [loatomy
OJTHAa W3 TPUOPHUTETHHIX 3a/1ad, KOTOpas MOJDKHA OBITh pelleHa Ha JaHHOM JTarle, 3T0O KOHTPOJb IEOCTHOCTU
3arpyaemMoro oopasa.

ITocTanoBka 3agauu

B Hacrosiee BpeMsi Ha pbIHKE MH(OPMAIIMOHHOW 0€30MacHOCTH B OOJBIIMHCTBE CBOEM IPEACTABIICHEI
cpexncta 3ammthl nHGopMmarmu (C31), korTpomupyronue 3arpy3ky OC ¢ ®KeCcTKOTO J¥cKa U MpegHa3HaYeHHBIE
JUISl IPUMEHEHHS Ha CTAIlMOHAPHBIX KOMIIbIOTepax. Taknue CpeacTBa He MOTYT OBITh HCIIONB30BaHBI Ha Oe3/uc-
koBbIX TK, OCKONIBKY peann3oBaHHbIE B HUX MexaHN3Mbl KoHTpossi OC, Kak MpaBmilo, He pacCUNTaHbl HA CeTe-
BYIO 3arpy3Ky M HE yUHTBIBAIOT CIIEHU(DHKY PACIPENIEICHHBIX TEPMUHAIBHBIX CHCTEM.

B cBoro ouepenp, caM MexaHu3M 3aluieHHON 3arpy3kn OC Ha NPOTSKEHUH TTOCIIEIHHX JIET BCE aKTUB-
Hee MpUBJIEKaeT BHUMaHUe pa3paboTYUKOB BCTPOEHHOTO IporpaMMHoro obecredenus (I10) B mensix 3amuTsl OT
BPEIOHOCHBIX MPOrpaMM THIA «OyTKUTOBY» U «PYTKUTOBY». LIebI0 TAKHX MPOTrpaMM SIBISIETCS peaylu3anus paH-
HETo CTapTa, MO3BOJISIONIET0 M3MEHUTH mporpaMMHbiil kox OC U CHCTEMHBIX IpaiBepoB (HAaIpUMEp, YCTaHO-
BUTH nepexsarsl) [3]. OgHON M3 caMBbIX MOMYJISIPHBIX TEXHOJIOTHH, PEaJIM30BaBIINX 3alMIICHHYIO 3arpy3KYy, sB-
nsiercst Secure Boot, Bkimouaemslid, HaunHast ¢ Bepceuu 2.2, B monyias UEFI (Unified Extensible Firmware Inter-
face — yHuQUIMPOBAaHHBIA MOXYIBEHBIN HHTEpdelic), npumenumii Ha cMeny BIOS [4]. Kak n3BecTHO, KOMITaHUs
Microsoft Takke BKIIOYHIIA B CBOIO CEPTUPHUKANNOHHYIO Tporpammy st Windows § TpebGoBaHHS K IPOU3BOIH-
TeNSAM ammaparypsl [0 peann3alud MexaHn3Ma 3amuineHHon 3arpy3ku UEFT [5]. JlaHHBIN MeXaHU3M JOJDKeH
obecrieunBaTh OE30IACHYIO IMPEA3arpy304HyI0 CPely M OCYIIECTBIATH 3AIUTy OT 3allycKa HEIPaBOMEPHOTO
BPEIOHOCHOTO KOJIa U3 MOTEHIMAIBHO YS3BUMBIX TOYEK, IPOBEPss EKTPOHHYI0 noanuch (O1) 3arpyskaeMsix
Moxynel (apaiiBepos, 3arpy3unkoB OC u MpHUIOKEHUH).

HeobxomumMo 0TMETHTh, 9YTO B TaKOW pean3anuu pexum Secure Boot gocraToden asis 3alIMIEHHON 3a-
rpy3ku OC TOJNBKO IPH YCIOBUH, YTO 3JIOYMBIINIJICHHUK HE MOXET OCYIIECTBHTh (PU3MYECKHUIl JOCTYN K 3alllu-
[I[aEMOMY KOMITBIOTEPY, MIOCKOJIBKY B OOJIBIIMHCTBE CiIy4aeB HecaHKImoHupoBanuoro pocrymna (HCJI) ects BO3-
MOYKHOCTh OCYIISCTBIICHHsI MOAMEHBI KpunTorpadudeckux kirodei. Kpome Toro, cormiacHo creru(ukanusim
UEFI, B pexxume Secure Boot He npeaycMaTpruBaeTcss MEXaHU3MOB CO3JaHUS JOBEPUTENBLHOM CETH AJIsl KIIIOUEH.
Takum 00pa3oM, JaHHBIH PEKUM JOIDKEH ObITh aKTHBUPOBAH HENOCPEACTBEHHO TaM, I/ie OyIyT UCIIOIb30BaThCS
KOMITBIOTEPHI.

BaxHo#t 0COOCHHOCTEIO pelraeMoi B paMKaxX JaHHOW pabOTHI 3aa4d KOHTPOIISA IETOCTHOCTHU 3arpyskae-
Mmoii OC sBrsieTcst TOT (pakT, 9To caMm 00pa3 XpaHUTCS Ha cepBepe, U 3arpy3ka OCyIIecTBIsIeTcs o ceTi. OqHuM
W3 CaMBIX PacIpOCTPAHEHHBIX CTAHAAPTOB U ceTeBoi 3arpy3ku sBisiercss PXE (Preboot Execution Environ-
ment) [6, 7]. st peannsanun nagHoro npotokoia Ha TK momkHa OBITH yCTaHOBIIEHA CETEBast KAPTa C MOMIEPK-
KOW 3TOH Bo3MOkHOCTH. J{st oprarm3anuu 3arpy3ku OC B PXE ucnons3ytorcs nporokonst I[P, UDP, DHCP u
TFTP. PXE-kox, nponucanHbiii B CETEBOU KapTe, MOJy4aeT crenuanbHbiid 3arpy3urk (Network Bootstrap Pro-
gram) ¢ TFTP-cepBepa B ceTu, mmocne uero nepefaeT eMy yrpasieHHE. 3arpy34uK UMeeT AOCTYI K MporpaMM-
HbIM uHTepdeiicam (API) PXE (Preboot, UDP, TFTP, UNDI) u, ucnons3ys ux, 3arpyxaer ¢ cepsepa OC. Omnu-
ceiBaeMblil Boie ctanaapT UEFI taxke comep:kuT MexaHusM cereBoi 3arpysku no nporoxony PXE. Ho B ciy-
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yae OOBIYHOM peaym3amuy MPOTOKONA, Korga KIMeHT mockutaeT PXE-3ampoc Ha 3arpysky, He MPedyCMOTPEHO
croco6a rapaHTHPOBaTh, YTO 3alPOC OOCITYKMBAETCA HACTOSIIUM cepBepoM. COOTBETCTBEHHO, KJIIMEHT HE MO-
JKEeT TOCTOBEPHO 3HATh, OTKyAa oH noiydaeT OC u Obu1 M 00pa3 u3MeHeH B mporecce nepenayn. Hanpumep, B
pe3yabTare MPUMEHEHUs 3JI0yMBIIIJICHHIKOM aTakd «4eloBek nocepegune» Ha TFTP-mpoTokon Ha KIIHMEHT BMe-
cre ¢ daitnamu OC MOXeT NpUiTH BpeoHOCHBIH Koz U xoTs pazpaboTunku cBoOoaHO pacnpoctpansemoro [10
[IpeIararT pasjIMuHble MEXAHU3MBI, IIO3BOJIAIOIIUE HEMTPAIU30BaTh OIIMCAHHBIE YIPO3bl IIPU CETEBOM 3arpy3Ke
[8], roTOBBIX CpeCcTB HA PhIHKE HHGOPMAITMOHHOW 0€30IaCHOCTH MPEACTABIICHO MTOKa He OBLIO.

B nacrosieii pabore npeasaraercsi pelieHue, Mo3BoIIsIOIIee OCYIECTRIAT 3allUIIEHHYIO 3arpy3Ky I10
ceTH Ha OE3MCKOBYIO PadOody0 CTAaHIHMIO U MPEAyCMaTpHUBAIOIEe CIIOCOOBI MPOTHBOAECHCTBHUS NIEPEUHCIICHHBIM
BBIILIE YTPO3aM.

Ipennaraemoe pemenne

PazpabarpiBaeMoe perieHre MpearoIaraeT Co3AaHke annapaTHO-NIPOrpaMMHOTO MOZYJIsl IOBEPEHHOM ce-
teBoii 3arpy3ku (AIIMJIC3), npennasHaueHHOTO IS paboThl MMEHHO Ha Oe3muckoBeix TK [9]. Takoit Momynb
MO3BOJISIET pa3fenuTh BcTpoeHHoe 10, peanmsyromnee MexaHU3M 0e30MacHO 3arpy3kd, U KPUITOrpaduIecKre
kioun. Kpome toro, maHHBIN criocod mepcoHuduuupyet 3arpy3ky OC mox KOHKPETHBIX IOJIE30BATENEH B COOT-
BeTcTBHH ¢ HeoOxoauMbiMu M [10 1 HacTpoiikaMu.

OcHoBHBIE TPeOOBaHMS, IPEABABISIEMbIE K pa3pabaTsiBaeMoMy perreHuto [10], cocTosT B crnemyromem:
¢byHKINOHMpOBaHME Ha anmapaTHBIX TK, He IMEIONINX B CBOEM COCTaBe JKECTKOTO AHUCKA;
peanuzaiyst GYHKIHHA KOHTPOJIS esocTHOCTH 00pasza OC, 3arpyaeMoro ¢ TepMHHAILHOTO CepBepa;
peanu3aiys MexaHu3Ma pa3rpaHH4YeHus [paB JI0CTyma K npoueccy 3arpy3ku TK;
oOecrieueHHe 11eI0CTHOCTH 3arpy3dnka OC;
KOHTPOJIb ayTCHTUYHOCTU JaHHBIX, IMOCTYNAOMINX Ha TK,
HE3aBHCUMOCTh BbIOOpa 3arpy3umka s OC u, ciiefoBarelibHO, BO3MOXKHOCTH 3arpy3kn OC cemelcTB
Unix/Windows;
7. OJOKHMPOBKA HECAHKIIMOHUPOBaHHOH 3arpy3ku OC ¢ BHEIIHUX ChEMHBIX HOCHTEIICH.

Jnsa peanm3anuu pazpabaTbiBaeMOTO MOIYISI JTOBEPEHHOW 3arpy3KH HCIIONB3YETCsl CeTeBasi KapTa C IMoJ-
nepxkoit mporokona PXE, npu atom anroput™ 3arpy3ku OC 3akiagpBaeTcs B € BCTPOCHHOM IIPOTPaMMHOM
obecneuernn. Oyakmms OmokupoBku 3arpy3kn OC ¢ Hepa3pemIeHHBIX HOCHUTENEH OCYIIECTBISIETCS IyTeM 3a-
npeta uzmenenuit kongurypamuu BIOS/UEFI 6e3 nony4eHus npuBUIETHI aIMUHUCTPATUBHOTO JIOCTYIIA.

Jna obecrieueHnss KOHTPOIS MEIOCTHOCTH 3arpyaeMoro odpasa BBIACISIOTCS JABa OCHOBHBIX OOBEKTa,
HEM3MEHHOCTh KOTOPBIX HE00X0IMMO KOHTposiupoBarb: 3arpy3urk OC pasmepom 2-3 KB, 3arpyxaemsiii B
RAM-namMsATh Ha MEPBOHAYAIBHOM ATalle M OCYIICCTBISIOIIMN JaNbHEHIINI Hpolece 3arpy3ku, U caMm obpas
OC, nepenaBaeMblii ¢ cepBepa. B mporiecce 3arpy3ku BeAeseTcst 0a3oBasi Touka qosepust [11], Ha kotopoii Oy-
YT OCHOBBIBATBCSI BCE OCTaJIbHBIE 3TAlbl. B KauecTBe Takoil TOUKM BHIOpaH 3aIUMINEHHBIH BHEITHUH HOCHUTEINH
(manee — TOKeH), B maMsATH KOToporo xpaHurcs 3arpy3uuk OC. Ha Takom BHeIIHeM HOcHUTeNe pa3Meniaercs coo-
CTBEHHBIH MUKPOKOHTPOJUIEP — 3AIIUIIEHHBINA YN, UMEIONINH CHeNHabHYI0 CEpTU(HHIMPOBAHHYIO 3aIIUTY KaK
Ha anrmapaTHOM, TaK U Ha IPOTPaMMHOM YPOBHE, YTO MO3BOJIAET YCIICIIHO MPOTUBOCTOSTH BCEM M3BECTHBIM YT-
po3aM 6e30MaCHOCTH CaMOTO HOCHTEIS, METO/IaM B3JI0Ma U KJIIOHUPOBAaHUSA. JJOCTYI K TAMATH 3TOTO YCTPOUCTBA
MPEIOCTABISACTCS TOJNBKO MOCTE YCIENTHON ayTeHTH(HUKAIINK ITOTE30BATEINs — BBEJCHUS Mapoiisi. B pesynsrare
XpaHEHHs 3arpy3drKa Ha TaKOM TOKCHE €ro LEJOCTHOCTh T'apaHTHpoBaHa. /laHHOE pelleHne He HAKIagbIBacT
HUKaKuX orpaHudeHni Ha To, OC Kakoro ceMeiicTa OyieT mpH 3ToM 3arpykarbes Ha TK.

Kpome Toro, ncrmonp3oBaHHe OTIENBHOTO 3aIIUIIIEHHOTO HOCHTEINS TIO3BOJISIET PELINTD 3a/1ady pa3TrpaHu-
yeHust nocryna: 3arpy3ka OC na TK Bo3MOXHa TOJIBKO IS TIOJIB30BaTeNel, 00IaaloyX TOKEHOM U 3HAIOIINX
naposb. [{ns obecniedenust B3anMHoi# ayreHTnukanuu tokena U TK mpenmonaraercs: peanu3anus ajlropurma,
Mpe/yCMaTPHUBAIOIIETO 3alIUTY OT YIpo3 MOAMEHBI KaX/I0r0 M3 YYaCTBYIOLIMX B MIPOLIECCE KOMIOHEHTOB (IIOJIb-
3oBarens, TokeHa, TK, cepepa).

YunThIBas BBIIECKA3aHHOE, MCIIOIB30BaHUE JAaHHOTO pELIeHUs, B OTIMYHE OT MexaHu3Ma Secure Boot,
JIeTlaeT yrpo3y HeloCpeICTBEHHOTO JIOCTYIIa 3JI0yMbliuleHHnKa K TK HeakTyalbHOM, ITOCKONIBKY Y HETo He Oyaer
BO3MO)KHOCTH HH 3aTrPYy3UTHCSI ¢ COOCTBEHHOTO HOCHUTENS, HM 3aMEHHUTH CETEBYIO KapTy Ha CBOIO (aJITOPUTM ay-
TeHTH(UKAINE 00HAPYKUT MoAMEHY). Kpome Toro, pa3pabaTsiBaeMbIii MOAYIh — 3TO JOCTAaTOYHO THOKOE pere-
HUe, He HaKJIaIbIBAlOIee OTPAHNICHUS HU Ha HCIIONIb3yeMoe obopynoBarue, HU Ha Tl OC. AIMHHUCTPUpPOBa-
HHUe cucTeMbl ¢ Takumu TK ympormaeTcs 3a c4eT Toro, 4To aAMHHICTPATOPY HY)KHO paboTaTh TOJBKO C 3aIlH-
IIEHHBIMU HOCHUTEISIMH T0JIb30BaTeNei.

Takum 00pa3om, OCHOBHOI 3a/1a4eil B Mpe/jlaracMoM PeLIeHHH SBJISeTCs pa3paboTKa alropuTMa 3arpys-
KU, 00ECIIEeUMBAIOIIEr0 KOHTPOJIb LIEJIOCTHOCTH M ayTEeHTHYHOCTH IMEPEAaBacMoro ¢ ceppepa odpasa M 3alliu-
IICHHOTO BBIMOIHEHUS KaXKIOT0 [Iara 3arpy3ku, HCKIIIOYAIOIIEero pealn3anuio yrpo3 o0e3omnacHoctu [12].

AN

AHaIM3 CymecTBYIOLIHX CIIOCO00B KOHTPOJIS LEeJOCTHOCTH HHPOpMALNT

ITon yrpo3oit HapymieHHs IEIOCTHOCTH MOHMMAETCS 000 YMBIIUICHHOC H3MCHEHHE WH(pOPMAIUH,
XpaHsIIEHcss B BEIYUCTUTENLHON CUCTEMe WM TepefaBaeMol U3 olHOW cuctemsl B Apyryio [13]. Korma 3m0-
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YMBIIUICHHUKY TPEIHAMEPEHHO U3MEHSIOT HH(OPMAIIHIO, TOBOPUTCS, YTO LEIOCTHOCTh HH(POPMAIIMK HapyIIIe-
Ha. llenocTHOCTD Taroke OyneT HapyllieHa, €Clid K HeCaHKI[MOHUPOBAHHOMY M3MEHEHHUIO MPHUBOJUT CllydyaiiHas
omuOKa MPOrpaMMHOTO WIJIH allapaTHOTo 00eCeYeH s,

K ocHOBHBIM MeTO/1aM 00€CIIeYeHUSI LIEJIOCTHOCTH OTHOCSITCS:

METOJ, KOHTPOIBHEIX CYMM;

METOJI «UKIMYECKOTO KOHTPOJIBHOTO KOJIa»;
OJTHOHAITPaBJICHHbIE (DYHKIMN XeLlII/IPOBaHl/IHl;
SIIEKTPOHHAS TIOAIHCE.

HecMoTps Ha poCTOTY peanu3aniy U BBHICOKYIO IPOM3BOJUTENILHOCTD IEPBBIX JABYX METOAOB, HEOOXO-
MO OTMETUTHh MX OCHOBHOI HEIOCTAaTOK: C TOYKM 3PEHUS BHIYUCIUTENBHON CIOKHOCTH JIETKO HAWTH MCXO.-
HBII POOOpa3 AJsl MOMYUYSHHOT0 3HAYCHUS (YHKIIMH, B PE3YJIbTATE YEro PaBEHCTBO 3HAUCHHUH, MMOTYYaeMbIX Ha
JTare MPOBEPKH, HE TApaHTUPYET HEU3MEHHOCTH IepenaBaemMoii madopmarn [14]. JlaHHOE CBOHCTBO Jenmaet
HEBO3MOHBIM HCIOJIb30BAHUE YKA3aHHBIM METO/IOB B CHCTEMaX C BHICOKMMH TPEOOBAHUSMH K 3AIUIEHHOCTH.

B omnnune OT HUX, MPUMEHEHHE OJHOHAIMPABICHHON XAII-(GYHKIMH TO3BOJISIET TapaHTUPOBATh CTOM-
KOCTh HCIIOJIb3YeMOT'0 alropuTMa K oOpaTHOMY IpeoOpa3oBaHMIO. 3ajada TMOMCKAa KOJUIM3MK (HAIW4YHe He-
CKOJIBKHX MPO00pa3oB (yHKIMH, JAFOIIMX HAa BBIXOJE OJIHO XJII-3HAa4Y€HHE) SBJSIETCS KpakHe TSHKENOH Ho pe-
CYpCOEMKOCTH Y TIPOU3BOAUTENbHOCTH [15].

Ho, Hapsiny ¢ 1aHHBIM PEUMYILECTBOM, Y METO/a OHOHAIPABIEHHOM X3II-(QyHKINHN €CTh BaKHAsl OCO-
OEHHOCTB: HEOOXOANMOCTh O0ecreunBaTh OE30MaCHOE XpaHEeHHEe MIIM Nepeaavdy KOHTPOJIBHOTO 3HaYECHUS IMpo-
Bepsitolieil cCTopoHOH. OTHOCHTENIBHO Pa3padaThIBAEMOro PEIICHHS OYEHb Ba)KHO, YTOOBI X3II-3HAYCHHUE, BBI-
yucnsemoe it oopaza OC B MOMEHT ()OPMUPOBAHUS Ha CEPBEpPE, XPAHWIOCh TAKUM 00pa3oM, 4TOOBI HCKIIIO-
4uTh yrpo3y noamMenbl. C TOYKH 3peHust annapatHoit konpurypauun TK eMHCTBEHHBIM IOBEPEHHBIM MECTOM
JUISl XpaHEHHsI KOHTPOJIBHOTO 3HAYCHHS BBHY OTCYTCTBHS JKECTKOIO JIUCKA SIBIISICTCS 3aIUIICHHAS TAMSTh TO-
keHa [16].

Ho takoii BapraHT peaqn3anuy MeToJa KOHTPOJIS IIEJIOCTHOCTH BBI3BIBAET Psia ciioxkHOCTEl: 06pa3 OC,
3arpyxaembiii o cetu Ha TK, nepuoandecku MoxKeT U3MEHSIThCS JIETUTUMHBIM 00pa3oM, HarpuMmep, IpH ycTa-
HOBKE OOHOBJICHHI 8JIMUHHUCTPATOPOM. B 3TOM cilydae KOHTPOJIbHOE 3HAYEHHE B MAMSTH TOKEHA JIOJDKHO OBITh
nepe3anucaHo, OCKOJIbKY U3MEHHTCS U X3lI-3HaueHne. Ho nmpu 10cTaToyHo pa3BUTON CTPYKTYpe OpraHu3alivy,
npernosarapnel Halmmyie Heckobkux aecsitkoB TK, ucnosnp3oBanne nog00HOro cleHapus KpaiiHe 3aTpyaHs-
eT paboTy aIMHHHUCTPATOPA.

bl e

HNudpacTpykTypa 0OTKPBITOrO KJIK04Ya

AJNBTepHaTHBHBII BapHaHT KOHTPOJIS LIEJIOCTHOCTH IepeaaBaeMoro o0Opasza — HCIOJb30BaHuEe HH(pa-
CTPYKTYpbI oTKpbIToro Kitoua (MOK) muist BBIYMCIIEHUS QJIEKTPOHHOM MOATHUCH.

NOK mnpencrasiser co060il KOMIUIEKCHYIO CHCTEMY, CEPBUCHI KOTOPOH PeatM3yIoTCsl U MPEA0CTABISIOTCS
C UCIIOJIb30BAaHUEM TEXHOJIOTUH OTKPBITHIX KIIOYEH, T.e. KPUIITOCUCTEMY, B KOTOPBIX JJIsI IPSIMOTO M 0OpaTHOTO
npeoOpa30BaHMs HCIONB3YIOTCS [IBa PAa3HBIX KIII04Ya — OTKPBITBIN 1 3aKpbITHIH [17].

OmauM w3 ocHOBHBEIX kommnoHeHToB MOK sBrsieTcst ynocroBepstromuii nentp (Y1), obecrieunBarommmii
M3TOTOBJICHHE CEPTH(HUKATOB OTKPHITHIX KIIOUEH M yNpaBieHHE (aHHYJIMPOBaHWE, NPHOCTAHOBJIEHHE, BO300-
HoBiieHue) nmu. Cepsep, BeimonHAomud Gyaknun Y11, 1omkeH pacronaratbesi CTpOro BHYTPH KOHTPOJIHpYe-
MOH 30HBI OPTaHHU3aIMK U HE UMETh BHEIIHHUX IOAKIIOUCHUI JHOO MOTHOCTBIO OBITh OTKJIIOYEHHBIM OT CETH.
IIpu 3TOM 006s13aTeNIBHO AOHKEH OBITH MIPEAYCMOTPEH PECYPC, JOCTYIHBINH BCEM IOJIb30BATEINSIM CHUCTEMBI, MO-
3BOJISIFOLIMI IPOBEPSATH CTAaTyC BBLIAHHOTO cepTHduKara (IEHCTBUTENICH WM OTO3BAaH) B PEXUME PEabHOIO
BpeMeHu. Kak npaBuio, B kauecTBE TaKOTO pecypca UCIOJIb3yeTcs TH00 cepBep, CoAepKaIlnil CIIUCOK OTO3BaH-
Heix ceprudukatos (Certificate Revocation List — CRL), nepruoaudeckyd 0OHOBIIIEMbIN BPYyYHYIO aJMAHHCTPA-
TOpOM, JIM0O cepBep, Ha KOTOPOM paboTaeT ciryx0a OHIaliH-poBepKH cTatyca ceprudukara (Online Certificate
Status Protocol — OCSP). Bo BropoMm ciyuae nndopmanus o craryce cepTU(HKaToB Ooiee akTyallbHa, TaK Kak
JlaHHas ciyx0a ee MoJydaeT HanpsMmyro u3 peectpa YL, 1 oTBeT Takoi ciyk0bl (PUKCHPOBAH M CPAaBHUTEIIHHO
mai, B orimane ot CRL, kotopslit MoxeT uMeTsb Ooibinoi 06seM. Ho B aToM citydae cepsep Y11 nomxeH ObITh B
CeTH W TPEIOCTaBIATH BO3MOXHOCTh oOpameHus ciyxoe OCSP k cBoeit 6a3e, 4TO MOPOKIAET BOSMOKHOCTH
yrpo3sl HC/] u xommpomeTanuu kimtoda Y1, KOTOpBIM MOANICEIBAIOTCS BCE BBIIaBaeMble cepTuukaTel. B Ta-
KOM CITydae MPEeAroaracTcsi HepapXudeckas apXuTeKTypa yI0CTOBEPSIOINX EHTPOB — KOPHEBOH, HE TIOAKIIIO-
YEHHBIH B CETh OpPraHW3ALUM, U INOJYMHEHHBIH, BBIJAIOUIMNA CEpTU(HUKATHI MOJIH30BATENAM M IO3BOJISIOMINI
nonkiroueHue ciyx0s1 OCSP k cBoeil 6aze. B pa3pabaTeiBaeMOM pelieHHN TePMHHAIBHBIA cepBep oOiagaer
napo# kimoueid: 3akpbIThiM (3K) u oTkpeIThIM (OK), ipu 3TOM (hakT BllaieHHsT OTKPBITHIM KIIFOUYOM U (hakT TOro,
YTO ITOT OTKPBITHIN KJIIOY COMOCTABJICH 3aKPBITOMY, ITOJITBEPIKAALTCS CEPTU(HHKATOM, BbllaBaeMbiM Y11,

ITpu nepenaue o6paza OC cepsep noamuceiBaeT ero ceouMm 3K. B ucrnons3yemMom anropurme 3i1eKTpoH-
HOM THOAIKMCH B Kau€CTBE OJHOTO M3 STAllOB TAKXKE HMCIOJIB3yeTCs X3UI-(DYHKIMSA: Ha BXOA (PYHKIIMM MOIIUCH

"TOCT P 34.11-2012. Uudopmarinonsas texaonorus. Kpurrorpaduueckas 3amura nudopMariiy. OyHKIHS XIUIHPOBAHU.
Been. 01.01.2013. M.: Crannaprundopm, 2012. 33 c.
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noziaeTcst He caM o0pas, a ero xsi-3HadeHne. Ho npuHOMnmansHOE OTIMYME JAaHHOTO METola OT MeTona Ipo-
CTOTO X3IIMPOBAHUS COCTOUT B TOM, YTO XdII-3HaueHHUe, BerunciaeHHoe i OC, He XpaHUTCS MOCTOSHHO Ha TO-
KEHe, ¥ eT0 He HaJ0 MEePHOANIEeCKH OOHOBIATE B cirydae n3MeHeHnss OC. OHo Beraucisercs Kaxasid pa3 Ha TK
OT NOJy4eHHOTro o0pa3a M CPaBHUBAETCS C TEM, YTO OBUIO IOJYYSHO B pe3ynbrare paciiu(poBaHUS IEKTPOH-
Ho¥ noxanucu ¢ nomorisio OK cepeepa (puc. 1).

//
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Pacmm¢poska I :
TIOATINCH
C HOMOIIBIO
OTKPBITOTO KJI0Ya

; QHCKTPOHHSJI noAIUCh

Puc. 1. MexaHn3M nNpoBepKu 3MeKTPOHHOW NoanmMcu

Takum 00pa3oM, eciii aJIMHHUCTPATOP BHEC M3MEHEHHs B 3arpyxkaemblii o0pa3 (ycranoswi [10 wnm
OOHOBIICHHS), 3TO HE MOBJIUSIET HA YCIEUIHOCTh IIPOBEPKH.

Peanuszanus anropurma KoHTpOs neaoctnoctu OC

Peanuzanus ONMCaHHOTO aJropuTMa KOHTPOJIS LEJIOCTHOCTH IiepelaBaeMoro oOpasa Iofpa3yMeBaeT
(dbopMHupoBaHHE Ha CTOPOHE CepBepa NMEKTPOHHOHN moanucu odpasa u nepenada Ha TK camoro obpasza, noxnucu
U cepTU(HKaTa OTKPHITOTO KITFOYA TS OCYIIECTBICHHUSI IPOBEPKH.

Y aocToBepsiomuid HEHTP

v

CamnoAnMCaHHblit

Ceptudukar
cepsepa

Mognucan 3K VLY

CepTudukar
I l Cepsepa Ccpvgﬁmm
Ceptudukar Q
yu

3anunieHHbI
USB-HocHTeINb

Puc. 2. KOMNOHEHTbI MHPPaCTPYKTYPbI OTKPLITOrO Ktoya Ans pa3pabaTbiBaeMoro anroputMa KoHTpons
LIeNOCTHOCTH

Ho B 3TOM cityuae BO3HHMKAeT yrpo3a peanu3anun araku Man-in-the-middle: 37m0yMBIIIIEHHUK MOXKET Tie-
pexBaTHUTh IepeJaBaeMblii 00pa3, MOAMUCATh ero CBOMM KitodoM u nepeaarb TK cBoit ceprudmukar [18]. dus
HEeWTpaln3aly JaHHOH yrpo3bl IpeularaeTcs XpaHuTh Ha BHEIIHEM KIIFOYEBOM HOCHTENE CePTU(HKAT OTKPHI-
toro kitoya Y1 (unm uenouky ceprudukaroB B ciydae uepapxu4deckoit crpykrypsl YII). Ipu popmupoBannu
cepTuduKara OTKPHITOro Kitoya cepBepy Y1l 3aBepsier BblnaBaeMblil cepTH(UKAT CBOMM 3aKPBITHIM KIIIOUOM,
YTO MO3BOJISIET B MOMEHT BepH(UKAIMU 3IEKTPOHHOW MOAMKMCH TIepeIaHHoro o0pasza NpOBEPUTh TaKkKe MOJIHH-
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HOCTB cepru(ukara cepBepa. Takum oOpa3oM, KOMIOHEHTHI, Bxozsmue B coctaB MOK, Heobxonmmele s pea-
JM3aLUY IPEeIaraeMoro perieHns, yka3anbl Ha puc. 2.

[IpoBepka moamuCcH MPOUCXOONT B [BA 3Taa: BEIYHCIECHHUE X3MI-QyHKINU 00pa3a 1 cCOOCTBEHHO MaTeMa-
THUYECKHUE BBIUUCIICHUS, IPEAYCMOTPEHHBIE B JAHHOM aJITOPUTME HOJIIKCH, T.€. IIPOBEPKA TOTO MJIM HHOTO COOT-
HOIICHUA, CBA3BIBAOIICTO X3LlI-(byHKIJ,l/IlO O6p3,33, MoAMNMYCH MmoAa 3TUM JOKYMEHTOM U OTKprTLIﬁ KJIFOY IIOAITHCHI-
Batolei cropoHsl. Eciau TpeOyemoe COOTHOIIEHHE BBINMOJIHEHO, TO TOIKCH MPU3HAETCS MPaBUIILHOM, a cam
00pa3 — NOIMHHBIM, B IIPOTHBOIIOJIOKHOM cilydae 00pa3 CUMTAETCs N3MEHEHHBIM, a IOAIKCH T10]l HUM — HeJleH-
CTBUTEJbHOM.

KommoneHTbI HHPpacTpyKTypbl OTKPBITOTO KIII0Ya, yYaCTBYIOIINE B IIPOTOKOJIE:

— yaoctoepstomui ieHTp CA;

— Toukui knuent TC;

— TepMHUHAIBHBINA cepBep TS;

— 3aKpBITHIA KIIFOY cepBepa k;

— cepTH(]HKAT OTKPBHITOTO KIF0Ya ceprepa k,,;

— cepTH(]HKAT OTKPHITOTO KIF0YA YIOCTOBEPSIOMIETO EHTPA K y;
— 00pa3 onepannoHHO# cucteMsr 0S;

— h —xomw-dyHKuus;

— f — dyHKUMSA BBIYMCICHUS IIEKTPOHHOM MOJIHCH;

— V¥ — (hyHKIUS TPOBEPKH JIEKTPOHHOM MOIHCH.

AJNTOpUTM 3arpy3Ku 1 IPOBEPKHU LIEJIOCTHOCTH 00pasa:

1. wHUIMaTU3aMs MPOTOKOJIa 3arpy3ku obpaza 0S ¢ TepMmuHanbHOrO cepBepa T'S mocie Toro, kak eToken
HMOJKIIOUMIN K TOHKOMY KiaueHTy TC;
2. QopmupoBanue 3anpoca k TS Ha nmosrydenue obpasa OS n ceprudukaTa OTKpPBITOro Kiroda K, cepBepa;
3. ¢dopmupoBaHKE Ha CTOPOHE CEpBEPa AMEKTPOHHOM MOANUCH 00pasa:
f(h(0S), k), rne h(0S) — xaur-¢yHkims ot oopasa 0S;
4. monydenue cepruduxara k, cepsepa oopasza 0S, HOANUCAHHOTO 3aKPBITHIM KIFOUOM kg cepBepa;
5. IpoBepKa LETO0CTHOCTH 00pa3a ¥ HOATMHHOCTH MOAIHUCH:!
v(h(0S), ko);
6. oOpaienue k eToken 3a KOPHEBBIM CEPTUHUKATOM YIOCTOBEPSIONIETO LEHTPA K y;
7. mpoBepKa MOUIMHHOCTH CepTH(UKATa OTKPHITOTO KIII04a cepBepa K,

v(h(ko), kca);

8. B ciydae ycmenrHocTu o0enx mpoBepok odpas OS 3arpyxkaercs B RAM-mamsaTh, U yrpaBiieHHE TIepeaaeTcs
Ha Hero.

Emie omauM BakHBIM TpeOoBaHHEM K (yHKIMOHATY pa3pa0aThIBaeMOro PEILEeHUs SBISETCS JOBEpeHHAs
ayTeHTH(HUKAHS BCEX y4YacTBYIOIIMX KOMIIOHEHTOB: cepBepa, TK, ToxeHa u monb3oBarens. i peannzaunuu
TAKOr0 MEXaHM3Ma B3aUMHOW ayTeHTU(QHKAIMU Iepe] HenocpeacTBeHHo 3arpy3koii OC paspabarbiBaercs
QJIITOPUTM, ITO3BOJISIOIIUI BBIIIOJIHUTD CIIENYIOLINAE TPEOOBAHUS:

1. tokeH moikeH ayrentudunuposats TK, T.e. TK qomkeH moka3ath TOKEHY, YTO BXOIUT B COCTAB CUCTEMBI,

2. TK pomxeH ayTeHTH(GUIMPOBATH TOKEH, T.€. TOKEH JOJDKEH joka3ath TK, 4To sBisieTcs JISrMTHMHBIM HOCH-
TeJIeM 1 OBbLT BHIITYIIEH aJMUHICTPATOPOM CHCTEMBI;

3. TK nomkeH ayTeHTH(UIMPOBATH MOJIB30BATENS, T.€. IT0JIH30BATENb JOJDKEH JOKa3aTh CHCTEME, YTO IMPeab-
SIBIICHHBII TOKEH NPUHAUIEKUT EMY U OH SIBIISCTCS JISTHTUMHBIM T0Jb30BATEIEM CHCTEMBI.

[Tpu 5TOM HEOOXOIUMO MOHMMATH, YTO TPOLECC NanbHelmel ayTenTuduKkanmu mois3oBarens B OC, a
TaK)Ke ISl BBIIIOJTHEHHS CICIUAIBHBIX OIEPAIii, MPEeAyCMOTPEHHBIX B pAMKaX IPOLECCOB, TPEOYIONIMX MOBBI-
IIEHHOTO YPOBHSI 3aIlUTHI, SBIAETCA 0043aTEIbHBIM 3TAIlOM B JAaHHOM perieHnu. HecMotps Ha To, 4To m00OaB-
JeHue TpeOOBaHMH K MOJIb30BATENIO 110 XPAHEHUIO JIOMOIHUTENBHBIX CEKPETOB YCIOXKHIET €ro paboTy, anbTep-
HaTUBHBIA BapuaHT (nepenaya obpaza OC yxe ¢ OCyLIECTBICHHOW aBTOpU3alMei) MPEACTaBIseT CYIIECTBEH-
Hyto yrposy HC/I x undopmaruu [19].

3akjouenue

B pesymnpraTe peanm3anmmuy OMHUCAHHOTO ANTOPHUTMA B paMKax pa3pabaThIBAEMOro pemreHus obecreunBa-
€TCsI BBITIOJIHEHUE OCHOBHBIX (DYHKI[MOHAIBHBIX TPEOOBAHUII K anapaTHO-IPOTrPaMMHBIM MOAYJISIM JOBEPEHHON
3arpy3KkH, 3a UCKIIOYEHUEM OJIOKAPOBKH HECAHKIIMOHHUPOBAHHOW 3arpy3KH OINEPAIIMOHHON CHCTEMBI C BHEIIHUX
cbeMHbIX Hocutenel. [locineanee nocturaercs JONOJHUTEIBHBIMU BHEIIHUMH MepaMmu. [Ipennaraemspiii Moyb,
TaKuM 00pa3oM, IMO3BOJISAET H30eXKaTh OpraHU3aIiK MH(PPOBAHHBIX KaHAJIOB CBs3M (Hampumep, VPN-TyHHeneit)
B PEUICHUM 337a4u ToBepeHHOU 3arpy3ku OC Ha Oe3AMCKOBBIA TOHKHH KJIIMEHT, YTO SIBIIICTCSI €0 CEPhE3HBIM
9KOHOMHUYECKUM TpeuMyInecTBoM. Kpome Toro, mpejyiaraeMoe pelicHue MOXKET ObITh MHTEPECHO OpraHm3a-
[USAMH, TIPEBPAIIAONINM CTaphIi IMapK KOMIIBIOTEPOB B OE3MUCKOBHIE CTAHIIMH C CETEBOW 3arpy3Koi, Tak Kak
BECh MOIyJb C alMapaTHON TOYKU 3PEHHs MPEICTaBIIET CO00M KOMIUIEKC CETEBOM KapThl M 3alIUIIEHHOTO HO-
CHUTEIS.
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