HAYYHO-TEXHWYECKNI BECTHUK UHOOPMALIMOHHbLIX TEXHOMOMUIA, MEXAHUKM U ONTUKK

:ZTI;;::::Z:;Z TECHN|CAL1;2‘U1;NTL30F |N;ZiNMiszlg;4$0HNOLOG|Es, ME(};:ZIZT([::I::)EJ;/PTICS thmlllHl\llMﬂMl“lWﬂllﬂl“ll
YHWUBEPCHTET UTMO May—June 2016 Vol.16No3  ISSN 2226-1494 http:/intv.ifmo.rufen
VK 004.021 .
HNCCIEJOBAHUE JOCTYIHHOCTU YIAJIEHHBIX YCTPOUCTB
BECITPOBOJHBIX CETEAU

H.A. Baxaes®, U.E. Kpusnosa®, U.C. Jlebenes®
(nyonuxyemcs ¢ nopsaoke ouckyccuu)

2 Yausepcurer UTMO, Cankt-Tletepbypr, 197101, Poccuiickas deneparus
Anpec s nepernmcku: Nurzhan_nfs@hotmail.com

HWudopmanus o craTbe

Tlocrynuia B penakuuo 11.01.16, mpunsra k neyatu 10.04.16

doi: 10.17586/2226-1494-2016-16-3-467-473

SI3bIK cTaTbU — PYCCKHH

Ccebuika aus uurupoBanusi: baxaes H.A., Kpusnosa W.E., Jlebenes W.C. HccnemoBaHue HOCTYIHOCTH YHAJIEHHBIX YCTPOMCTB
GecripoBostHbIX cereid // HayuHo-TeXHHYECKHI BECTHUK HH()OPMALMOHHBIX TEXHOIOTHIA, MexaHnuku u ontukd. 2016. T. 16. Ne 3. C. 467-473.
doi: 10.17586/2226-1494-2016-16-3-467-473

AHHOTANMSA

PaccmoTpena OecrnpoBOjHas CeTh, IOABEPraloINascs arake, HAIpaBICHHOW Ha OpPraHW3alMI0 «IIMPOKOBEIIATEIHHOIO
MITOPMa», C ILIENbI0 ONpPEAENEHUs] NOCTYTHOCTH aBTOHOMHBIX Y3JIOB, CIIOCOOHOCTH BBINOJTHEHHUS! BO3JIOKEHHBIX Ha HHUX
(GyHKIMOHANBHBIX 3aJa4 IpH MHGOPMALMOHHOM Bo3zaeiicTBuu. OmpeneneH psj YCIOBHi JUI OpPraHU3alMd aTak JaHHOTO
THNA CO CTOPOHBI TOTEHIMAIBFHOTO HAapyIIHTEeNs HHGPOPMAHOHHON Oe3omacHOCTH. IIpoBeneH aHamM3 MOCTYIMHOCTH
YCTPOHCTB cHUCTEM, Oa3UpyIOMMXCS HAa OECIPOBOTHBIX TEXHOIOTHSAX. PaccMOTpEHO ymajeHHOE yCTpPOHCTBO OeCTpOBOIHOM
CaMOOpraHu3yroLIeiicss ceTH Kak cucreMa MaccoBoro obcmyxusanust M/M/Ln. Tloka3aHbl MOJCIbHBIC 3aBHUCHMOCTH
(DyHKIMOHHPOBAHUS CHCTEMBI B OOBITHOM COCTOSIHHM M IIPH OCYIIECTBICHHH MH()OPMAIIMOHHOTO BO3ICHCTBHS HA CHCTEMY
CO CTOPOHBI NOTEHIUAIBHOTO HapymmuTens. [IpoBeseHo aHaIUTHYECKOe MOAEINpPOBaHNe (PYyHKIIMOHHUPOBAHUS OECIIPOBOIHOM
CeTH B OOBIYHOM peXHMME M IPH IPOBEICHUM aTaKW, HAIIPABICHHON Ha OPraHM3alHI0 KIIMPOKOBELIATEIEHOTO LITOPMa.
IIpoBeseH SKCIEPUMEHT, OOCSCIIeUHBAIONIMI MMOTyYSHHUE CTATUCTHYECKOM HH(opManuu o paboTe yHaleHHBIX YCTPOMCTB
6ecrpoBoziHOil cetH. IlpeacraBieHsl pe3ynbTaThl SKCIEPHMEHTA MPOBEJCHHS aTaKd TUIOBOI CHCTEMBI, OCYIIECTBISIONIEH
nepenady [JaHHBIX, C IIOMOLIBIO  HIMPOKOBEIIATEJLHOrO IIAKETa CKAHMPOBAHUS CETU IPHU PA3JIMYHBIX 3HAYECHHAX
WHTEHCHBHOCTEH IIIyMOBBIX COOOICHHI CO CTOPOHBI HApYIIUTEN HHPOPMAIHOHHON Oe3onacHocTH. [IpeanoxeHHas MOAEb
MOXET OBITh  WCIIONB30BaHA  JUISL  ONpPEACNCHNMS  TEeXHWYECKHMX  XapaKTePUCTHK  YCTPOHCTB  OecHpOBOAHOM
CaMOOPTaHM3YIOIIEHCSl CEeTH M BBHIPAOOTKH PEKOMEHAAIMN MO KOH(UIypamuy y3JIOB, HAIIPABICHHBIX Ha IPOTHBOACHCTBHE
«IIMPOKOBEINATEIBHOMY HITOPMY».
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Abstract
We consider the wireless network under attack, aimed at "broadcast storm" initiation, in order to determine the availability of
stand-alone units and the ability to carry out their functional tasks under information exposure. We determine a set of
conditions for such type of attacks on the part of potentia information interloper. The functional analysis of the systems
based on wireless technology is made. We examine the remote device of a self-organizing wireless network as a queuing
system M/M/1/n. Model dependencies are shown for normal system performance and at information exposure on the part of
potential information interloper. Analytical simulation of wireless network functioning is carried out in the norma mode and
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under the attack aimed at "broadcast storm™ initiation. An experiment is described which provides statistical information on
operation of network remote devices. We present experiment results on carrying out attack at typical system transferring data
by broabcast net scanning package at different noise intensities on the part of information interloper. The proposed model can
be used to determine the technical characteristics of wireless ad-hoc network, develop recommendations for node
configuration, aimed at countering "broadcast storm".

Keywords
information security, wireless networks, multi-agent systems, vulnerability, device availability, information security model

BBenenue

[MocTosiHHOE CHIDKCHHE CTOMMOCTH YCTPONCTB OECIPOBOJHBIX CETEH WM MOBBIIICHHE IOKa3aTeleil Bpe-
MEHHBIX, YHEPreTHICCKUX, MH()OPMAIIMOHHBIX XapaKTEPUCTUK NATIYNKOB U CEHCOPOB ITO3BOJISIET HCIONB30BATh
STH TEXHOJIOTHH B PsIC TEPCICKTUBHBIX HATPABICHUI aBTOMATH3WPOBAHHBIX CHCTEM YIIPABICHUS TEXHOJOTH-
YECKUM TPOIIeCCOM — «YMHBIN TOpoI», «YMHBIA nom», «HTepHeT Bemeit». [ mOKas apXuTekTypa, JoCTaToOuHas
BBIYUCIIUTENFHAS. MOITHOCTh OTAEIBHBIX Y3JIOB IMO3BOJISIOT HE TOJIBKO MEPEOPHEHTHUPOBATHCS C THIIOBBIX IPO-
BOJIHBIX YCTPOMCTB, HO M OCYIIECTBIIATH NOCTPOEHHE OTHOCHTEIBHO CAMOIOCTATOYHBIX MYIBTHAT€HTHBIX CHC-
TEM, BEITIOJHAIONINX TIPHEeM, 00paboTKy, aHaIN3 IPUHAMACMBIX H ITePeIaBaeMbIX JaHHBIX.

BHenpeHnne camMooOpraHU3YIONIMXCST OSCIIPOBOIHBIX CETEeH COMPOBOXKIACTCS HEOOXOIMMOCTHIO PEIICHHS
JIOTIONTHUTENBHBIX MPOOJIEMHBIX BOMPOCOB obecneueHust nHpopmarronHoit 6e3omacHoctu (UB) [1, 2].

Cpenn OCHOBHBIX YSI3BUMOCTEH MOXKHO BBIIEIUTH BO3MOXXHOCTH MPOCTYIIMBAHUS KaHAJIOB, IMOCHUIKA
«BHEIITHUX» COOOIICHUH, OCYIICCTRICHHE (PU3UIECKOTO JOCTYIA 3JIOYMBIILIICHHUKA K Y3y, HEOCTaTOYHAsT CTaH-
JIApTU3alMsl UHTEJUIEKTYa IbHbIX aJITOPUTMOB MapILIPYTU3aLMH, YUYUTHIBAIOIINX COCTOsIHUE ceTH. boibinoe konmuye-
CTBO YCTPOMCTB, 00CCIECUHBAIOIINX MHTEIDICKTYAIBHYIO Tepenady, coop, 00paboTKy MH(OPMAIIMOHHBIX MAKETOB,
WX OTHOCHTENBHAs YOaJICHHOCTh, aBTOHOMHOCTh (DYHKIIMOHHUPOBAHUSA, TUHAMUYECKH M3MCHSIOMIASICS TOTOIOTHS,
crnabast mpopaboTKa MOJENIeH, METOIOB M AITOPUTMOB OTIEPAaTUBHOTO O0OHAPYKEHUST HEKOPPEKTHOH HH(POPMAIIAHU OT
CKOMITPOMETHPOBAHHBIX Y3JIOB OMPEIENISIOT CIIOKHOCTh CO3MaHNS KITACCHIECKUX CUCTEM 3aruThl [3-5].

HexkoTopble U3 MOTEHIIUATBHO BOBMOXKHBIX YSA3BUMOCTEH CBS3aHbI C 0COOEHHOCTAMH (DYHKIIHOHHPOBAHUS
OT/IENBHBIX Y3JIOB, HApUMeEp, HEOOXOJUMOCTh OOMeHa ciyxeOHOW MHpOpMalueil Mpu BO3HUKHOBEHUH psia
BHYTPEHHHUX U BHEIIHUX COOBITHI BBI3bIBAECT PACCHUIKY ITUPOKOBEIIATENLHBIX COOOIICHUI MEXIY y3JIaMHi CETH
U TOBBIIICHHAE 00bEeMa «KMYCOPHOTO Tpaduka.

ITocTaHOBKA 321241 MCCJIEJ0BAHUS

TunoBo# y3el ceTH BKIIIOYAeT B ce0st IpHeMOo-TIepeatoliee yCTPOMCTBO, 3JIEMEHT MUTAaHUsI, IPOLeccop-
HBI MOZYJb, K KOTOPOMY MOTYT OBITh HOIKJIIOYEHBI Pa3IMYHbIe JaT4uKu. B BUIy M0100HOM CTPYKTypBl BO3HHU-
KaeT HeoOXoANMOCTh 3((PEKTHBHOTO PEIICHNUS 3ajad, CBSI3aHHBIX C COXPAaHEHHEM SHEPruH, 00eCredeHHEM BBI-
YHCIATENBHBIX MOIHOCTEH CHCTEMBI M MPOITYCKHBIX XapaKTePUCTUK KaHaioB [6]. COBOKyIHOE pelieHue nepe-
YHUCIIEHHBIX 33/1a4 MPUBOANT K MPUCYTCTBHIO B OOJIBIIMHCTBE MPOTOKOJIOB psijia MPOOIEMHBIX BOIIPOCOB UMILIO-
3, HAJIOXKEHHUSI M CICIBIX PECYpCOB, YTO AETaeT MOROOHBIE TEXHOJIOTUHU YS3BUMBIMM JUIS IIPOBEICHUS psia
arak co CTOPOHBI 3I0YMbIIUICHHNKA [ 7, 8].

OCHOBBIBasACh Ha 0COOCHHOCTSX (DYHKIIMOHUPOBAHUS OCCIIPOBOAHBIX CEHCOPHBIX CETeH M MPHUMEHSS pe-
KOMEH/IyeMble HaCTPOIKH, HalpaBJieHHbIC Ha ONTUMHU3AIHIO paboThl yIAIEHHOTO y3i1a OecrpoBOHOI ceTH, Ha-
PYILIHTETh MOKET Peain30Barh aTaKy THITA ITHPOKOBEIIATEbHBIN mTopm» [9-11].

TexHonorust MpoBeJEHUsS] TOI aTaku CBs3aHa C WCIIOJIB30BAHUEM YS3BUMOCTEH, KOTOPbIE NPUBOISAT K
0OJIBIIOMY YBEIHMUCHHUIO CITy>KeOHBIX COOOLIeHMH B ceTh. B mpocreiilem ciydae, €Ciid MO3BOJISIOT MPaBUIIa,
3aJJaHHbIE CHCTEMHBIM aJIMHHUCTPATOPOM, JUIS pPOCTa MYCOPHOTO Tpaduka MOTYT T€HEpUpOBaThCs MIMPOKOBE-
niaressHbie coobtenus. Anamus [6, 8, 10] mo3BoJIsSeT BEIABUTE PSII YCIOBHI B KOH(GUTYPAIIMOHHBIX HACTPOMKAX
JUTSL TIPOBEZICHUS TAHHOTO THIIA aTak:

— JUINTEIbHBIH HHTEPBaJl BPEMEHH JKU3HH MaKeTa,

— HaJM4We MPaBUII, HO3BOJSIONINX IEpPEeJaBaTh KaJap ¢ IIMPOKOBEUIATEIBHBIM apEcOM BCEM, KPOME y3iia OT
KOTOPOTO OH YIIIEl,

— BHEJPEHHUE YCTPOWCTB, HEIIPEPHIBHO TEHEPUPYIOMINX COOOIIEHHS.

Oco00 HEOOX0AMMO OTMETHTh, UTO Ul COBEPLICHUS JECTPYKTUBHBIX BO3ACHCTBUII NOTEHIMAIBHBIN Ha-
PYIIUTEIb MOXET 00JIalaTh MUHUMAaJIbHBIMH BO3MOXKHOCTSIMH TI0 PACCBUIKE HEKOPPEKTHBIX cooOIeHuil. B pe-
3yJBTaTe TPATATCS PECYPChl HA MpPHEM, Mepeaady, 00paboTKy Ciry>keOHOM WHGOPMALINY, HAXOAINANACS MO Ha-
rpy3Koii GecrpoBOJHAsI CEHCOPHAsl CETh HE TOJBKO HE BBHINOJHSIET CBOM (PyHKIMM, HO M CTAHOBHUTCS HEYIpaB-
nsieMoit [9]. OTCyTCTBYeT BOBMOXKHOCTh ONEPATHBHOIO JOCTYIA W YNPaBJICHHsS aBTOHOMHBIMU yCTPOHCTBaMH,
KOTOpbIe 0€3 OCTaHOBKH Pearupyror Ha cOObITHS B ceTh. [IpoMcXoauT peaym3anusi yrpo3bl JOCTYITHOCTH yCT-
pOMCTB OECIPOBOAHON CETH M3-3a MPEIHAMEPEHHBIX IEHCTBHUI CO CTOPOHBI 3JI0YMBIIUICHHUKA MO YBEIHUCHHIO
KOJIMYECTBA IMPOKOBEIIATENIBHBIX M IPYTHX CIY)KEOHBIX COOOIIEHHH, B PE3yJIbTaTe 4ero OJIOKUPYETCs TOCTYH K
KaHajJaM CBSI3M W y37aM BBIYUCIUTEIBHON cucTeMbl. llonmaBisromiee OONBIIMHCTBO MOJENEH, ONMUCHIBAIOLINX
IpOTEKaroNue B OECIPOBOAHON CETH MPOLECCHl, HE YYUTHIBACT BO3MOXHOCTh MH(OPMAILIMOHHOTO BO3ACHCTBUS
CO CTOPOHBI MOTEHIIMAIBHOTO 37I0yMbIIUICHHUKA.
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Taxum obpa3oMm, npu obecrniedeHnu b GecripoBOgHON CeTH BO3HUKAET 3a/ada BEPOSTHOCTHOW OIICHKH
JIOCTYIIHOCTH YCTPOMCTB, IIOIBEPIaIOIIEHCs aTaKe THUIIA «IIMPOKOBEILATENbHbIN IITOPM>.

MopaenupoBaHue BO31eiicCTBUSI HA CHCTEMY

HpOBeI[eHI/Ie aTaK CO CTOPOHBI 3JIOYMBIIJICHHUKA CBOAUTCA K YBEJIMYCHUIO MHTCHCUBHOCTH MOCTYILIC-
HHS 3asBOK, NPUBOISIIEH K HEBOZMOXKHOCTH OOCIY)KMBaHHS CYMMapHOTO IIOTOKAa COOOIIEHHUH YCTPOHCTBOM.
Takoe cocTosiHME MOXKET BO3HHMKATh B Ciydae IPH 3alojHeHHH KOH(QUrypupyeMoro Oydepa ycTpoiicTa, UMEIo-
LIEro 3aJaHHbIi 00beM, WM HEAOCTYITHOCTH KaHala, YTO MPUBOJHUT K MOTepe 3asBKH. Bo3HMKaeT yrposa moc-
TYNHOCTH, CBS3aHHAS C OTPAHHUYCHUSIMU HA CAHKIMOHMPOBAHHBIA NOCTYI K 3JIEMEHTaM CETH, XPaHUMOW WH-
(dbopmaruy, MOTOKaM JaHHBIX, K YCIyraM U IPHIOKESHHM U3-3a COOBITHI, BIUAOIINX Ha ceThb [10].

[TpyMepoM OTHOCHTEIBHO INPOCTHIX, HE 00Nagaromux OOJNBIIONW BBIYHCIUTEIBHOW MOIIHOCTBIO YCT-
POICTB GECIPOBOAHON CETH, KOTOPBIE MOTYT OBITh MOABEPTHYTHI aTake, SBISOTCS TexHomoruu ZigBee, nmero-
IIMe OrpaHMYCHHBIA (QYHKIMOHAJ, NPUHUMAIONIME M Iepefaronye HeOOJNBIIONH OrpaHUYCHHBIH Ha0Op THUIIOB
coobmieHnii 6e3 MPHOPUTETOB € 3apaHee CKOH(PHUTYPHPOBAHHBIMH MapaMeTpaMu. JIUTeTbHOCTh OOCTyKIUBAHUS
B HHX 3aBHCHT OT YHCJIA COOBITHH B 33laHHOM MHTEpBajie BpeMeHH. [lomycTHB, 4TO IPOIecc MOCTYIUICHUS 3as-
BOK Ha YCTPOMCTBO B OIPEEICHHBIX KOH(DUTYpaLUsIX CUCTEMBI SIBISETCS ITyaCCOHOBCKHUM, a JUIUTEIBHOCThH 00-
CITy)KMBaHHMs pacIipe/ielieHa 10 HKCIIOHEHIINAILHOMY 3aKoHY. Toria cTaHOBHTCSI BO3MOXHBIM PacCMOTPETh IIPO-
1ecchl coopa, 06paboTku U nepenadr HHGOPMAIMK KaK CUCTEMY MaccoBoro obcmyxuBanus M/M/1/n.

Oco0eHHOCTH armapaTHON pealn3alii aBTOHOMHBIX y/JaJIeHHBIX y3JI0B OeCIIpOBOIHBIX CETEH Iperoia-
raroT Hannuue Oydepa, KOTOPHIA MO3BOJISIET XPaHUTh HECKOJIBKO COOOIIEHHH, TOCTYNUBIINX Ha 00paboTKYy.

[TpumeHsist TEOPUIO CHCTEM MacCOBOTO OOCITY)KMBaHHS, MOXKHO IIPEIIOIOKUTH, YTO BEPOSITHOCT MOTEPH
coo0uieHus1 B OOBIYHOM pEKMME PabOTBHl CUCTEMBI, HE MOJBEprarouieiicss BO3NEHCTBUIO CO CTOPOHBI 3JI0YMBIIII-

JIEHHHKa, TIpH riepenade oT A k B uepes omuo yerpoiicteo C Gymer onpenensaThes mo Gpopmyite (1):

m 1- A
TP p=E, (1)
1_pm+l H

Ros =P

rac A — MHTEHCUBHOCTh BXOJHOI'O II0OTOKA; | —HWHTCHCUBHOCTh 06CJ'Iy)KI/IBaHI/I$I; M — pa3Mmep BXOTHOTO 6yq)epa

yCTpOiicTBa 00PaOOTKH.

B mpouecce nepenaun mHGOpMAKMU B OSCHPOBOAHOM ceTH MH()OPMAIMOHHBIA MOTOK MPOXOAHUT Yepe3
HECKOJIBKO TOJOOHBIX YCTPOWCTB. J[Jisi OLICHKH BEpPOSITHOCTH MOTEPH COOOLICHHMs, Mpoxofsuiero yepes K ycr-
poiicts, Beipakenue (1) mpumer Bua

k
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BonbIIMHCTBO peann3yeMbIX BEpOSTHOCTHBIX MOJIENICH OLIEHKM CHCTEM HE IpEeArojaraeT HaJMdue Mo-
TEHIMAIBLHOTO 3JIOYMBIIIJICHHUKA, NEHCTBHUS KOTOPOTO HANpaBJICHBI Ha WCIIOJIb30BaHUE YSI3BUMOCTEH HCIOJb-
3yEeMBIX IPOTOKOJIOB U y3JIOB cHcTeMbl. OIHaKO ONpe/iesIeHHasi OTKPBITOCTh M IOCTYITHOCTD CETH ITO3BOJISIET Ha-
PYLIUTENO OCYLIECTBIATh JSHCTBHS MO YBEIWYCHUIO HHTCHCUBHOCTH PACCBUIKU COOOIICHUH, HE COmEpIKAIInX
KOPPEKTHOW MH(OpMAIWY, C IIOXO0H KOHTPOIBHOH CyMMOM, HENPABUIILHBIM 3ar0OJIOBKOM, KOTOPBIE MPUBOIAT K
HEOIIPABIaHHOM TPaTe PeCcypcoB CO CTOPOHBI CHCTEMBI.

Ha puc. 1 npexncraBieHo Bo34eHCTBHE Ha IOCIEAOBATEIBHOCT LIENIOYKH YCTPOWCTB, IEPEAAIONIUX HH-
(opmannoHHbIE COOOIIECHHS ¢ MHTCHCHBHOCTBIO A . 3JIOYMBILUICHHHK B CETH YBEIMYMBACT YHCIO COOBITHIA,

=)

loss

BBI3BIBAOMINX I'CHEPAINIO IMHUPOKOBEIATCIIBHBIX COO6H.ICHPIﬁ, C MHTCHCHUBHOCTBIO xsh .
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{r

7\'Sh }"Sh }"Sh

Puc. 1. Bo3gencTBue Ha LenoyKy yCTpONCTB

[MoctynuBiiee mUpoOKOBEMIATENFHOE COOOIIEHHE 00padaThIBaeTCsl YCTPOUCTBOM OECIPOBONHOW CETH H
peTpaHCIUpyeTCcsl Ha Cexylomuid y3en. [Ipn HamuumMu y nuna, oKas3bIBAaIOIIEro AECTPYKTUBHOE BO3IEHCTBHE,
JOCTaTOYHO MOILIHOTO TIepeaTirKa BO3MOKHO OJHOBPEMEHHOE BO3ZAEHCTBHE HAa MHOXKECTBO Y3JIOB OeCIpOBOA-
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Ho# cetr. Mcrone3yst Beipakenust (1) u (2), BeposSTHOCTS MOTEPH COOOIIEHNS B CETH, TIOABEPKEHHON aTake THIa
<«IIMPOKOBELIATENBHBII IITOPM» MPH YCIOBHU CTAIIHOHAPHOTO PEXXUMA, MOKHO MPECTABUTH B BUJIE CIELYIOLIe-
IO BBIPKCHUS
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rae A, — HHTEHCHBHOCTD IOJIE3HOTO Tpaduka; Ay, — MHTEHCHBHOCTH (opmupyeMoro Hapymmrenem Ub mymo-

BOro Tpaduka; K — HoMep B MOCIIEN0BaTeIbHOCTH YCTPOKUCTB, BCTPEUAIOLIUXCS Ha MTYyTH HHPOPMAILIMOHHOTO CO-
o01menus; I — oblee KOIMYECTBO YCTPOWUCTB, BCTPEUAIOIINXCS Ha ITyTH HHPOPMAMOHHOTO COOOIICHHSI.
Ha puc. 2 npuBeieHB! 3aBUCHMOCTH BEPOSITHOCTH TOTEPH COOOIIEHHS B CETH OT. Ay, — MHTEHCHBHOCTH

urymoBoro Tpaduka Gopmupyemoro napymmrenem Ub (mis cootHomennit Ay, 1<y 2<Xiy, 3), A, — NHTEHCUB-

HOCTH 10J1e3H0T0 Tpaduka (w1 cootHowenuit A, 1<A, 2<),3), p — MHTEHCHBHOCTH 0oOCIy)KMBaHus (111 co-

otHomreHui p 1<y 2<p 3).
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Puc. 2. 3aBucmocT BEpOSTHOCTM NOTEPU MHEPOPMALIMOHHOTO COOBLLEHMS MPYU U3MEHEHWN:
WHTEHCMBHOCTM LLYMOBOrO Tpadmka, (hopMUpyeMoro HapyLumtenem nHdopmMaumnoHHorn 6esonacHocTy (a);
WHTEHCMBHOCTH, C Y4ETOM AEACTBUIA HapyLLUMTenst UHPopMaLunoHHoN 6e3onacHoCTy:

nonesHoro Tpaguka Xp (6); obecnyxwuBanua L (B)

HecMmoTpst Ha orpaHHUYUBArOIME BO3MOXHOCTH JOMYIIEHHBIX NPEANOI0KEHUHN, XapaKTepHbIX I Mare-
MAaTHYECKOTO anmapara CHCTEM MacCOBOTO OOCITYKUBAaHUs, MOZOOHBIE MOJEIH MTO3BOJISIOT OIIEHUTh BEPOSITHOCT-
HOE€ COCTOSIHME CHCTEMBI M MOKA3aTeN, XapaKTepHbIC Ul ee (DyHKIIMOHUPOBAHUS B arpECCHUBHBIX PEXHMax H
cpezax ¢ y4eToM 3JIOyMBIIITICHHUKA. [I[pIMEHUTENBHO K paccMaTpuBaeMOMY THUITY aTak, MOJEb YIUTHIBAET BO3-
MO>KHOCTH JIUIIA, OCYILECTBISIOUIETO BO3JCHCTBUE, 0 MHTEHCUBHOCTH COOBITHH, BBI3BIBAIOLIMX TCHEPALHIO
IINPOKOBEIIATEIbHBIX TAKETOB.

IKCNepUMeHT

Jlns peanuzaiuy dKCIiepUMEHTa ObUia CKOH(UIypuUpoBaHa OECIpOBOAHAs CETh HA OCHOBE YCTPOWCTB
Telegesis, mpencrasienHas Ha prc. 3, COCTOSINAs U3 HECKONBKHX y3510B. OT y31ma A K y3iy B uepes ycrpoiicTa
GecnpoBoaHoii cetn U mepemaBanuch coobrienus co ckopocThio 250 kout/c. V3en C coxepxkan cauddep, reHe-
PHUPYIOIIUI HINPOKOBEUIATEIbHBIE TAKETHI.

Llenp 3KCIEpUMEHTa COCTOSIA B MOJNYYEHHH KOJNMUYCCTBEHHBIX MOKa3aTeneil HOCTYMHOCTH OKOHEYHOTO
yCTpoicTBa. B KauecTBe METPUKH HCIIONB30BANICS MPOIEHT MOTEPSHHBIX coobmieHuit. Kaxmpiit y3enx mor npu-
HUMATh COOOIICHHS TOJBKO OT JBYX Y3JI0B, OMHHUM M3 KOTOPBIX ObUT CHU((Ep, pacChUIAOIIUN IIHPOKOBEIIa-
TENbHBIC COOOINEHHUs, & IPYyTUM — y3el, o0ecneunBamonmi nHHOPMAIIMOHHBIA TPaUK MyTeM PETPaHCISIUU
BCEX MPHHATHIX MakeToB. Ha OKOHEYHOM y3Ji€ aHAIM3HUPOBAIKCH MPUHUMAEMbIC COOOIICHHUS M ONPENEIISIaCh
CTATHCTHKA MOTEPSHHBIX H HEPACIIO3HAHHBIX COOOIICHHH.

[IpolleHT MOTEPSHHBIX M HEPACTIO3HAHHBIX WH()OPMAIMOHHBIX COOOILICHUH B CKOH(QHUIYPUPOBAHHOM Ka-
HaJe CBs3M Uit cKkopocTr 250 KOWT/C MPH pasIMYHbIX 4aCTOTAaX TEHEPAIlH COOOIIEHHH, OTPANIHBAIOIINX Y3IIBI
B ceTH, oT cauddepa (7, 10, 14 coobuieHuii B CeKyHIy) TpeACTaBieH Ha puc. 4, 5.
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Puc. 3. Cxema cuctembl AN NpoBedeHUs aKcnepumeHTa
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Puc. 4. Motepu coobLueHun p (%) B 3aBUCMMOCTY OT KOMNIMYECTBA YCTPOWCTB, YacTOTbl Nepeaayn
(7, 10, 14 coobLueHnn B CeKyHAY) LUMPOKOBELLaTeNbHbIX KOMaHA Tuna: 3anpoc nHgopmaumm o napameTpax
ycTporicte AT+N (a); 3anpoc ngeHTMdmnkaTtopoB B3anmogencTeyowmx cocegennt AT+SN:00 (0)

AHanus MOJYY€HHBIX PE3yJbTATOB IKCIIEPUMEHTA

CpaBHuBas rpadyKn TEOPETHIECKOH BEPOSITHOCTH Pjoss TOTEPH COOOIIEHUH pHC. 5 1 3HaYEHUs B TaOIHIe
C THCTOTpaMMaMH Ha pHC. 4, MOXXHO COCTaBUTh Ka4eCTBEHHOE NPENICTABIECHHE O OIM30CTH TEOPETUYECKOTO H
9KCTIEPUMEHTAIIFHOTO PACTIPEICTICHU BEPOSITHOCTH IIOTEPH COOOLICHUH NPU Pa3IMUHBIX 3HAYCHHSX Agh.
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Puc. 5. MogernbHble 3aBUCMMOCTU 41151 SKCNEPUMEHTarbHbIX 3Ha4YeHUN

IHapamerp | 3HayeHHs A IKCIIEPUMEHTA
Ay 120 coobuieHuit B ceKyHIy
Ash or 110 16
p 180 cooOriennii B ceKyHIy
m pasmep O0ydepa 10 coobmreHmit
Kk 1,23

Tabnuua. 3HayeHus napameTpoB AN NOCTPOEHUS MOAENbHbIX 3aBUCUMOCTEN U NONYYEHNSA CTaTUCTUYECKMX
OaHHbIX 3KCnepnmMmeHTa

Ha puc. 6 mpuBeaeHs! THCTOrpaMMBbI SKCIIEPUMEHTAIBHBIX 3HAY€HUH MOTEPh COOOLIEHUH MTPU Pa3IINIHBIX
3HAYCHHAX Ay 171 K=3 ycTpoiicTB.

ITpoBepka cTaTUCTUYECKOH T'MIOTE3B O TOM, UTO IOJYyYEHHOE HKCIICPUMEHTAJIbHOE paclpe/ieiicHue He
OTIMYaeTCs OT TEOPEeTHYeCKOro, MpoBoawiach Ha ypoBHe 3HauuMocTH o=0,05 mo xpurepuio Ilupcona
(x*-KxpuTepHio):
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WCCNEOQOBAHVE OOCTYMHOCTU YOANEHHbLIX YCTPOWCTB ...

1= i'(n*j ;; .

j=1 !

4)

[pHU Yuclie cTenenelt cBoboanl v=9, oobeme Bbibopku N=100 coobiieHuit, unciie HHTepBanoB pazduenus |=12.

M3zBectro [12], uto uncno coObituil NP; B hopmyse (4), oxxunaeMbIX B HHTEpBaIaX 3HAYCHUH IapaMerpa
Aghy MOXET ObITh paBHbIM 3 win 2, ecnu 1>10. Mcxons u3 storo, B cooTBeTcTBHU ¢ (popmynoii (3), Hanpumep,
npu k=3 nocrarouHo, 4To0bI Ag, >5. KpuTndeckoe 3HaYCHUE KPUTEPHS HAMICHO 0 COOTBETCTBYIOIICH TabuIe
[12] u paBHO X2Kp=16,92. IKCIEPUMEHTANEHOE 3HAYCHHE KPUTEPHS o BHIUUCIEHO 10 (opmyste (4) u paBHO
4,427 u 1,425 nns mmpokoBeniarenbubix coodmenuit AT+N u AT+N:00 coorBercrBerHo. [Ipu 3TOM B 060HX
CIly9asix BBINOJIHSETCS HEPABEHCTBO Y 2o < X, z,q,. Orcrona cienyer, 4to Ha ypoBHE 3HauMMocTH 0.=0,05 MOXxXHO
YTBEPIKIIATh, YTO PACXOKACHUS MEXKITY TCOPETHICCKUM Pjoss M IKCTIEPHMEHTAIBFHBIM P pacIpeeICHUSIMHU BEPO-
SITHOCTH MOTEPH COOOIEHHUH B CETH, MOJBEPIKEHHON NIMPOKOBEIIATEIILHOMY IITOPMY, IIPU PA3UYHbIX YKa3aH-
HBIX 3HAYCHUSAX WHTCHCUBHOCTH IITyMOBOTO TPa(uKa Ag, CTATUCTHYCCKU HEAOCTOBEPHEL.
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Puc. 6. SkcnepuMeHTanbHble 3HaueHus notepb coobLueHuit p (%) ans k=3
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] 1 1

o
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TIpoueHT «noTepsSHHBIN»
coobenuii p, %

Taknm 006pa3oM, MPEANOIKEHNS O ITyaCCOHOBCKOM IOTOKE MPOIEcca MOCTYIUICHHS 3aBOK M SKCIIOHEH-
[IMAJBHOM PAaCIpeNeNCHUH [UINTEIBHOCTH OOCTYKUBAHUS MOATBEPXKIACHBI JaHHBIMH CTATUCTUYECKOTO aHAIN3a
Harpy3kH OecIIpOBOIHBIX CETEH.

3akauenne

IToBcemecTHOE MOSIBICHHE OSCIIPOBOAHBIX CETEH M BOBMOXKHOCTD NX OOHAPY)KCHHS BHE KOHTPOIUPYEMOM
30HBI ICTAI0T UX OYCHDb [PHUBICKATEIBHON MHUIICHBIO IS TOMBITOK [POBEACHHUS PA3IMYHOIO poja arak. [loTeH-
LMaJbHBIHA 3JI0yMBIIUICHHUK, HMEIOLIMI CKaHep paanod¢upa, MPOTOKONBHBIH CKaHep, MPOrpaMMHOe obecmeue-
HHE JUTS JICKOTUPOBAHMS 3all[UTHOTO KIFOYa, 00J7aJaeT JOCTATOYHBIMUA BO3MOXKHOCTSIMH 10 OpPTaHH3ALUH MOJI-
CIYIIMBAHHUS, PAJMOTICPEXBATa U OPraHU3aAIMH MPOCTESHIINX aTaK Ha CETh.

Peanusanus 6061100 YKCIa MPOEKTOB Ha Oase TexHosoruit Bluetooth, ZigBee, Wi, ux npuMeHenue B
WHTEIUICKTYAJIbHBIX TPAHCHOPTHBIX CHCTEMaX, JIOKAIBHBIX CETSAX, CCHCOPHBIX CETSIX BBI3BIBACT HEOOXOAUMOCTh
obecrnieueHus TpeOyeMoro ypoBHs 0€30IIaCHOCTH LIUPKYIUPYIOIIHUX B HUX NaHHbIX [13-17].

[pemnaraemas MOZENb JaeT BO3MOXKHOCTh HCCIIENOBAThH JOCTYIHOCTh YCTPOMCTB OSCIIPOBOIHON CeTH,
MOIBEPKCHHOM aTake «IIMPOKOBELIATSIBHBIN [ITOPM», OCHOBBIBASICh Ha MOKA3aTEIIX HHTCHCUBHOCTEH mepena-
BaCMbIX U MPUHAMAEMBIX HH()OPMAIMOHHBIX COOOLICHHUH, YTO MO3BOISIET OLECHHUTH AOCTYIHOCTh YCTPOMCTB IPH
Pa3iMYHBIX 3HAYCHUSX IJIMHBI, HHTCHCHBHOCTH MAKETOB, pa3Mepa Oydepa ycTpoiiCTB, OrpaHUYMBAOIINX KO-
HEYHOCTh TEX MJIU HHBIX CHCTEMHBIX PECYPCOB.

ITpensioxeHHast MOJENb YIUTHIBACT XaPAKTEPHCTUKK MOBEACHUS 3JI0YMBIIUICHHHKA U HE TpeOyeT 3Ha4u-
TEJIBHBIX 3aTPAT BBIYUCIUTENBHBIX PECYPCOB M MOCTAHOBKH CHELMAJIBHBIX BBIYHCIHTEIBHBIX JKCIICPUMEHTOB,
NPH BBIABICHUH OOIINX 3aKOHOMEPHOCTEH B MOBEACHUH CHCTEMBI.
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