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AHHOTAIUA

Ipeamer uccaenoBanus. B paGote npeyiokeH Moaxo/ K aHaIn3y HE(POBBIX TOCIIEI0BATEIbHOCTEH CUTHAIOB, XapaK-
Tepu3yloux GpyHKINOHUpOBaHUe Kubeppusuyeckux cucteM. [Ipemnaraemoe perienue coueraer B cebe COBOKYITHOCTh
METOI0B MAIIMHHOTO 00y4eHMs MPU aHaIn3€e PA3HOPOAHBIX BHEIIHMX JAHHBIX MU(POBBIX CUTHATOB, MOCTYMAIOIINX
OT PA3NNYHBIX JATYMKOB cucTeMbl. MeToa. st ananm3a nu(pOBBIX CUTHATIOB HCCIEOBAHBl METOABI HA OCHOBE HC-
KYCCTBEHHBIX HEHMPOHHBIX CETEeH M alropuT™Ma k-Ommkaimmx cocenell. OcHOBHbIE pe3yasTarhl. [IpoBepka npesia-
raeMoro HoJxo/a IIPOM3BE/IeHa C HCIIOIb30BAHIEM ITOJYYEHHBIX B OKCIEPHMEHTE CUTHAIOB HU(PPOBOTO TPEXOCEBOTO
aKceJIepoMeTpa, paclojIOKEeHHOTO Ha MPOTOTUIIE OSCIMIOTHOTO TPaHCIOPTHOTO cpencTBa. O6paboTka udpPOBEIX
CHTHAJIOB HCCllelyeMbIMU MeToaMu npousseneHa B cpene MATLAB R2020a. IIpu npoBeneHun cpaBHEHHs TOUHOCTH
HCCIICIOBAHHBIX METO/IOB AJITOPHTM A-Onmkaiiux coceneit noctur 3HaueHus 96,1 %, B TO BpeMs Kak HCKYCCTBEHHBIC
HeHlpoHHBIE ceTH nokasanu pe3ynsTar 95,0 %. IlpakTudeckasi 3HaUMMOCTh. [IpenokeHHbIH MOAX0] MO3BOJISET C
TIPUEMIIEMOI TOYHOCTBIO OOHAPYKUBATh PUCKH HAPYIICHUH HH(POPMALIIOHHON 0€30MacHOCTH KHOSPPU3NIECKIX CHCTEM
1 MOXKET MCIIONB30BaThCS B CHCTEMaX MOHUTOPHHTA COCTOSIHUSI OOBEKTOB.
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Abstract

Subject of Research. The paper presents an approach to the analysis of digital signal sequences related to cyber-physical
systems functioning. The proposed solution combines a set of machine learning methods for analyzing heterogeneous
external data of digital signals coming from various system sensors. Method. The methods based on artificial neural
networks and the k-nearest neighbors algorithm were studied for the analysis of digital signals. Main Results. The
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proposed approach has been tested using the signals received from a digital three-axis accelerometer located on an
unmanned vehicle prototype. The processing of digital signals by the methods under study has been carried out in the
MATLAB R2020a environment. The accuracy of the researched methods has been compared and, as a result, the k-nearest
neighbors algorithm reached the value of 96.1 %, whereas artificial neural networks showed the result of 95.0 %.
Practical Relevance. The proposed approach makes it possible to detect the risks of information security violations
of the cyber-physical systems with acceptable accuracy and can be used in systems for the state monitoring of objects.
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Kubepduznueckue cucrems! (KDC), sBisisick 0CHOBOI
JUISL pean3anyii MHO)KECTBAa COBPEMEHHBIX HHHOBAIIMOH-
HBIX pCIICHUI, CYIIECTBEHHO ySI3BUMBI C TOUYKH 3pCHUS
YCIICIIHBIX HH(POPMAIMOHHBIX aTaK, MPUBOISIINX K KPHU-
THYECKUM COOSIM HIIM aHOMAJIbHOMY (DYHKIIMOHHPOBAHHUIO.
VYenemnas peanuzarus atak KOC, TecHO MHTErpHpOBaH-
HBIX B Pa3JIMUHbIC OTPACIH JACATEILHOCTH, CIIOCOOHA MPHU-
BECTH HE TOJIBKO K ()MHAHCOBOMY yIIepOy, HO U K Cepb-
€3HBIM TEXHOTEHHBIM, JKOJIOIMUYECKUM KaracTpodam u
YeJIOBEYECKUM KEPTBAM.

Ha ceronHamHuil 1eHb UMEETCSI MHOXXECTBO paboT
OTEUECTBEHHBIX U 3apyOeKHBIX MCCIIe/IOBATENeH, TOCBSI-
LICHHBIX pa3paboTKe METOJ0B M CUCTEM OOHApYKEHHS
HapyueHui nHpopmannonHoit 6ezonacuoctu (Mb) KOC
[1-4]. Ilpeumy11eCTBEHHO UCCIIEOBAHUS CKOHILIEHTPUPO-
BaHbBI Ha TIOMCKE aHOMAJINI B MOBEICHUN CHCTEMBI, KOTO-
pBIe MOTYT OBITH BBI3BAHBI aTAaKaMH 3JI0YMBIIIUIEHHIKOB
WA BHEAPEHNUEM BPEIOHOCHOTO MIPOTPaMMHOro obecrie-
yerns B KOC. bonbmmHCTBO paboT COBPEMEHHBIX HCCIIe-
JloBaTese cCocpeloTOYeHO Ha aHau3e 00 (hru3mueckoi
[5, 6], 160 uHDOopMarmoHHoit [7] cocrapisiomux KOC.
Tak, aBrOpbI paboTHI [8] MpeziaratoT OCHOBAaHHBIN Ha Ma-
HMIMHHOM OOY4YeHUH ITOJX0]] OOHapyKEHUSI aHOMaJIbHBIX
JaHHbIX oT naryrnkoB B KOC BonocHabxenust. TouHOCTB Ha
MTOCTPOCHHOM Ha0Ope AaHHBIX MPHU MCIIOIb30BAHUH aJITO-
putMa k-Ommkaiimmx coceneit (k-nearest neighbors, k&-NN)
cocraBisieT 83—87 % M 3aBHCHUT OT IapameTpa MOJIEIH K.

Vcxons u3 aHamm3a COBPEMEHHBIX MCCIICIOBAHUN 1
TEXHUYECKNX PEIICHHUH, MOXKHO C/IEJIaTh BBIBOJ] O TOM, YTO
B HACTOSAIIEE BPEMSI B MUPE OTCYTCTBYIOT KOMIUIEKCHBIE
TIOJIX0/bl, HAIIPABJICHHBIC HA BBISIBICHUE PUCKOB Hapy-
mennit Ub cucrem, peanusyromux nHOOPMAIHOHHBIC U
(u3rUecKre IPOoLECcChl OIHOBPEMEHHO.

B uccnenyemoii 3anaue GpopMupyercst # BpeMEHHBIX

panos X = {{x,(1)), x;(1), ..., x1(Z,)}, {x2(2), Xo(1), .-,

X5(t,)}, {x,(t), x,(t2), ..., x,(t,)} }, IPEACTABIAIOMIUX CO-
00l CHHXpOHU3UPOBAHHBIE TI0 BPEMEHH MHOXKECTBA 3Ha-
YEeHUIl CUTHAJIOB ¢ pa3nnuHblX gaTunkoB KDC. Tpebyercs
P 33/IaHHOM KOJIMYECTBE JJOCTYIHBIX JAaTYUKOB 77 M MU-
HUMAaJIbHOM BPEMEHHU HAKOIIJICHHS CTaTHCTHYECKOH WH-
¢opmannn (¢,, — min) BBISIBUTH pUCKH HapyuieHnit b
CHCTEMBI C I0CTaTOYHON TOUHOCTBHIO.

B pamkax nocraBiieHHOM 3a/1a4¥ aBTOPBI UCCIIEA0BAIIN
3P PEKTUBHOCTD JIByX Pa3iMuHBIX METOAOB MAIIMHHOTO
o0yueHHs JUIsl aHaIM3a HUPPOBBIX CUIHAJIOB, XapaKTepH-
sytomux QyHkruonupoBanne KOC ¢ nenpio BbIsBICHUS
puckoB Hapymenuit Ub KOC. [lns npoBepku npejiarae-
MOTO MOJXOAa BBIMOIHEH HKCIEPUMEHT C NPOTOTUIIOM
6ecrtoTHoro TpancnoptHoro cpeactsa (BTC) B kauecTse
uccieayemoit KOC. B skcriepuMeHTe Hccie10BaHbl HIECTh
Pa3NNYHBIX COCTOSIHUH, TPU U3 KOTOPBIX OBUIM INTAaTHBI-
MH, a B OCTJIBHBIX TPEX MPHU MOMOIIHN TOAMEHBI yIpaB-
JSIOIIETO CHTHAJIA MOJCINPOBAINCH PUCKN HAPYIICHUH
Ub. Ioxy4yennsie nudpoBeie CUTHAIB 00padaThIBAINCh
B cpene MATLAB R2020a ¢ momompto anroputma k-NN
MIPU pa3HBIX 3HAYCHUAX MMapaMeTpa k U IBYXCIONHBIX HC-
KyccTBeHHBbIX HelpoHHBbIX ceTsix (MHC) npsmoro pacnipo-
CTpaHEHHsI ¢ CUTMOMJIAIHOH TIepeaTouHoi (yHKIueH B
CKpBITHIX ci0sX. KonnuecTBo ckprIThix HelipoHoB THC —
300.

[Ipu3HakoBOE IPOCTPAHCTBO pa3AeIeHO Ha J(Ba Kjlacca
Cy u C. Knacc € BkrouaeT B cebst 6€30MacHbIE COCTO-
sHus, 1 knacc C|, B HCCIETYEMBIX COCTOSIHUSAX KOTOPO-
ro MOJENHUPYIOTCS pa3indHble pucku HapyueHnuilt Ub.
Hawmyumast TouHOCTh METOMA KIACCU(PHUKALINKI HA OCHO-
Be anroputMa k-NN mpu UCIONB30BaHUU TOTYICHHBIX
OKCIIEPUMEHTANIbHBIX JaHHBIX HaOMtomaeTcs mpu k=3 u
yMeHbIIaercs ¢ yBeaundenueM k. [1o Bceit BunumMocTu, 3o
CBSI3aHO C TEM, 4TO IIPH YBEIMUCHUH k B CBSI3U C BO3pacTa-
HHEM BBIUHCIMTENILHOM CI0KHOCTH QJITOPHUTMa, HEKOTOPBIE

Tabnuya. Matpuiia HECOOTBETCTBHM, OJy4YEHHAs B pe3yJibTare KiIacCu(HKAIMU COCTOSIHUM POTOTHIIA
6€eCIMIOTHOTO TPAHCTIOPTHOTO CPECTBA

WcTunnblii Knacce
Knaccudukarop k-NN (k=3) HHC

Gy Co Gy Co

c 580 27 574 33
! 48,3 % 22 % 47,8 % 2,8 %

[Iporuno3upyemslii Kinacc

20 573 26 567

o 1,7 % 47,8 % 2,2% 47,2 %
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BbIAB/IEHWE PUCKOB HAPYLLEHWA MHOOPMALMOHHOW BE3OMNACHOCTU KUBEP®UINYECKUX CUCTEM...

ocobenHocTH npoueccoB GpyHkunonupoanust KOC ne
YUUTBIBAIOTCS. Pe3ynbrarsl KiiacCU(pUKanuu MpUBEICHbI
B Tabnuue. BepxHsis nudpa B KaXk10i suciike MoKa3pIBaeT
YHCIIO COCTOSIHUI, OTHECEHHBIX KIIACCH(HUKATOPOM K TOMY
WJIH MTHOMY KJIaccy, a HIKHSISI — MPOLICHT OT OOIIEro unciia
HCCIEyEMbIX COCTOSHUN. B 3anuThIX siuelikax mpeacras-
JICHBI PE3yNbTaThl, B KOTOPBIX KJIAcC ONpPENEIICH BEPHO, B
HE3aJINTHIX — OIINOKM IIEPBOTO ¥ BTOPOTO POAA.

Taxum oOpa3om, 3a cyeT IPEACTABICHUS TIPOLIECCOB
K®C B Bujie mocieaoBarebHOCTEH 3HaYeHHN (P POBBIX
CUTHAJIOB 110 BPEMEHH NPEAJI0KEHHBIE METO/Ibl aHANIHU3a
ABJISIIOTCSI YHUBEPCAJIBHBIMU M MHBAPUAHTHBIMH K THIIAM
JECTPYKTUBHBIX Bo3aeHcTBUIl. OnMCaHHbIE METO/IbI Tak-
K€ TI03BOJISTIOT POBOANTH MYJIBTHKIACCU(DUKAIMIO U HE
TpeOyIoT 0053aTeIbHON HACTPOWKHY MITH aIaNTalliH U3Me-
PHUTENBHBIX YCTPOUCTB K 0OHAPY)KCHHIO KOHKPETHBIX BH-
noB arak. [Ipu ncnons3zoBanuy anropurma k-NN ommOKu
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nepBoro poaa — 2,2 %, omubku Broporo poxa — 1,7 %,
y Metona Ha ocHoBe THC: 2,8 % u 2,2 % cOOTBETCTBEHHO.

TO4YHOCTB MPEIOKEHHBIX METOI0B Ha OCHOBE PE3yiib-
TaTOB CEpUU IKCIEPUMEHTOB cocTaBuia 96,1 % c npu-
Menenuem anroputma k-NN u 95,0 % ¢ npuMeHeHnem
WHC, 4gro siBiseTcst JOCTATOYHBIM JJISl PEIICHUS 3a/1a9i
BEISBIICHUS prckoB HapymeHuit Ub mis mpototuma BTC
1 TIPEBOCXOINT Pe3yNbTaThl, omryonukoBaHHbIe B [§]. K He-
JOCTaTKaM MOAX0/a MOXHO OTHECTH CHIIBHOE BIIUSHUE
MMOCTOPOHHUX IITYMOB, HE CBsI3aHHBIX ¢ Tiporieccamu KOC.
B cnyuae anoctepuopHoro paccinenoanus nauuaeHta b
PEKOMEHIYeTCs HCIOIb30BaTh METO/l HA OCHOBE aJITOPHT-
Ma k-NN, MOCKOJBKY BBIYHCIUTEIbHAS CIOKHOCTh A-NN
YBEJIMYMBACTCS C POCTOM Habopa 00ydaroluXx JaHHbBIX, a
B CJIy4ae MOHUTOPHHIA CUCTEMBI B PEAJIbHOM BPEMEHU —
Mmeton Ha ocHose MHC.

References

1. Zegzhda D.P., Pavlenko E.Y. Homeostatic security of cyber-physical
systems. Information Security Problems. Computer Systems, 2017,
no. 3, pp. 9-23. (in Russian)

2. Viksnin LI, Komarov L.I., Maslennikov O.S., Muradov A.R.,
Pantiukhin I.S., Tureva R.A. Anomaly detection method for discovery
of new cyber attacks on cyber physical systems. Automation in
Industry, 2018, no. 2, pp. 58-62. (in Russian)

3. PengY., LuT, Liul., Gao Y., Guo X., Xie F. Cyber-physical system
risk assessment. Proc. 9" International Conference on Intelligent
Information Hiding and Multimedia Signal Processing (IIH-MSP 2013),
Beijing, China, 2013, pp. 442—447. doi: 10.1109/IITH-MSP.2013.116

4. Semenov V.V,, Lebedev 1.S., Sukhoparov M.E., Salakhutdinova K.I.
Application of an autonomous object behavior model to classify the
cybersecurity state. Lecture Notes in Computer Science (including
subseries Lecture Notes in Artificial Intelligence and Lecture Notes
in Bioinformatics), 2019, vol. 11660, pp. 104-112. doi:
10.1007/978-3-030-30859-9_9

5. Jones A., Kong Z., Belta C. Anomaly detection in cyber-physical
systems: A formal methods approach. Proc. 53" IEEE Annual
Conference on Decision and Control (CDC 2014),2014, pp. 848-853.
doi: 10.1109/CDC.2014.7039487

6. Semenov V., Salakhutdinova K., Lebedev I., Sukhoparov M.
Identification of abnormal functioning during the operation devices
of cyber-physical systems. Journal of Applied Informatics, 2019,
vol. 14, no. 6(84), pp. 114-122. (in Russian). doi: 10.24411/1993-
8314-2019-10053

7. Narang P., Sikdar B. Anomaly detection in diurnal CPS monitoring
data using a local density approach. Proc. 24" IEEE International
Conference on Network Protocols, (ICNP 2016), 2016, pp. 7785323.
doi: 10.1109/ICNP.2016.7785323

8. Meleshko A.V., Desnitsky V.A., Kotenko I.V. Machine learning based
approach to detection of anomalous data from sensors in cyber-
physical water supply systems. /OP Conference Series: Materials
Science and Engineering, 2020, vol. 709, no. 3, pp. 033034. doi:
10.1088/1757-899X/709/3/033034

Authors

Viktor V. Semenov — Junior Scientific Researcher, St. Petersburg Federal
Research Center of the Russian Academy of Sciences (SPC RAS), Saint
Petersburg, 199178, Russian Federation; Research Engineer, ITMO
University, Saint Petersburg, 197101, Russian Federation, Scopus ID:
57204123255, ORCID ID: 0000-0002-7216-769X, semenov(@itmo.ru

Sergey A. Arustamov — D.Sc., Full Professor, ITMO University, Saint
Petersburg, 197101, Russian Federation, Scopus ID: 56695216400,
ORCID ID: 0000-0002-7520-8987, saarustamov(@itmo.ru

Hay4yHO-TeXHNYECKUIN BECTHUK MHDOPMALMOHHbBIX TEXHOIOM A, MEXAHUKN U ONTUKMN,

772

2020, Tom 20, N2 5



