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AHHOTAIUA

CucreMsl, peanu3yolne TEXHOIOTMH HCKYCCTBEHHOTO MHTEIUIEKTa, HOIYYMIIN [IUPOKOE PaciipocTpaHeHne Griaroiapst
1X 3¢ (HEKTUBHOCTH B PEIIEHUH MPHUKIAIHBIX 3a1a4, BKIIOYas KOMIbIOTepHOE 3peHne. OOpaboTka n300paxeHui
TOCPEICTBOM HEHPOHHBIX CeTeil MPUMEHAETCS B KPUTHYECKU BayKHBIX A1 0€30ITacHOCTH cucTeMax. B To e Bpems
HCHOTh30BAHNE HCKYCCTBEHHOTO MHTEJIEKTA COMPSKEHO C XapaKTePHBIMH YTPO3aMH, K KOTOPBIM OTHOCHUTCS U
HapymIeHHe paboThl Mojenell MamuHHOTO 00ydeHus. DeHoMeH MPOBOKAIIMY HEKOPPEKTHOTO OTKIIMKA HEHPOHHOU
CEeTH MOCPE/ICTBOM BHECEHHSI BU3yaJIbHO HE3aMETHBIX YeJIOBEKY MCKaKCeHUH BIIEPBBIC OIMICAH ¥ IPHUBJIEK BHUMAHHE
nccienosareneit B 2013 roxy. Meross! atak Ha HEHPOHHBIE CETH Ha OCHOBE BPEJOHOCHBIX BO3MYILEHUH HEMIPEPHIBHO
COBEPLICHCTBOBAINCE, OBIIH MPE/UIOKEHBI CIIOCOOBI HAapyIIEHHsT padOThl HEHPOHHBIX CeTel MpU 00padOTKe Pa3IMUHBIX
THIIOB JAHHBIX W 3a1a4 ]_leJ'[eBOﬁ MOJCIIN. prOSbI HapyuIeHusA (byHKLLI/IOHI/IPOBaHl/Iﬂ Hei’IpOHHbIX ceTelt MOCpPeaACTBOM
yKa3aHHBIX aTaK CTaja 3HaYMMOH MPoOneMoii ISl CHCTeM, PEealu3yIONHX TEXHOIOTHH UCKYCCTBEHHOTO MHTEIIEKTa.
Takum 06pazom, ccaenoBaHus B 001aCTH MPOTUBOASHCTBUS aTakaM Ha OCHOBE BPEJOHOCHBIX BO3MYIIEHHH SBISIOTCS
BECHbMa aKTyallbHBIMH. B TaHHOM CTaThe MpeICTaBIeHO ONMCAHNe aKTyalIbHBIX aTaK, IPUBEICH 0030p 1 CPaBHUTETHHBIH
aHaIW3 TAKUX aTak Ha CHCTEMBI 00pabOTKM M300pa’keHUH ¢ MCIOIb30BAaHHEM HCKYCCTBEHHOTO MHTEIUICKTA.
CdopMynnpoBaHEI TOAXOIB! K KJIACCH(HUKAIIMU aTak Ha OCHOBE BPEOHOCHBIX BO3MYIIEHHN. PaccMOTpeHBI METOIb
3aIIUTHI OT MOAOOHBIX aTaK, BBISBICHBI UX HEJOCTAaTKHU. [loka3aHbl OrpaHUYeHNs] IPUMEHSIEMBIX METO/IOB 3aIUTEL,
cHmxaromue 3Gp(HEeKTHBHOCTh MPOTUBOCICTBYS atakaM. [IpeaokeHbl OIX0/bl IO 0OHAPYKEHUIO U YCTPAHEHUIO
BPEAOHOCHBIX BOSMyLU,eHl/Il\/'I.
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Abstract

Systems implementing artificial intelligence technologies have become widespread due to their effectiveness in solving
various applied tasks including computer vision. Image processing through neural networks is also used in security-
critical systems. At the same time, the use of artificial intelligence is associated with characteristic threats including
disruption of machine learning models. The phenomenon of triggering an incorrect neural network response by
introducing perturbations that are visually imperceptible to a person was first described and attracted the attention of
researchers in 2013. Methods of attacks on neural networks based on malicious perturbations have been continuously
improved, ways of disrupting the operation of neural networks in processing various types of data and tasks of the
target model have been proposed. The threat of disrupting the functioning of neural networks through these attacks has
become a significant problem for systems implementing artificial intelligence technologies. Thus, research in the field
of countering attacks based on malicious perturbations is very relevant. This article describes current attacks, provides
an overview and comparative analysis of such attacks on image processing systems based on artificial intelligence.
Approaches to the classification of attacks based on malicious perturbations are formulated. Defense methods against
such attacks are considered, their shortcomings are revealed. The limitations of the applied defense methods that reduce
the effectiveness of counteraction to attacks are shown. Approaches and practical measures to detect and eliminate
harmful disturbances are proposed.
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BBenenue

CucreMsl, pean3yIonune TEXHOIOTHHA HCKYCCTBEHHOTO
MHTEIUIEKTA, MOy UMM IIUPOKOE PACIIPOCTPAHEHHUE 3a CUET
3HAYUTENLHON S(PPEKTUBHOCTH 110 CPABHEHUIO C IPYTHMHU
METO/IaMH TIPU PELICHHNH MHOXKECTBA TIPUKJIIA/HBIX 3a/1a4, B
TOM YHcIIe B 00paboTKe eCTeCTBEHHOTO sA3bIKa [ 1], pacmos-
HaBaHMM peud [2], OMOMEeTpHUYECKOi ayTeHTHhUKannH [3—
5], MmenunHCKON quarHOCTHKE [6, 7], BUAcoHAOMIOneHUI
[8], 6ecnmiorHOM TpaHcmopte [9—11] u ap. YkasaHHbIe
CHCTEMbI HEPEJIKO UCIIONB3YIOTCS st 00pabOTKH H300pa-
JKEHUH B KPUTHYECKOI MHPOPMATMOHHOH HHPACTPYKTY-
pe. ITo nmporHozam komnanun Gartner, KOJIM4ECTBO OECIH-
JIOTHBIX TPAHCIIOPTHBIX CPEJICTB yBEINUNTCS HA 740 ThICSY
€JIMHHUIL [0 BCEMY MUpY!.

B T0 e BpeMs HCIIOJIb30BAaHUE CUCTEM, PEaTH3YFOIIHX
TEXHOJIOTUH UCKYCCTBEHHOTO MHTEIUIEKTA, U HEHPOHHBIX

I Rimol M. Gartner Forecasts More Than 740,000
Autonomous-Ready Vehicles to Be Added to Global Market in
2023 [OnekrpoHHbIi pecypc]. 2019. Pexxum noctyna: https://
www.gartner.com/en/newsroom/press-releases/2019-11-14-
gartner-forecasts-more-than-740000-autonomous-ready-vehicles-
to-be-added-to-global-market-in-2023, cBoGoausIii (1aTa 0Opa-
menust: 21.01.2023).

CeTel CONpsHKEHO C XapaKTepHBIMU yrpo3amu Oe3omac-
HOCTHZ3, BHAYMTENBHYIO ONACHOCTD TIPEICTABIIAIOT TAKUE
YTPO3bl, KaK HapylleHHe (DyHKIIMOHHUPOBAHUS HIH 00X0.
CPEJICTB, PEAIN3YIOINX TEXHOJIOTUH HCKYCCTBEHHOTO HH-
TEIJUIEKTa, U MO (DUKAIIMK MOJICIM MAILIMHHOTO 00y4YeHUs
P TTOMOIIM UCKakeHus JaHHbIX. 3a 2022 rox 30 % ku-
Oeparak ObUTH HAITpaBJIEHbI Ha 00XOJ] MJIN KPaKy MOJIeIIeH
HelpoHHBIX cerei [12]. Takue yrpo3sl MOTyT OBITH peau-
30BaHBI B BUJIE aTaK IIOCPEACTBOM BHECEHHUE BPEIOHOCHBIX
Bo3mymieHu# [13—69]. OT™MeTHM, 9TO aTakKu MOTYT OBITh
pean30BaHbI BHE 3aBHCUMOCTH OT THIIa 00padaThIBAEMbIX
nmaHHbIX [13]. Hanbomnpimee pacpocTpaHeHNe YKa3aHHBIC
aTaky MOTYYWIIN ISl CHCTEM 00pabOTKH M300paKeHUH U
BHU/ICOTIOTOKOB.

CocTsi3aTenbHbIE aTaKU MIPUBOAAT K HEKOPPEKTHOMY
OTKJIMKY HEHPOHHBIX CETEH U, KaK CJIeJCTBUE, HApyIllle-
HUIO pabOTHI CHCTEMBI, PeaTU3yIOIeH TEXHOIOTHH UCKYC-

2 ®CTOK. BaHk JaHHBIX yrpo3 6€30MacHOCTH MH(GOPMAn
[Onexrponnsiii pecype]. Pexxum moctyna: https://bdu.fstec.ru/
threat, cBoGoaHbIN (1aTa oOpanienus: 03.03.2023).

3 MITRE. Adversarial Threat Landscape for Artificial-
Intelligence Systems (ATLAS) [DnekrponHnsiii pecype]. Pexum
nocrymna: https:/atlas.mitre.org/, cBoboaHbI (qaTa o0OparieHus:
03.03.2023).
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ATaKku Ha OCHOBE BPEOHOCHbIX BO3MYLLIEHMI HA CUCTEMbI 06paboTKM N306PaXKEHNN 1 METOObI 3ALLUUTbI OT HUX

CTBCHHOTO MHTEJIJICKTA, YTO MOXKET MOBJICYh KPUTHICCKHUEC
MOCJICICTBYS B 3aBUCUMOCTH OT OOJIACTH MPUMCHCHHUS:
HEKOPPEKTHAs TIOCTAaHOBKA IMATHO3a, UTHOPHPOBAHUE JI0-
POKHBIX 3HAKOB OCCITIIOTHBIM aBTOMOOMIIEM 1 T. 1. Kpome
TOT0, MOTH(MUKAIIAS MOJICITH MAIIMHHOTO O0YyUCHHS MOJKET
MIPUBOANTH K MAHUITYJTHPOBAHHUIO €€ OTKIMKAMH, IIPOBO-
oUpys KeJTaeMoe T 3JI0yMBIIUICHHNKA TToBeeHue [14].
B macrosmie#t pabore paccMOTpeHBI aTakid Ha OCHOBE
BPEIOHOCHBIX BO3MYIICHHUH, MX (OPMaTbHOE OMHCAHUE,
II0AXO04bI K KJ'[aCCI/I(bI/IKaHI/II/I u KOHKpCTHBIe METOABI aTaKu,
a TAKKE METOIbI 3allIUThI OT yKa38.HHBIX arakK, uxX J0CTOUH-
CTBa U HegocTaTku. Kpome Toro, mpeyioxkKeHbI MOIXO0IbI K
O0OHAPYKCHUIO U YCTPAHCHHUIO BPEIIOHOCHBIX MCKAXKCHUM,
BCTPaUBAEMbIX B U300PAXKCHUS TIPU aTake.

ATaKH Ha 0CHOBE BPeJOHOCHBIX BO3MYILIeHU I

ATaku Ha OCHOBE BPEJOHOCHBIX BO3MYIIICHUH TpeI-
10JIaraloT BHECEHNE MCKaXXEHHIl BO BXOJHbIE JIaHHBIE,
MIPUBOJISIINX K HAPYIICHHIO (D)YHKIIMOHUPOBAHMS LIEJICBOM
cucteMbl. HopMO#i TakiX BO3MYIIICHHUIT SIBIISIFOTCSI METPUKH
paccrosHus [13], xapakTepusyrolue BpeIoHOCHOE BO3MY-
IIEHUE KaK pa3HUIy MEXIY OPUTHHAIBHBIM U MCKaXKEH-
HBIM M300pakKeHUSAMH. JIsT HUX XapaKTepHbI CIeIyIOIne
AKCHOMBI:

— HEOTPHUIATEIBHOCTE: ||x|| > 0;

— TOXIECTBO HEPANMUIUMEBIX: ||x — || =0 <> x =y;

— CHUMMETPHYHOCTE: ||x — || = |y — x||;

— HEpaBEHCTBO TPEYTONbHUKA: ||x — V|| + ||y — z|| > [|x — z]|

Ha npakTike akTHBHO HCIIOJIB3YIOTCS CIICAYIOIINE MET-
puxku (puc. 1):

— L (MaHX3TTEHCKOE PACCTOSHUE):

n
[l = 2 e,
i=1

IJie X — BPEJOHOCHOE BO3MYILEHUE; /1 — YHUCIIO TTHK-
CEIIOB; X; — I-I IHKCET;

c

a b
Il [Ix]]2 1] eo
Xo

Puc. 1. MeTpUKHN pacCTOSHHSA: MaHXITTEHCKOE PAacCTOsTHUE L
(a); eBxiaoBa merpuka L, (b); paccrostaue Yebsimesa L., (¢)

Fig. 1. Distance metrics: Manhattan distance L; (a); Euclid
distance L, (b); Chebyshev distance L, (c)

— L, (eBKJINI0BAa METPHKA):

n
Il = leiz;
=

— L., (paccrostane YeOnIena):

[Pello = max;fx,|.

B nomonHeHne K mepedrcIeHHBIM METPUKaM TaKKe
UCIONB3YyeTCst MeTpuKa Ly: ||x]|g = [{x[x; #0,i=1, ..., n}|,
MOKA3bIBAIONIAS YHCIIO HEHYJIEBBIX 3JIEMEHTOB (B CITy-
yae N300pakeHn — MOAU(GUIHPOBAHHBIX MTHUKCEIIOB).
Yka3aHHasi METPHUKaA HE COOTBETCTBYET aKCHOMAaM, IOTOMY
(hopManbHO HE SBIAETCS METPUKOW PACCTOSTHUS M HOPMOI
BO3MYIIEHUS. L( TaK)Ke HA3bIBAIOT IICEBIOHOPMON.

Kaaccudukanuu arak

ATaku Ha OCHOBE BHECEHUS BPEIOHOCHBIX BO3MYIIIE-
HHUH Ha MOJIETIM MAaIlIMHHOTO OOYYEHHSI MOTYT OBITh KITaCCH-
(hUIIIPOBAHEI TIO CIICAYIOMNM MIPU3HAKAM: MIpecieryeMas
11eJTb; TUT 00pabaThIBaeMbIX JAHHBIX; 3a]1aua eJIEBOU MO-
JICITN; TUI UCKAKCHUS; 3HAHUE aTaKyFOIETO O IIeJICBOH CH-
CTEeMe; HalPaBJICHHOCTh; YUCIIO TIpeodpa3zoBanuii (puc. 2).

| Knaccudukauma atak Ha 0CHOBE BPEAOHOCHLIX BO3MYLLEHUH |

= . Mo Tvny oSpadareisaemMsix Mo 3agaye ueneson :
Mo npecnegyemoii uenu: LENeBOM MOSIENbI0 AAHHBIX: Mozenu: Mo HanpasneHHoCTH:
— aTaku 06xosa Lenesoi — U300paxeHna — aTaku Ha KnaccumuKkaLmio — Ha MoZens:
Mozenu « yenessie
— araku Moaudukaumm * yHMBEpCansHble
5 - n -
Lenesol Momentt BMAEONOTOK araku Ha MaeHTUdUKaUMo
— Ha OTKNMK MoZenu:
— ayavoaaHHsle -UT A * uenessle
* Heuenessle
— TeKCTOBbIe AaHHbIe — Ha paHHsie:
* UHAUBMAYANbHbIe
* yHUBEpCanbHble
v v v
) [0 xapakTepucTukam >
0 3HaHMAM aTakyLwero: HOKSOKBHUE: Mo yucny npeodpaszosaHui:
— OFpaHUYeHHbIe
aTaKku YepHOro AWMKa (KOHBEHLVMOHANbHbIE) UTEpaTUBHLIe
— artaKku ceporo AWwmka — HeorpaHuyeHHsIe — OQHOKpaTHLIe

— araku 6enoro AWwmKa

Puc. 2. Knaccugpukanus atak Ha OCHOBE BPEIOHOCHBIX BO3MYIICHHIH

Fig. 2. Classification of attacks based on malicious perturbation
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BaxHO OTMETHUTH, YTO aTaku Ha OCHOBE BPEJOHOC-
HBIX BO3MYLICHHH XapaKTEPHBI B MEPBYIO O4epPeab JUIs
HCKYCCTBEHHBIX ITyOOKHX HelpoHHbIX cetelt (Deep Neural
Network, DNN), B To e BpeMs, OHU TaK)X€ MOTYT OBbITh
HaIpaBJIeHbl W HA JIpyTrue TEXHOJIOTMH MAIIMHHOTO 00Y-
yeHus. B Texymeit pabore OymyT paccMOTpEHBI aTaku Ha
HEHWPOHHBIE CETH.

Knaccupukanusa no npeceayemoii neau. Ilo npe-
CIIETyEeMOH 1IETM MOJKHO BBIICIUTH CIICAYIOINE TUIIBI aTaK:
— araka 00x0/ia LIeJIEBOM MOJIENH;

— araka MOAM(HKAIMH 1IETICBOH MOJIEIH.

Artaxa 00xoa (YKJIOHEHHsI, €vasion) COOTBETCTBYET
peanmuzanun yrpossl YBIN.220 «Yrpo3za HapyiieHus QyHK-
LUOHUPOBaHUS («00X0/1a») CPENCTB, pEAN3YIOLINX TeX-
HOJIOTMH MCKYCCTBEHHOTO MHTEJUICKTa» COIIAaCHO OaHKy
nmaHHBIX yrpo3 OCTOK, Torna xak araka MomupUKauu
neneBoil Mmogenmn — YBU.221 «Yrpo3a Mmogudukanuu
MOJIEJIN MAIIMHHOTO O0y4YeHHS ITyTeM MCKaKEHUS («OT-
PpaBiieHHs») 00YYAIOIINX JAHHBIX» . AHAJOIMYHBIE TEXHHU-
K1 00o3HaueHs! Tarke U B 6ase 3HaHuit MITRE ATLAS:
Evade ML Model 1 Backdoor ML Model? cootBeTcTBEHHO.

Nx)=y; Nx+p)=yy#), (D

riae N — HelipOHHas CeTh; X — BXOJHbIC JIaHHbIE; ) — JIe-
THTHUMHBIA OTKJIMK MOJICIH; p — BPEIOHOCHOE HCKAKEHHE,
' — HENErNTUMHBIH OTKJINK MOJIEITH.

Ataxu 00x0/1a 1€J€BOM MOJEIH, TAK)KE H3BECTHBIE
Kak cocTs3arenbHbie araku (adversarial attack) [15-65],
npearojararoT MOI[I/I(I)I/IKaHI/I}O BXOOHBIX NAHHBIX JJIS U3-
MCHCHH OTKJIMKAa MOJECINU U MOBCACHUA CUCTEMBI, pca-
JU3YIOUIEH TeXHOJOTMH MUCKyCCTBEHHOro MHTesiekTa (1).
Takue aTaku HE OKA3bIBAIOT BIMSHUS HA LEJIOCTHOCTh
1I€TIEBOM MOJIEIH.

S VX' €S, X' =x+p; LNy, S+SV=N,  (2)

rae S — oOyuatoliast BBIOOpKa 0e3 HCKaKCHHBIX TaHHBIX;
S" — Habop UCKAKEHHBIX JaHHBIX; X' — UCKAKEHHBIN K-
3eMILISIP; p, — BCTpauBaeMblii Tpurrep; L(-) — npouenypa
o0yueHus Moaenu; Ny — MOATOTOBIEHHAs K 00y4eHHIO
Mozenb; N' — MoauduIupoBaHHast HEHPOHHAS CETh.

Nx) =y, N(x+p)=y/5y#¥/, 3)

e y, — HEKOPPEKTHBII OTKIMK MOJIEIH, IPOBOLIUPYEMBII
TPUTTEPOM P),.

Artaku MmopudUKaIK 1esieBor Monenu [66—69], ocHo-
BaHHbBIC Ha BPEJOHOCHBIX BO3MYIICHUSX, [TPEANOIATraloT
B IIEPBYIO OYepeab MOIU(HKAIMIO 00yJaroneld BEIOOPKH
11eJIeBOM HEHPOHHOMN CETH TIOCPEACTBOM MOIM(DUKAIIMN HITH
J00aBIIEHNS NCKQ)KCHHBIX JIEMEHTOB M 00yUCHHST MOJIEITH
Ha 3TUX NaHHBIX (2). B cmywae BcTpamBaHms 0dKm0pa,

I ®CTOK. Bank JaHHbIX yrpo3 6e30macHoCTH HH(pOopMauu
[OnexrponnbIii pecypc]. Pesxxum moctyna: https://bdu.fstec.ru/
threat, cBoOonHbIH (1aTa obpamenus: 03.03.2023).

2 MITRE. Adversarial Threat Landscape for Artificial-
Intelligence Systems (ATLAS) [Dnexrponnsiii pecype]. Pexum
nocrymna: https://atlas.mitre.org/, cBo6oHbIH (1aTa OOparieHus:
03.03.2023).

BPEIIOHOCHOE BO3MYIIICHHE MPECTABISICT COOOH TpUTTEP,
MIPOBOLUPYIOIINN KOHKPETHBIN OTKJIUK MOJICITH.

JanpHelee UCmomb30BaHue 03KI0pa Ipeoiara-
€T HaJIOXKCHHUE BO3MYIICHIS, HACHTUIHOTO TPUTTEPY, HA
BXOJIHBIC TaHHBIE (3).

B tekymeit paboTe mpenMyIecTBeHHO OYIyT PaccMo-
TPEHBI COCTA3ATEIbHBIC aTaKH.

Kaaccudukanus no Tuny odpadarbiBaeMbIX AaH-
HBIX. ATaKl TakXe MOTYT OBITH KJIacCH(DHUIIMPOBAHEBI B
3aBHCUMOCTH OT TUIA 00padaThIBAEMBIX IIEJIEBON MOJICITBIO
JTAHHBIX:

— u3o0paxenus [15-59, 66-70];
— BHJIe0NOTOK [60, 61];

— aynuonaHusie [62, 63];

— TEKCTOBBIC JIaHHBIC [64, 65].

Crnemyer OTMETUTh, 9YTO K TEKCTOBBIM JTAHHBIM TaKXkKe
OTHOCHTCS U ceTeBol Tpaduk [64]. B Tekymeir padore
OyIyT pacCMOTPEHBI aTaKd Ha CUCTEMBI 00pabOTKH H30-
OpakeHHil.

Kanaccudguxanus no 3agade uneaeBoi mogeau. Ilo
3a/a4e [eJIeBOM MOAETH MOXXHO BBIICTUTH CICAYIONINE
THUIIBI aTaK:

— araky Ha CHCTeMbl KJlacCU(PHUKALMU JaHHBIX [15-56,

60-691;

— cermeHTarus uzoodpaxkenus [57, 58];
— TOBBIILICHHE pa3pelarolei crrocoonoctu [59];
— up.

[oTeHIanbHO, K aTakaM Ha OCHOBE BPEIOHOCHBIX BO3-
MYIIEHHNA MOTYT OBITh YS3BHMBI CHCTEMBI, PEaTU3yIOIINE
TEXHOJIOTHH UCKYCCTBCHHOTO MHTEIIICKTA, BHE 3aBHCHMO-
CTH OT penIaeMbIX 3a/1a4.

Kiaccudukanus nmo xapakTepucTUKaM BHOCHMOIO
Bo3MyuIeHus. [1o XapakTepuCcTHKaM MCKaKEHUS MOJKHO
BBIJICNIUTH CIICAYIONIME THITHI aTtak [16]:

— aTaKd ¢ OTPaHUYCHHBIM BO3MylIeHHeM (restricted
perturbation);

— aTakW C HeOTPaHUYCHHBIM BO3MYyIeHHEM (unrestricted
perturbation).

Nx)=y; Nx+p) =)y £y [pll, <, 4)

rze ||pll, — HOpMa BPEAOHOCHOTO MCKaXEHHUS; 1| — HEKO-
TOpasi KOHCTAHTA.

ATaku ¢ OTpaHUYCHHBIM BO3MYIIICHUEM MPEITONIAratoT
OTpaHWYCHUE BO3MYIICHUS HEKOTOPBIM 3HAYCHUEM Me-
TPHUKH pacCTOsHUSA . Takue aTaku 00Xofa IeNIeBON MOICIN
MPUHSATO HA3BIBATh KOHBCHIIMOHAIBHBIMU COCTSI3aTEIhb-
HbIMH aTakamu (conventional adversarial attack) [16] (4).
OrpanndeHne Ha BHOCHMBIC BO3MYIIIEHHUS MO3BOJSET UM
0CTaBaThCS HEBUIMMBIMHU MM CTa00 3aMETHBIMH JUTS YeIIo-
BEKa, OTHAKO OKA3bIBATh 3HAYUTEIFHOE BIMSHIE Ha OTKIIHK
HelpoHHoM cetu [15].

Crnenyetr OTMETHTh, YTO BPEIOHOCHOE BO3MYII[EHHE
MOKET OBITh OIPAaHUUCHO KakK B arakax ooxoma [15-50], Tak
U B atakax Moaudukauu [66] 1eneBoid MOACIH.

ATaku ¢ HEOTPaHHYCHHBIM BO3MYIIICHUEM TPEAIIOIIa-
TalT MPOU3BOIIBHYIO MOAM(UKAIIMIO BXOIHBIX JaHHBIX
BIUIOTH 10 MX moaMmeHsl [51-56, 67-69]. K yka3zaHHbIM
HCKaKEHUSIM OTHOCSITCS yIpaBlieHue 1BeToM [51], moBo-
pot m3o0paxenus [52], ynpasnenue atpudyramu [53],
HaJIO)KEHUE COCTS3aTeNbHBIX TaTdeld [52] U He TOJIBKO.
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ATaKku Ha OCHOBE BPEOHOCHbIX BO3MYLLIEHMI HA CUCTEMbI 06paboTKM N306PaXKEHNN 1 METOObI 3ALLUUTbI OT HUX

K TakuMm arakaMm B TOM 4HCJIe MOKHO OTHECTH M CO3JJaHUE
mundetrikos (DeepFake) [55, 56].

Kiaccupuxanus 1mo 3HaHUSIM aTaKyHOLIEro o Ie-
JeBOii Mojeau. B 3aBUCUMOCTH OT U3BECTHOHN aTakylo-
mieMy HH()OpPMAIIH O IETICBOH CHCTEME, aTaKi Ha OCHOBE
BHECCHHS BPEIOHOCHBIX BO3MYIICHUI MOYXHO BBIJCIUTH
CIICAYIOIINE THITHI aTaK:

— araku 1o Mojieiu Oesoro simuka (white-box attack);
— araku 1o Mozenu uyepHoro smuka (black-box attack).

B ciyuae arak mo moaenu Oenoro simuka [15, 17—
32, 34] arakyromeMy TOCTYIHA BCsA HHpOpPMAIUS O Iie-
JIEBOHM CHCTEME, B TOM YUCIIC apXUTEKTypa U MapameTpbl
HelipoHHOI cetu. Hanpumep, ataku, HCIOIB3YIOIIHIE 3HA-
HUE FeCCHaHa U TpaJiueHTa (PYHKIIUU TTOTEPb.

ATaku 1o Mojenu yepHoro smuka [33, 35-50] sBmus-
[0TCst OoJiee MPUOTMKCHHBIMHU K PEaTbHBIM CUTYAIUSIM,
TaK KaK aTaKyIOLIWi He BIAJeeT JaHHBIMU 00 aTakyeMon
cucreme. Takue aTakut MOTYT OBITH OCHOBAHBI: HA OTKITHKE
neneBor moxenu [35-44] n Ha IepeHoce BPEAOHOCHOTO
Bo3mymieHus [45-50]. OGa Tuma atax A TeHepaIiy Hc-
Ka)KEHUS UCIIONB3YIOT OTKJIHMK IIEJICBOM MOJECIH, OTHAKO
araku, OCHOBaHHBIE Ha MEpeHoce, B KadecTBe Oaszuca Juis
reHepalyy KCIONb3YIOT 3apaHee MOAr0TOBICHHOE BO3MY-
IICHUEC, B TOM YHCJIC MOXKCT OBITh KCITOJIL30BAHO YHUBEP-
cajbHOE Bo3MyIleHue [34].

B oT/ienbHBIX CiTydasx BBIACISIOT aTaKH MO MOJICIH Ce-
poro simuka (gray-box attack), mpu KOTOpPBIX aTaKyromemMy
M3BECTHA JIUIIb HEKOTOPast YacTh HH(QOPMAIIHH O TIETICBOM
cucreMe. Takue araku HEpPEIKO MPUPABHUBAIOT K JPYTUM
THITaM IO pacCMaTpPUBaeMOH KIacCHU(pUKALNU, Jale —
K aTakaM Mo MOZEIH YepHOTO SIIHKa.

Kaaccupuxanusi no HanpasjeHnoctu. [lo nanpas-
JIGHHOCTH MOXXHO BBIICIUTH aTaku: IejeBsle (targeted)
[15-19, 24, 32, 33, 35-50] u Henenenwie [29-31, 34] (non-
targeted) mo orkimKy. [leneBbie MO OTKIIMKY MTPEAIOIararoT
BHECECHHME MCKAKEHUS, IIPOBOLMPYIOIIEr0 KOHKPETHBIH
OTKJIVIK 1I€JIEBOM MOJIENH, a HEIEJIEBBIE 110 OTKIIMKY — IIPO-
BOKAIIUIO [TPOM3BOJILHOTO HEKOPPEKTHOTO OTKIIMKA.

Takoxe 1Mo HaNPaBICHHOCTH MOXKET OBITh MPEITOKE-
Ha Jpyras KiacCu()UKANUs aTak: IMeJICBbIC 0 MOJCITH U
yHuBepcanbHbIe (universal) [34]. B aTom cinydae mienessie
aTak® MPEATOIaraloT BHECCHIE HCKaXCHUH, TPOBOIIH-
PYIOIINX HEKOPPEKTHBIM OTKIMK KOHKPETHON LieJIEBOM
MOJIETTH MAIIMHHOTO 00ydYeHHs. YHUBEPCAIbHBIE aTaku
MPEATONAraloT CO3/IaHNe TaKUX MCKAKEHUU, YTO aTraka
TOCPEACTBOM HX BCTpaWBaHHA MO3BOJIUT BbI3BATH HEKOP-
PEKTHBIN OTKJIUK IIPOU3BOJIBHON MOZEIIHN COOTBETCTBYIO-
iero GyHKIHOHAIA.

AHayiornyHasi KJ1acCU(pHKaIUs MOXKET OBITh TpeIo-
JKCHA U TI0 BIIMSIHHMIO BHOCHMOTO BO3MYIICHHS Ha BXOJ-
HBIC JaHHBIC MOJICIH: HHIUBUAyaIbHbIC (1eneBsie) [70]
IO BXOJIHBIM JTaHHBIM W YHUBEpCallbHBIC aTaku. [lepBrie
MPEINOoNIarafoT HapyIlIeHue padboTHl IEIeBON CHCTEMBI
Ha KOHKPETHOM JK3EeMILTAPE BXOIHBIX JaHHBIX, BTOPHIC
COXPAHSIOT APPEKT I HEKOTOPOTO MHOKECTBA BXOTHBIX
JTAHHBIX.

Kunacenpuxanus no yucay npeodpaszoBanmii. I1To
YUCJy MPeoOpa3oBaHU MOKHO BBIJCITHUTH METOJbI I'e-
HEpaluu HCKaXeHHs 3a onuH mar (one-step method)
[18] u ureparuBHbie MeToasl (iterative method) [15—
17,21, 23,29-31, 35-50]. Caenyetr OTMETUTH, UTO CO3/a-

HHE BPEIOHOCHOTO BO3MYIIIEHHS 32 OJJHO PeoOpa3oBaHue
OoJiee XapaKTepHO JUIS aTaK [0 MOJICIU OCJIOro SIIHKA.

CymecTByonue MEeTOAbI AaTAKH HA OCHOBE
BPE/JIOHOCHBIX BO3MYIIIeHHIl HA HelipOHHBIE CeTH
00padoTKN N300pasKeHn i

Hcrtopuuecku nepBod COCTA3aTEIbHOM aTakoi
Ha HEHpPOHHBIE ceTH 00pabOTKM M300pakeHHs craya
L-BFGS (Limited Memory Broyden—Fletcher—Goldfarb—
Shanno) [15, 17], npennonarasmias HTEpaTUBHYIO reHepa-
IIUIO BPEJJOHOCHOTO BO3MYIICHHS TIOCPEJACTBOM aHAJIHM3a
reccraHa (yHKIIIH [TOTEPh [EIEBOW MOJEIN M 0OpaTHOTO
JBIDKEHUS B CTOPOHY POCTa 3HAYCHUS (PYHKIIH TTOTEPb.

JpyriM MeToI0M aTaku Ha OCHOBE BPEIOHOCHOTO BO3-
MYIIEHHUS, OKAa3aBIIUM 3HAYUTEIBHOE BIUSHNE HA Jab-
HelIee pa3BUTHE COCTA3ATENbHBIX aTak, ctail FGSM (Fast
Gradient Sign Method) [18, 19]. B ocHOBe yka3aHHOTO
METO/Ia JISKUT MCIIOIb30BaHUE 3HAKA IPaneHTa PyHKIUH
MOTEPh 1IEJICBOM MOJIENIN U TeHEepalysi UCKaKEHHsI B pe-
3yJIBTaTe OJJHOATAIIHOTO JIBM)KEHHUS TI0 TPAJANEHTY K METKE
orpeJieIeHHOoro Kiacca. PaccmarpuBaeMblii METO UMe-
€T MEHbIIee BpeMsl IONCKa BPEJOHOCHOTO BO3MYIIICHUS,
OJTHAKO TeHEPHUPyeMOe BO3MYIICHNE 001a/JaeT BBICOKHM
3HaueHueM HopMmsbl. [Ipu sTtom FGSM xapakrepusyercs
CPaBHHUTEIFHO HU3KOH BEPOATHOCTHIO yCIiexa.

MHorne nociIeayroITre aaropUTMBI aTaK UCTIONH30BATH
FGSM B kauecTBe OCHOBHI U (PAKTHIECKH SBIISUTACH MOJIH-
(bukammen paccMOTpEHHOTO MeTo/a, B ToM uncie FGVM
(Fast Gradient Value Method) [20] u I-FGSM (Iterative
Fast Gradient Sign Method) [21]. Ataka o metony FGVM,
YTO CIIeyeT M3 Ha3BaHUs, IPE/IIONIaraeT UCIOIb30BaHUE
3Ha4YeHMs IPaJUeHTa BMECTO €ro 3Haka. MeToaa aTaku
[-FGSM B cBol0 ouepeb MpeaycMaTpUBAET reHepaIuio
UCKa)XCHUs uTepatuBHO. B padorax [22] u [23] npemia-
raeTcst OrpaHMYCHUE TeHEPHUPYEMOTO BO3MYIIECHHS IO Me-
TpuKaM L, ¥ L, COOTBETCTBEHHO. BakHO OTMETHTH, YTO
araka o meroxny BIM (Basic Iterative Method) [23] Obu1a
YCHENIHO BOCTIPOU3BEACHA M Ha (PM3MUECKUX OOBEKTax.
Merton araku PGD (Projected Gradient Descent) [24] Tak-
JKe TpeICTaBIsIeT co00H Bapuaiuio ureparuBHoro FGSM,
rJe JUIsl peleHusl 3a/1a4ui ONTUMHU3AIUN U HAXOXKJICHUS
ONTHMAJBHOTO MCKAKEHHSI UCIIOIB3YETCsl POEIHPOBa-
HHE TPaIMeHTHOrO ciycka. CyIecTBYIOT TaKXKe U JIpyrue
METO/Ibl aTaku, ocHoBaHHbIe HAa FGSM, B ToM uucie ero
Moaudukanuu [25-28].

Meron araku DeepFool [29] npeanonaraer ureparus-
HYIO TeHEPAIMIO aTaKyIOIIEro H300paskeHusI TPH TIOMOIIH
BEITIPSIMIICHUSI TPAHUI] IPUHATHS PEIICHUS [EICBOU MO-
JIeTW | allpOKCUMAIIUU 1o psany Teiiopa s HaXOX-
JICHHUs OMIKANIIero Kiacca K JaHHOMY JI0 TeX Top, ToKa
He OyzeT creHepupoBaHO Hamboyee MOAXOIAIIee MUHH-
MaJIbHO€ BPEIOHOCHOE Bo3MyIlleHue. PaccmarpuBaeMblii
METO]] XapaKTepU3yeTcsl BRICOKOW BEPOSITHOCTBIO 00X0/1a
[EJICBOM MOJIEIIH TIPH UCIIOJIb30BAaHUU BO3MYIICHHSI MaJIOH
HOPMBI, O/IHAKO OOJIBIIOE KOJIMYECTBO UTEPALIMIA IIPUBOAUT
K OOJIBIIIMM BBIUYUCIIMTENLHBIM 3aTpaTaM M POCTY BPEMEHH
TeHepalny.

Merton C&W (Carlini&Wagner) [30] npencraBisieT
coboit mogudukanuto ataku L-BFGS ¢ 3ameHnoit Henu-
HEUHBIX TPAHUYHBIX YCIIOBUH VIS YIIPOIICHUS PEIICHUS
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3aja4yn ontuMu3anuu. [IpenmyniecTBaMu paccmarpuBae-
MOW aTakH SIBIISIOTCS. CKOPOCTh I'eHEepaliii 1 MUHUMHU3a-
LS BPEZOHOCHOTO BO3MYILEHHMs. IS yKa3aHHOTO MeTo/a
XapaKTepHO MaJloe CMEIIEHHE BEPOSTHOCTEH MPUHAIIICK-
HOCTH K OIPE/ICIICHHOMY KJIacCy, YTO IMO3BOJISIET IPOTHUBO-
CTOSITH METOJIaM 3aIlIUTHI, HAIIPAMEP METOAY JUCTHILISAIIIH
(Defense Distillation) [71].

Merton araku TR (Trust Region based) [31] mpexamona-
raeT MCIIOJIb30BaHUE TOBEPHUTEIbHBIX oOmactei [72] mst
MUHUMHU3AIIUU U OTPAHUYCHHUSA BHOCUMOT'O MCKAXKXCHUA.
lenepanusi BpeZIOHOCHOTO BO3MYILEHHS MO0 YKa3aHHOMY
METOAY 3aKIH04YacTCsA B UTCPATUBHOM BBIYMCIICHHUU JTOBEC-
PHUTEIIBHOTO pajnyca JUIsi MAKCHMU3alUN BEPOSITHOCTH
HEKOPPEKTHOT'O KJlacca BHYTPH JOBEPUTEIHLHON 00s1acTH.
PaccmoTrpenHsiil MeTof focTuraeT cpaBHUMbIX ¢ C&W
TIOKa3aTeNeH 110 METPUKaM PacCTOSTHUS TSl TeHEPUPYEMOTO
BO3MYIIICHUS, BCIICACTBUE YETO TAKXKE CIIOCOOCH IIPOTUBO-
CTOSITh METOIY JUCTUILUISIIHH.

B oTnnume oT paccMOTpPEHHBIX KOHBEHITMOHAIBHBIX
arak, JSMA (Jacobian-based Saliency Map Attack) [32]
u ogHOMUKcenbHas ataka (One-pixel attack, Singlepixel
attack) [33] BMecTO OrpaHUYCHHS BO3MYIICHHS 110 Me-
TPUKE PACCTOSIHUS HCIOJIB3YIOT OIPaHUYEHHE TI0 pa3mMepy
UCKaKCHHS.

Tax, JSMA Beruncinser Slkoouan (Jacobian) [73] ¢yHK-
LM eJIEBOI MOJIEJN | 10 TIOJIyYEHHBIM 3HaUeHUsIM (op-
MHpYeT KapTy 3HaunmocTH (salience map) [74] nukcenos
n3o0paxkeHus. B COOTBETCTBHM C MOCTPOCHHOM KapTO
3HAYUMOCTH OTPEISISIOTCS IIEMEHTHI, OKa3bIBAIOIINE
HauOOITbIIIee BIMSHUE Ha OTKIHK Mozeni. OcOOeHHOCTHIO
PacCMOTPEHHOTO METOAA SBISCTCS MONydeHHE TIOKa3aTe-
TIell BAMSIHHSA Ha OTKJIMK MOJIENH ITOCPEICTBOM Iepedopa
0O0IBIIOTO YHCa BXOAHBIX MTAPaMETPOB, YTO MPUBOAUT K
pOCTY BPEMEHHU I'€HEPALUN BPETOHOCHOTO BO3MYIIIEHUS.

OpnHomnukcenbHas araka [33] npenmnosnaraet GpopmMupo-
BaHUE MCKAKCHUS], HE MIPEBBIIAIOIIET0 OANH nuKced. J{is
ompeneNeHus MonoxeHus: u 3HaueHuit RGB-koMnonent
MMKCeJla NPUMEHSIETCS] aIropuT™ AudQepeHnnanbHoi
spomror (Differential Evolution Algorithm, DEA) [75],
YTO MO3BOJIIET OPTaHU30BaTh aTaKy IO MOJEIH YEPHOTO
siuka. PaccMoTpeHHBI MeTon ataku Oosee Y (eKTHBCH
Ut HeOompInX n300pakernit [33].

PaccMoTpeHHBIE BBINIE aTaKd OTHOCSTCS K aTakaM ITo
MojIeir OeJIoro SIIIKa, NX CPaBHEHNE IPUBEICHO B Ta0. 1.

HecMmoTpst Ha TO, 4TO OZHOITMKCEIIbHAS aTaKka COOTBETCTBY-
€T MOJIEJIN YEPHOTO SIIHKA, JUIsl OLEHKHU U ITOCIIETYIOIIEro
CpaBHEHUS yKa3aHHOTO MeToza Oosee aKkTyalbHbI KpHUTe-
pPHUH aTak 110 MOJETH Oeloro SMHMKa, MOTOMY OH TaKKe
BKJIIOUCH B TaOu. 1. B xauecTBe KpUTEepHEB CPAaBHCHUS
JUTS TAKUX aTakK BBEIOpAHBI pa3Mep U HOpMa MCKAXKCHHUS, a
TaKKe OIS YCIETTHRIX 00X0I0B TIeNIeBOi Moaenu. Pazmep
MCKa)KEHHSI OTIPEJIeNIeH OTHOCUTEIHHO HCXOTHOTO H300pa-
JKEHUS pa3MepaMu w X i, Tae w U h — IIHpUHA U BBICOTA
N300pakeHNs] COOTBETCTBEHHO. B KauecTBe HOPMBI HCKa-
JKEHUS PACCMOTPEHBI METPUKH, KOTOPBIE ObUTH YYTEHBI ITPU
TeHEepaluy BPEIOHOCHOTO BO3MYIICHUS MPH aApecaliiu
aTaku.

PaccMoTpeHHbIE METO/IbI TeHEPALMH aTaKyIOLIHX H30-
OpaskeHUI NMEIOT KaK ITPEUMYILECTBa, TaK ¥ HEJOCTaTKH.
I'enepanus BpelOHOCHOTO BO3MYIICHHS MUHUMAaJIbHON
HOPMBI TpeOyeT OONBIINX 3aTpat, OJHAKO TaKUe MUCKaXKe-
HUS TIO3BOJISIOT OCTAaBaThCAd HE3aMETHBIMH B TOM YHCIIE
W 711 HeKOTOPBIX MeXaHW3MOB 3amuThl [71]. Hanbomnee
3(h(EeKTHBHBIM METOOM TeHEepallni BPEIOHOCHOTO BO3-
MYIIEHHUS, COTJIACHO BBIOPAHHBIM KPHUTEPHUSM, SBISICTCS
metoa TR [31], Tak Kak B €ro OCHOBE JISKUT ONTHUMU3AIIHS
BBIYUCJICHUS BO3MYIICHUSA HauMeHbIIIEeH HOPMEIL.

PaccmoTpum ataku 1o Mojesnu 4epHoro siumka [33, 35—
50].

Meron araku Boundary attack [35] ocHOBaH Ha OTKIJIMKE
1eNIeBoi Moyiesiu. B kauecTBe HauaIbHOTO MCKaKEHHS JUIs
QJITOPUTMA reHepaluy BPEJOHOCHOTO BO3MYIIECHHS BBICTY-
maeT n300pakeHne meseBoro kiacca. C Kaxmaoi ureparmei
AJTOPUTM ONTHMHU3HUPYET H YMEHBIIIACT BO3MYIICHHE 10
TeX IOp, TIOKa UCXOTHOE N300paskeHne He OyIeT KOPPEKTHO
KIaccu(umpoBaHo. Torna HCHoIb3yeTcs HCKaXeHUE, T0-
Jy4eHHOE Ha MPEIbIIyIIe HTepauy aropuTMa.

Meron araku HopSkipJump [36] siBasiercst pa3BuTu-
em Boundary attack n HayanbpHOE MOBEJEHHE AJITOPHUT-
Ma reHepalnuy BO3MYILEHUS! COBIAJAET C NPEAbLAYIIUM
MeTosioM. OHaKo BOJIM3H TPAHUIBI IPUHSTUS PEIICHHS
HopSkipJump Moanpuumpyer nckaxeHue B 3aBUCUMOCTH
OT HaTpaBIICHUS rpajueHTa. JJinHa 1mara BIoyib Harpasiie-
HUS TPaJMeHTa YMEHBIIAETCS] B TEOMETPHUYECKOH ITporpec-
CHUH JUTsSI 00eCTieUeHUSI MUHIMATIBHOTO 3HAYCHUS METPUKHU
paccTosHUS BO3MYIIICHUS.

Merton qFool [37] MUHIMH3HPYET BHOCHMOE HCKaXKe-
HUE TIOCPEICTBOM HAXOXICHHS HAIPABICHUS TpagucH-

Tabnuya 1. CpaBHEHHE METOAOB aTaKH MO MOJENHN OEJIOT0 SIIHKa

Table 1. Comparison of white-box attacks

Meroxn Tun araxu Pazmep Orpannuenue Hopmbl | Jlons ycneomm,lx
HCKaXXCHUA HCKaXXCHUA arak, %
LBFGS [17] KonBeHLnOHaNbHAS UTEpPATUBHAS LIEIEBas w X h — 87,65
FGSM [19] 110 MOZIETIH aTtaka obxoxa WX h I, < 6,25 5433
PGD [24] w X h [Ix/l., < 0,20 91,85
DeepFool [29] KoHBeHIIMOHANIbHAS UTEPATUBHAS LIEJICBAs <wxh [Ix]oo < 0,20 92,60
C&W [30] 110 MOJICJIH ¥ HelleleBasi M0 OTKJIMKY aTaka wxh ., < 0,20 94.80
obxoza - .
TR [31] wxh [Ix]|,, < 0,10 94,77
JSMA [32] KonBeHLMOHaNbHAS UTEpAaTUBHAS LieeBast <wXh — 97,05
One-pixel [33] | 1O MOAe M aTaka 00xoza 1x1 Ixllo = 1 72,85
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Tabnuya 2. CpaBHEHHE METOIOB aTaKU 110 MOJICITH YePHOTO suKa [38]

Table 2. Comparison of attack methods of black-box attacks

Meton Twun atakn L, L, Yucno 3anpocos
Boundary attack KonBeH1moHanbpHas UTepaTUBHA 1ie1eBast 10 MOJAEH 5,13 0,052 800
HopSkipJump 1 LlenieBast 1o Kiaccy araka ooxona 1.85 0.012 4
qFool 1,12 — 3
GeoDA 1,01 0,003 14

Ta, UMEIOMIETO KPaTJyalIui My Tk 10 TPAHMIB TPUHATHS
pemenns. OQHAKO yKa3aHHAsl TPaHHUIA HEPEIKO NUMEET
3HAYNTENIBHYIO CTENEHb KPUBU3HBI, TOT/IA ONTHMHU3AIUS
MIPOIIETyPBl BBIYUCICHUS! MUHIMAILHOTO BPEJOHOCHOTO
BO3MYILIEHUS] MOXKET OBbITh BBITIOJTHEHA C ITIOMOILBIO OIpee-
JICHUSI OTITUMAJILHOW HOPMAaJIH, YTO PeaM30BaHO B METO/IE
GeoDA [38].

B paborax [39—44] paccMOTpeHBI APYTHe METO/IbI aTa-
KM 110 MOJISITH YEPHOTO SIIUKA, TPEATIOoIararoline NCrob-
30BaHUE OTKJIMKA IIEJIEBON MOJIEIIH.

[TockonbKy METOJIBI aTaKH 110 MOJIEIIM YEPHOTO SIIIHKa
BBITOJIHSIOT MUHUMHU3AIMI0O BHOCUMOTO MCKXCHUS TIPH
COXPAaHEHNHN HEKOPPEKTHOTO OTKJINKA MOJIECIIH, B KAYECTBE
KPUTEPHEB CPaBHEHUS BEIOPAHBI METPHUKH PACCTOSHUS U
KOJITYECTBO UTepaIuii nmpeodbpa3oBanus. CpaBHEHHE aTak
TIPUBEIICHO B TA0M. 2.

B pesynbrare cpaBHEHUs! BUHO, 4TO MeToxbl Fool
[37] u GeoDA [38] nocTUTalOT HAMMEHBIIINX MO HOPME
BO3MYILICHUN 32 MEHBUIEE YUCIIO UTEPALUNl OTHOCUTEIIb-
HO cyliecTBylomuX ananoroB. Hanbomnee addexTuBHbIM
METOJIOM aTak{ 10 MOJEIN YEepHOTO SIIIMKA SBISETCS
GeoDA [38], Tak kaK yKa3aHHBIH METOJ pelaeT mpooaeMy
KPHBH3HBI T€OMETPUYECKON IPAHUIIBI IPUHATHS PEILICHNH
B 00IIIeM cltyyae.

PaccMoTpeHHBIE aTaky MO MOJEIH YEPHOTO SIINKa
HCIIONIB30BAJIN TOJIBKO OTKJIMK LIEJICBOM MOJEIH JIJIsl TeHe-
panuy UCKakKeHHs. B To jxe Bpems Ul yMEHbIICHHS YHcIia
UTEpanuil B KaUECTBE OCHOBBI JISI BPEAOHOCHOTO BO3MY-
LIEHUsI MOTYT OBbITh HCIOJIb30BaHbI 3apaHEe MOATOTOBIICH-
Hble uckakeHus1. [Ipeskae ueM paccMaTpuBarh TakUe aTaky,
HCO6XO[[I/IMO YIOOMAHYTH YHUBEPCAJIbHBIC UCKAXKCHUA.

B pabore [34] Obutn nipeicTaBIeHbl BPEIOHOCHBIE BO3-
MYILEHHsI, He 3aBUCSINUE OT 3a7a4M, pelaeMoi 11el1eBoit
CUCTEMOH1, U MMO3BOJISIONINE OCYIIECTBUTh 00X0/ TaKUX
cucrteM. OTMETHM, YTO TAKNE UCKaKEHUSI MOTYT OBITh Iie-
PEHECEHBI KaK MEX/IY Pa3IMIHBIMU BXOTHBIMH JaHHBIMH,
TaK ¥ HEHPOHHBIMHU CETSIMH.

Araka Customized Adversarial Boundary (CAB) [45]
siBIsieTcs pa3BuTHeM Boundary attack. YMmenbmenwne grcia
3aIpOCOB JJIsl TeHEPAalluK NCKaKEHHS IOCTUTAeTCs 3a CUET
MHUIUAIN3AaUH BO3MYILEHHUS, XapaKTEePHOTO AJIsl aTaKk
MIePeHOCa BPEIOHOCHOTO NCKAKEHHUS, & TAKIKE BEIYHUCIICHUSI
CTaTUCTUYECKOI'0 pacnpeAC/ICHNA IyMa B NPCAbIAYIINX
3ampocax.

Meron TRansferable EMbedding based Black-box
Attack (TREMBA) [46] npeanonaraeT nCroib30BaHue
Mozenu apxutekTypbl Encoder-Decoder [76] mist orpanu-
YEHUsI IPOCTPAHCTBA TIOMCKA BPEIOHOCHOTO BO3MYILICHNS,
YTO TTO3BOJISIET 3HAYUTEIILHO YCKOPSTH MTPOLIECC TeHEPAInN
HCKaKCHUS.

B pabote [47] mpemiokeHo UCTIONB30BaHNE JTOTIONTHHU-
TEJIbHOW 3aMellarolleil MOJEIH JJIsl FeHEpalui HauaJIbHOIO
BO3MYIICHHA. Mes MeTona 3akirodaeTcst B MPUMCHEHUH
TeHeparopa I CHHTe3a N300pakeHNH, BIIOCIEACTBUN
00pabaThIBaeMBbIX IETIEBOM MOJIENBIO, M 00yUEHUN MOJIEITH
Ha CHHTC3UPOBAHHBIX JaHHBIX U MMOJYUYCHHBIX OTKIHKAX.
Takoll moaXo/ MO3BOJSET BOCIPOU3BECTH I'PAHULLBI [IPU-
HSTHUS PELICHHS LIEJICBOM MOJIENIN M MCII0JIb30BaTh CUHTE-
3UPOBAHHBIC H300PAKECHUS B KAYSCTBE UCXOMHBIX TAHHBIX
JUISL CO3/IaHMsI BPEIOHOCHOTO BO3MYIIICHHSI.

MHorue uccieJ0BaHus Pa3BUBAIOT UJICIO aTaK Ha OCHO-
B€ MEPEHOCca BPEAOHOCHOro Bo3My1ueHus [48—50].

Kpome paccMOTpeHHBIX KOHBEHIIMOHATBHBIX COCTSI-
3aTENbHBIX aTakK, TAaK)Ke CYIIECTBYIOT METOMBI, IPEIIIO-
JararpIie HeorpaHHIeHHOe Bo3MmymeHue [51-56]. s
HapyIIeHus paboThI IETIeBOH CUCTEMBI TIPH TaKHX aTaKax
MOTYT OBITh HCIOIB30BAaHBI TAKWE NCKAKEHUS, KaK MOBO-
poT u300paxkeHus [52], 3HAYUTEIBHOE U3MEHEHHE IIBETO-
BBIX KOMITOHEHT [51], mobaBienue atpudytos [53] u ap. K
YKa3aHHBIM aTakaM OTHOCATCS Taioke aundeiiku [55, 56],
TMIO3BOJISIIOLINE MOIMEHSTH YEJIOBEKa Ha N300PayKEHUH HIIH
B BHJICOIIOTOKE Ha JAPYToe JINIO, (POPMUPYS TTOJICIIKY.

Jpyroii BUI aTak HA OCHOBE BPEIOHOCHBIX BO3MYIIIC-
HUH — MOTU(UKALINS MOJICIIU TIOCPEACTBOM BCTPAMBAHUS
09kmopa [66—69]. BHenperune 69k10pa B IENEBYIO CHCTEMY
BO3MOXHO ITyTeM H00aBICHUS TPUTTEPOB B BUJIE CIICIIH-
(hMIHBIX TaTTEPHOB BO3MYIICHUI Ha JIEMEHTH 00ydaro-
et BeIOopku. [Ipu 3TOM MOTYT OBITH MCTIONB30BAHBI KaK
orpaHHYeHHBIE [60], TaK M HEOrPaHWYECHHBIE BO3MYIICHNS,
B TOM YHCJIE B BUJIE COCTSI3aTeNIbHBIX naruel [67].

Meton moaudukanuu mneineBoit cucremsr DPatch [67]
IpeAroaraeT HaHeCeHHe Ha M300pakeHHsT HeOOIBIIOTO
BUJIMMOT'0 MCKaKEHUSI, ITPECTABIISIONIEro co00i KBaapar-
HYI0 00s1acTh pazmMepom ot 20 X 20 mukcenoB. Yka3aHHBIH
METOJl OPHCHTHUPOBAH Ha CHCTEMBI O0OHAPYKEHHSI OOBCKTOB
Ha n300pakeHrH. OCHOBHBIM HEIOCTATKOM COCTSI3aTeITb-
HBIX ITaT4eH sSBISACTCS WX 3aMETHOCTD JIJIS YeNIOBEKa, U4TO
3HAYUTEIFHO YIPOIIaeT uX o0HapyxeHue. /i1 npuaanus
TpHUrTepaM 0osee eCTECTBEHHOTO BUAA ITPEUIOKESHBI METO-
JIBI, aANTUPYIOIINE TTATYH T0J] €CTECTBEHHBIC OTPAKCHUS
WITH TeHH [68] 1 MCTIONB3YIOIIIE TUIABHYIO HE3HAYUTETIHHYTO
nedopmaruo nzodpaxenus [69]. B padore [66] pazpaboTan
METO/, MPEAINOoJaralonii BCTpauBaHue 03K10pa mocpe/-
CTBOM BHECEHHSI BPEOHOCHOTO BO3MYIIEHUS, CDABHUMO-
r0 C KOHBEHIIMOHAJIbHBIMH COCTS3aTEIbHBIMU aTaKaMHU.

PaccMoTpeHHBIC METOBI aTaKH B OCHOBHOM HArpaB-
JICHBI HA HEKOPPEKTHBINA OTKIIMK MOJICIIU TPH KIaCCUPHKA-
IIUH, OTHAKO TAK)KE CYIICCTBYIOT METO/IBI, HAIIPABICHHBIC
Ha HapylIeHne paboThl HEHPOHHBIX CETeH MPH pENICHUH
IpyTUX 3a1a4 00padoTku u3o0paxenuit [57-59].
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Metoanbl HpOTPIBOI[eﬁCTBHﬂ aTaKaM Ha OCHOBE
BPEIOHOCHBIX BO3MyllleHl/ll7[

Bcnencreue akTyaabHOCTH U 3HAYMMOCTH PACCMOTPEH-
HBIX aTakK JIsi MHOTHUX CHCTEM, OBLTH pa3paboTaHbl METOIBI
npOTHBOACHCTBUS UM. CyIIECTBYIONIHE METOIbI 3aI[HUThI
BKJTIOUAIOT:

— MeTobl MoauduKaluu neneBoit monenu [17, 77, 78];
— METOJIbI MOJTU(DHUKAIIAHU T[CJICBOW CUCTEMBI, pealIU3yF0-

1IEH TEXHOJIOTUU UCKYCCTBEHHOTO nHTeIiekTa [71, 79,

80];

— 1mpenoOpaboTKy MM W3MCHCHHUE BXOIHBIX JaHHBIX

[79-83].

Kpome Toro, HEKOTOpBIE METOMBI MPEAIONIAraloT KaKk
oOHapy)keHHe, TaK M yCTPaHCHNE NCKaKEHHS FITH €To BIIH-
SIHHASA Ha HeWpoHHYIO0 ceTb [17, 77, 78, 80—83], Torma kak
JIpyrue — Tonbko oOHapyxkenue [71, 79].

OTMETHM, YTO METOJBI 3aIIUTHI JOJKHBI YIOBJICTBO-
PATH CeayommM Kpurepusam [71]:

— MUHHMMAaJIBHOC BO3ICHCTBUC HA ApXUTCKTYPY;
— MHHHMAaJIbHOE BIUSHUE HA MTOKa3aTelld KauecTBa;
— MUHHMAJIBHOC BIIMSIHUC HA OBICTPOJICHCTBHE.

OHUM U3 METOJIOB, MPEIIONATAONINX MOTUDUKAIIAIO
MOJIEINH, SIBIISICTCS cocTsizarenbHoe oOyueHne (Adversarial
Learning) [17, 77, 79]. CymHOCTh METOAA 3aKJIFOYACTCS B
00OyYeHHUH [IeIeBOI MOJEITN B TOM YHCIIE Ha IK3EMIUIIPAX,
CoZIeprKaIlnX BPeTOHOCHOE HCKaKEHHE, OTHAKO COMTOCTaB-
JISIEMBIX C KOPPEKTHBIM OTKIMKOM. COTJIaCHO MCCIIeIOBAHH-
SM, TIPH COCTA3AaTEIHHOM OOYYCHHH OIS HEKOPPEKTHBIX
OTKJIMKOB TIPH aJpecaliuu ataku, ocHoBanHoi Ha FGSM,
cHuzunacs ¢ 89,4 % no 17,9 % [78]. Ognako npumeHe-
HHE YKa3aHHOTO METOJIa 3allUThl BIUSET U Ha 00paboTKy
JTAaHHBIX, HE COAEPIKAIIUX BPEJOHOCHOTO BO3MYIICHUS —
TOYHOCTh KJIaCCU(PUKAIUU CHIDKACTCS. CIIOKHOCTHIO TIPU
COCTsI3aTeJIbHOM OOyuYeHUH sBIIIEeTCS OOecreueHue pe-
MPE3CHTATUBHOCTH 00yJaromield BRIOOPKU U KOHTPOJb €€
CTaTHCTHYECKOTO pacmpeneneHus. Kpome Toro, yka3aHHbBIH
METOJI TIPEIIoIaraeT nepeodyyeHne neneBoil HeUpOHHOH
CETH, UTO HE BCET/]a BO3MOKHO.

Takoit Meron, kak 3amuTHas gucTwninms (Defense
Distillation) [71], mpenmonaraer o0y4eHHe JOMOTHUTENb-
HOUM HEHPOHHOU CETH MIAEHTHUYHOM apXUTEKTYpPbl, OIHAKO
WCIIONB3yIomIel pu 00yuyeHUH B Ka4yeCTBE MPEIUKTOPOB
OTKJIMKH 3aIHUIAeMO MOICIH, MPEACTABIAIONINE CO0Oi
BEPOSTHOCTU OTHECCHUS BXOIHOTO U300PaKCHUS K TOMY
WM UHOMY KJaccy. [Ipu reHepaiuu u HaJIOKCHUU BPEIO-
HOCHOTO MCKQ)XCHHSI BEPOSTHOCTh OTHCCCHHS BXOJHBIX
JMAHHBIX K HCKOPPEKTHOMY KJIacCy HEPEIKO TOCTUTACT
3HAYCHUH, HE XapaKTePHBIX U «IUCTHIX» N300paKeHHN.
Takast yBepeHHOCTb B KJIaCCH(PHUKAIIUHU MPEICTABIACT CO-
001t aHOMAJIHIO, KOTOpast MOXKET OBITH OOHApY)KEHA 3alllH-
mraromel HelipoHHOH ceThio. OIHAKO 3alUTHAS TUCTUILIS-
LU HE MO3BOJISIET OOHAPY)KUBAaTh HEKOTOPHIC BHIBI aTak,
Hanpumep, C&W [30].

Jpyrum BapuaHTOM IIPOTUBOACUCTBHS PACCMOTPEHHBIM
aTakaMm sIBJISICTCSI C)KATHE MapaMETPOB BXOIHBIX JaHHBIX
(Feature Squeezing) [79], 4TO MOXET OBITh JOCTUTHYTO B
TOM YHCJIC MPU MOHMKEHUU PAa3MEPHOCTH METaIaHHBIX.
Merton npeamonaract 00padoTKy Kak OPUTHHAIIBHOTO U30-
Opa’keHUs] MOJICTBIO MAIITMHHOTO OOYYCHHUS 3alIUIacMOi
CHUCTEMBI, pean3yIoNieil TEXHOJIOTHH UCKYCCTBEHHOTO

MHTEIUICKTa, TaK ¥ MOAU(PHUIMPOBAHHOTO M300paKEHHS
JIONIOJIHUTEILHON HEHPOHHOW ceTbio. Monudukamnus
BXOJIHBIX JaHHBIX HapylIaeT IeJIOCTHOCTh BPEJOHOCHO-
TO BO3MYIICHUS, BHOCHMOTO aTaKoi, B Pe3ybTaTe 4ero
HEHpPOHHBIC CETH BEPHYT Pa3iIMUHBIC OTKIUKHU, YTO OymeT
CBUJCTEIHCTBOBATE O (pakTe araku. C)kaTHe mapaMeTpoB
1 3aIIUTHAS JUCTIIIISAINS MPEAIIONaraloT HCIIOIb30BaHNE
JIOIIOJIHUTEIbHON HEMPOHHOHN CETH, UYTO MPEACTaBIAET
c000¥ 3HAYUTENBHYIO N30BITOYHOCTD, a TAKKE TTO3BOJISIOT
TOJIBKO OOHAPY)KMBATh aTaKy.

Mertox cepruduxarmonnoii 3amutsl (Certified Defense)
[81] mpenocTaBnsieT rapaHTUIO YCTOHYUBOCTH MOJAEIH
K aTakaM Ha OCHOBE BPEJOHOCHBIX BO3MYIIEHUH ompe-
JIeNIeHHOH HOpMBI. [1oBbIIIEHHE YCTOHYMBOCTH MOJAEIH
JIOCTUTAETCS C MIOMOIIBIO0 BBIYHCICHUS HUKHEU TPaHUIIBI
L, HOpMBI BO3MYILICHNS 171l IPOBEICHNUS! YCIICIIHOI aTaKy
U TIPIMEHEHHS IPe00pa30BaHU, HAIPABICHHBIX HA HAPY-
IEeHHUE MET0CTHOCTH HeKakeHus [81, 82]. OnHako Takue
METOJIBI 3aIIUTHI, KaK M COCTA3aTeIbHOe 00yUueHne, HeTa-
THBHO BIUSIOT Ha TOKa3aTelIH kadecTBa Moxenu. Kpome
TOTO, METOJIBI, PEATM3YIOIIHE CEPTUPHUKAIIMOHHYIO 3aIUTY,
MIO3BOJISIOT OPTaHW30BATh 3AIIUTY MOJICIH OT BO3MYIIICHUIH
J10 ompeesaeHHONM HopMbl. IHbIMU clioBamu, yKa3aHHBIN
METO/]] 3alIUTHl HE MO3BOJAET OPraHU30BaTh 3AIUTY OT
MHOKECTBA Pa3JINUHbIX aTak.

[TpoTuBOAEiicTBHE aTakaM Ha OCHOBE BPEJOHOCHBIX
BO3MYIIIEHUH MOET OBITh PEaIN30BaAHO MOCPEICTBOM
mymonoaasinenus [80, 83]. Takue MeTonbI 3alUTHI TPE-
MOJIATal0T O0HAPYKCHHUE M KIACCH(DHUKAINIO aTaKH C I10-
CIIEIYIOINM YCTpaHEHHEM HCKakeHHs. OTHAKO METOIBI
ITYMOTIOIaBIICHUS HE MO3BOJISIOT OKa3bIBaTh d(PPEeKTHB-
HOE MPOTUBOJCHCTBHE HEKOTOPHIM aTakaM, B TOM YHCIIE
FGSM [18, 19] u BIM [23]. Kpome Toro, OHU TIpeArona-
rafoT CUTHATYpPHOE OTpENeIeHNe aTaK, 9To He TO3BOJIET
OpPraHM30BaTh 3aIUTY OT HEU3BECTHBIX CUCTEME aTak.

JIOCTOMHCTBA U HEIOCTATKH PACCMOTPEHHBIX METOI0B
MPUBE/ICHBI B Ta0. 3.

CornacHo Ta0i. 3, CyIECTBYIOIINE METOAbI UMCIOT
3HauMTeNbHBIe HenocTatku. Hanbonee pacnpocTpaHeH-
HBI HEJJOCTATOK METOMIOB MPOTHBOACHCTBUS — HCIIOJNb-
30BaHHE JIOTIOJHUTEIBHON HEMPOHHOU CETH, 4TO TpedyeT
YBEITUYCHUS BBIYUCIUTEIBEHBIX MOIIHOCTEH. DTOT (aKT
HaKJIaIbIBaeT 3HAYNUTEIbHBIC OTPAHIMYCHHSI Ha 00IacTh
MPUMEHEHHS METOJIOB, 00JIaal0NUX YKa3aHHBIM He-
noctatkoM. Elie oguH HeMaJlIOBa)KHBIM HETOCTATOK —
HEBO3MOKHOCTh YCTPaHEHHsI BO3MYIIEHHSI, YTO B CBOIO
odepeslb OrpaHUYUBaeT ooOnacth npumeHenus. Tak, Ha-
MIPUMEP, METO/Ibl 3aIUTHI, HE MMO3BOJISIOIINE YCTPAHSITh
BO3MYyIeHHEe Hed(D(PEKTHBHBI B CHCTEMax peallbHOTO
BPEMCHH, TAKUX Kak OeCHIIOTHBIN TpancnopT. Kpome
TOTO, JJIsI HEKOTOPBIX METOJOB 3aIIUTHl UMEET MECTO
CHMJKEHHE TOKa3aTelied KauecTBa LEJEBONH MOJICIH.

Bo3mo:kHBIe TOAX0/bI K 00HAPYKEHHIO  YCTPAHEHHI0
BPEIOHOCHBIX BO3MYILCHHUIH

prO3I>I, CBA3AaHHBIC C aTaKaMU Ha OCHOBE BPEAOHOC-
HBIX UCKKEHUU — AKTyaJIbHbl U KPUTUYHBI JJI1 MHOTUX
CUCTEM, PCATMIYIOIUX TEXHOJOI'MHU UCKYCCTBEHHOI'O UH-
TCJUJICKTA B PA3JIMYHBIX MPUKIAJIHBIX obmactsax. B 1o ke
BpEeMs HEAOCTATKU U OIPAHUYCHHA CYHICCTBYHOLIUX ME-
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Tabnuya 3. CpaBHEHHE METOIOB MTPOTHBOICHCTBHUS aTakaM Ha OCHOBE BPEIAOHOCHBIX BO3MYIICHUI

Table 3. Comparison of defense methods against attacks based on malicious perturbation

Meron JlocTouncrea Henocrarku
CocTts3arenpHoe o0ydeHHE | — IM03BOJSIET UTHOPUPOBATh BPEAOHOCHOE BO3- | — CHHIKEHHE IOKa3aTesiel KauecTBa IeIeBOH
[17,77, 78] MYILICHHE; MOJICIIN;

— HE MPenojaracT JOMOJTHATEIBHBIX BBIYUC- | — KOHTPOJIb PEMPE3EHTATUBHOCTH 00yJaromeit
TeHUH BBIOOPKH;

— HEOOXOAMMOCTS IepeoOydeHH s IIeJICBOH Hell-
pOHHOI1 ceTn

SamuTHast qucTrisaus [71]

— HC OKAa3bIBACT 3HAYHUTCIILHOI'O BIIMSIHUA HA Ka-
YECTBO L[EJIEBOM HEHPOHHOM CETH;
— TO3BOISIET OOHAPYKUBATh ATAKN

— UCHOJIb30BAHUE JIOTIOJIHUTENIBHON HEHPOHHON
CeTH;

— HEYCTOMYMBOCTh K HEKOTOPBIM METO/IaM ara-
KU,

— HE TI03BOJISIET YCTPAHATh BO3MYIIEHHE

Cikarue napameTpos [79]

— HE OKa3bIBaCT 3HAYMTEIHLHOTO BIUSHUS HA Ka-
YEeCTBO 1[€JIEBO HEHPOHHOMU CEeTH;
— MO03BOJIsIeT OOHAPY)KUBATh aTaKH

— HCII0JIb30BaHKE JONOIHUTEIbHON HEHPOHHOM
CeTH;

— HE M03BOJISIET YCTPAHATh BO3MYIIEHNUE;

— HETPUMEHHUM B CHUCTEMaX, IJi¢ KadyeCTBO U30-
OpaxxeHHs] KPUTHUECKH BaXKHO

CepTI/I(bI/IKaL[I/IOHHaSI 3anuTa | — IMO3BOJIACT YCTPAHATH BPEAOHOCHOC BO3MY-

[81, 82] HICHUE;

OHaJa;

JICHHON HOPMBI

— COXpPaHCHUE Ka4€CTBa IPH UCII0JIb30BaHUU I
3aIIUThI HEWPOHHBIX CETeH CXOXKEro (yHKIHU-

— TapaHTHs 3aIIUTHI OT BO3MYIICHUS 10 OIIpe/ie-

— CHUKEHHE TTOKa3aTeJiel KadyecTBa ueneBoﬁ
MOIECIIN,

— CJIO)KHOCTb aJalTalui KO MHOXECTBY pas-
JIMYHBIX aTakK

lymononasnenue [80, 83]
ICHUE;

— IMO3BOJIAET YCTPAHUTL BPEAOHOCHOE BO3MY-

— IOBBIIICHUEC Kauy€CTBa H306pa)KCHPI5{

— HCIIOJIb30BaHUE JONOIHUTEIbHOM HeHPOHHOM
ceTH;

— 3aBHCUMOCTH 3P(HEKTUBHOCTH OT IEICBO
Mozieny;

— HEYCTOHYMBOCTH K HEKOTOPBIM METO/IaM aTa-
KH;

— HU3Kas 9QPEKTUBHOCTH IIPOTHB HEM3BECTHBIX
aTax;

— BO3MOJKHOCTB YJQJICHUs! 3HAYMMOM MH(OP-
MalUH.

TOJIOB 3aIUTHI HE MO3BOJISIIOT OKa3bIBaTh d(PHEKTHUBHOTO
NIPOTUBOJCICTBUS yKa3aHHBIM aTakaM. BBUIYy U3J10kKEH-
HOTO MPOTHUBOPEUHUS] BO3HUKAECT HEOOXOAMMOCTH YITyulIlle-
HUS CYHIECTBYIOIIMX M Pa3pabOTKH HOBBIX MOJXOJIOB K
MIPOTUBOJICIICTBHUIO.

OOHapy’keHHe BPEJOHOCHOTO BO3MYIIEHHUSI BO3MOXK-
HO MOCPEJCTBOM CTAaTHCTUYECKOTO aHalIu3a IIyMOBOMN
KOMIIOHECHTBHI M300paKeHUS, B TOM YHCIIC TP ITOMOIIU
JUCKPETHOTO KOCHHYCHOTO IPeo0pa30BaHUs M JUCKPET-
HOTO TIpeoOpazoBanmst Oypre. s aHamM3a pe3ynpTaToB
mpeoOpa3oBaHUil BO3MOXXHO MCITOJIB30BAHUE HEYETHOTO
GaitecoBckoro knaccupukaropa (Bayesian fuzzy clustering)
[84], a st 0O6pabOTKM IITyMOBOI KOMITOHEHTHI B M3HAYAITb-
HOM BHIe — Kputepus xu-kBaapar (Chi-squared test) [85].
JaHHbIi TOAX0A MOXKET UMETh OrpaHMYEHUE MO0 MUHHU-
MaJbHOM HOpME BO3MYIIICHUSI.

VYcTpaneHue BO3MYIIEHHs] BO3MOXKHO IIPU BHECEHUU
00paTHMBIX BU3yaJIbHBIX MOAN(DHKAINI U UCKKSHUH H30-
Opaxenus. Torna UCTIONB30BAHNE MPSIMBIX U 00PATHBIX
npeoOpa3oBaHUil B pa3IMYHOM IMOPSIIKE MOTCHIIHAIBHO
[03BOJIUT HAPYUIUTh LIEJIOCTHOCTh BPEJOHOCHOTO BO3-
MYIIeHUSA. 3aMETUM, YTO MPEIT0KEHHBIA TTOIX0I MOXKET
MMETh OIPaHUYEHHE 10 MAKCUMAaJIbHOW HOPME yCTpaHse-

MOT'0 UCKaXEHHSI 1 MOXKET ObITh HEIPHUMEHHUM B HEKOTOPBIX
MPUKIIAHBIX 00JIACTSIX.

B 10 e Bpems addexkTuBHOE MPOTHBOACHCTBHE aTa-
KaM, ONTUMHU3UPOBAHHBIM 110 IICEBIOHOPME L), Ipearnona-
raeT MCIOJh30BAHUE MHBIX MMOIXO0J0B, OMMCAHHBIX Jajee.
OO0HapyKXeHUE BPEIOHOCHOTO MCKAKCHHS, XapaKTEPHOTO
JUTS YKa3aHHBIX aTaK, BO3MOXKHO TIOCPEICTBOM CTaTHUCTH-
YECKUX METO/IOB, HAIIpUMEP: Z-OlEeHKH, TUCTOTPAMMHOTO
aHaJM3a, BRIYHCICHUS paccTossHus MaxamanobOuca [86].
BBuny Hanmmuus onpenereHHBIX HEI0CTaTKOB B yKa3aH-
HBIX METOJaX, BO3MOYKHO HCIIOJh30BaHUE MX KOMOWHAITHH.
Kpome Toro, HEeKOTOpbIe METOIBI TAK)KE BEIYUCIISIOT MIPE-
nosiaraembie R GB-KOMITOHEHTHI MCKa)KEHHOUW 00IacTH.

KoMOuHaIus peyioKeHHBIX MOAX0I0B MOTCHIIHAIb-
HO T03BOJIIET OOHAPY)KUBATh U YCTPAHSTH BPEIOHOCHBIC
BO3MYIICHHS BHE 3aBUCHMOCTH OT UX HOpMBI. Creyer
OTMETHTh, YTO ONHUCAHHBIC TIOIXO/bI TPUMEHUMBI HCKITIO-
YUTEIHHO JIJIsI OTPAHUYCHHBIX HCKAKCHUH.

3akiaouenune

Yrpo3sl, CBI3aHHBIE C aTaKaMU HA OCHOBE BPEOHOC-
HBIX UCKAKCHUM, SIBJISTIOTCS aKTyaJIbHBIMH U KPUTHYHBIMHU
JUISE MHOTUX CHCTEM, PEAU3YIOIIUX TEXHOJIOTUU UCKYC-
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CTBEHHOT'0 MHTEIJUIEKTA B PA3JIMYHBIX NPUKIAIHBIX 00JIa-
cTsX. B TO ke BpeMsl HeOCTaTKU U OrpaHUUYEHUS CyIle-
CTBYIOIIMX METOAOB 3aIlUTHI HE MO3BOJISAIOT OKA3bIBATh
3¢ (PEeKTHBHOTO MPOTHUBOCHCTBHS YKa3aHHBIM arakam. M3-
32 M3JI0KEHHOTO IIPOTUBOPEUHSI BO3HUKAET HEOOXOIMMOCTh
YIy4IIEHHS CYIIECTBYIOUINX U pa3pabOTKN HOBBIX IOXO-
JIOB K TIPOTHBOICHCTBHIO. B paboTe paccMOTpeHBI HEKOTO-
pbIe BO3MOXKHBIE BAPHAHTHI PELICHUS IPOTUBOPEUNSI.
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