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PaccMOTpeHBI U3BECTHBIC MOAXOABI K OLCHKE d()(GEKTUBHOCTH U K NPOEKTHPOBAHUIO CPEACTB 3AIIUTHl MH()OPMAIIHOHHBIX
CHCTEM, B PE3yJIbTaTe YETro BBISBIICH UX OOIIMI HEJOCTATOK, 3aKIIOYAIOIIUICS B TOM, YTO JAHHBIE MOAXOABI HE TO3BOJISIOT
paccMaTpuBaTh yrpo3bl HHYOPMAIIMOHHOH 0€30MacHOCTH B Ka4eCTBE IKCIUTyaTallMOHHOW XapaKTepUCTHKU MH(POPMALUOH-
HOM cucTeMbl. DTO HE MO3BOJIAET IOCTPOUTH aJCKBATHYIO MOZENb HH(POPMALIMOHHOH CHCTEMBI, B TOM YHCJIE 3AlUIICHHOM,
KaK CHCTEMBI C OTKa3aMH M BOCCTaHOBJIECHMSMHM, XapaKT€PHU3yeMbIMH BO3HHKHOBEHHEM U YCTPAHEHHEM YIpo3 B IpOLECCE
9KCIUTyaTallid CUCTEMBI, HE MO3BOJISIET BBIIBUTH M COOTBETCTBYIOILINE B3aHMOCBSI3H, B TOM YHCIIE BPEMEHHbIE, MEXY yIPO-
3aMH U UX COBOKYITHOCTSIMH, SKCIUTyaTUPyEMBIMU aTaKaMH, BBECTH KOJMYECTBEHHBIE MEPHI aKTYaIbHOCTH YTpo3 U 3 dex-
THUBHOCTH aTaK KaK AKCILUTyaTal[HOHHBIX XapaKTEPHCTHK CUCTEMBI U, KaK CIEICTBHE, KOJTHIECTBEHHO OIEHUTh YPOBEHB IKC-
ILUTyaTaI[IOHHON 0€30MacHOCTH HH(POPMAIMOHHON CHCTEMBI B 3 ()EKTHBHOCTH CPECTB 3alUTHL. [IpeaIoskeHbl OCHOBBI T€O-
pHU SKCIUTyaTalMOHHOHW MH(OPManNOHHON 0€30I1aCHOCTH, BBEJCHBI OCHOBHBIE IKCILTyaTAI[IOHHBIE MapaMeTPhl M XapaKTe-
PHUCTHKH, MPEJUIOKEH MOAXOA K OLEHUBAHHIO SKCILUTYyaTAI[MOHHBIX XapaKTEPUCTHK WH()OPMAIHMOHHON CHCTEMBI, BBEAEHBI
9KCIUTyaTallHOHHBIE XapAKTEPHCTHKU PHCKA HapylIeHWH O€30MacHOCTH MH(OPMAIMOHHON CHCTEMBI, B TOM YHCIIE PHCKa
MOTEPb.

KiroueBble ciioBa: nHpopManmoHHas 0€30macHOCTb, 3aluTa MHpOpMannu, HHGOPMALMOHHAS CHCTEMa, yrposa, aTaka,
9KCINTyaTallMoOHHast 6e30I1aCHOCTh, YPOBEHb 0€30IIaCHOCTH, HECAHKI[MOHUPOBAHHBIN JIOCTYII, OIeHKa d((QEKTHBHOCTH, TEO-
pHSL MacCOBOTO OOCITYKMBAHHUS, TEOPHS HATIEKHOCTH, CPEACTBO 3AIIUTHI, PHCK.
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The paper deals with widely used methods for effectiveness evolution and information systems security tools development.
Their general disadvantage that consists in not giving the possibility to consider security threats as information system opera-
tional characteristic is revealed. Therefore, an adequate information system model can’t be created, including secure infor-
mation system like system with failure and recovery parameters, characterized by threats appearing and elimination during
system operation. Also it doesn’t make it possible to identify appropriate relationship (including time ones), between threats
and their exploited aggregates and doesn’t give the possibility to introduce quantitative measures of the threats relevance and
attacks effectiveness (like system operational characteristic). Consequently, it doesn’t make it possible to estimate the level of
information system operational security and security tools effectiveness. The principles of operational security theory are
suggested, base operational parameters and characteristics are introduced, a method for operational characteristics of infor-
mation system estimation is proposed, operational characteristics of risks for information system security threats and loss
risks are stated.
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BBenenune

ITon maremaTnueckoi Teopueil pucka GopManbHO TTOHUMAETCsl COBOKYITHOCTh MOJIeNIeH U METOJIOB T€O-
PpHUH BEpOSTHOCTEH, NPUMEHSIEMBIX K aHAJIH3Y CIy4alHBIX BEJIMYHMH U UX pacnpenesieHui [1]. OTo oOycioBieHoO
TEM, 4TO BEJINUYMHA BO3MOKHOT'O yIlepOa B CTOXaCTHYECKOI CUTyalluK IO OCYIIECTBICHHUS 3TOW CUTYallMN HEeu3-
BECTHA M ITOTOMY ciIydaiiHa. PHCKOM jke Ha3hIBalOT COBOKYITHOCTH 3HAYECHUsI BO3MOXKHOTO yIepOa B HEKOTOPOH
CTOXAaCTHUYECKOW CUTYalluH U €ro BeposiTHOCTH [1, 2].

IIpumeHeHNIO TEOpUH pUCKa B 00JaCTH WHPOPMAITMOHHON 0€30MacHOCTH, B YaCTHOCTH, JIJISl OTICHKH d(-
(DEeKTHBHOCTH CPE/CTB 3aAIIMUTHI HH(YOPMALMH U TP IPOESKTHPOBAHUH 3aIUIICHHON HH()OPMAIIIOHHONW CHCTEMBI
(manee VIC), BBUAY aKTyaJIbHOCTH JAHHOW 3a/1a4d, B HACTOSIIEE BpeMs IMOCBSIICHO JOCTATOYHO MHOTO padoT,
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Hanpumep [3—8]. OOmuit HeMOCTATOK M3BECTHBIX TOAXOJOB COCTOUT B TOM, YTO OHH HE MMO3BOJISIOT PACCMATPH-
BaTh Yrpo3bl MH(QOPMAIIMOHHON 0E30MacHOCTH B KAuecTBE JKCIUTyaTalMoHHOU xapaktepuctuku MC. D1o He
MO3BOJIICT IMMOCTPOUTH aieKBaTHYIO0 Moziesb MIC, B TOM YHcIe 3alIUIIeHHOW, KaKk CHCTEMbI C OTKa3aMH U BOCCTa-
HOBJICHHUSIMH, XapaKTePH3yEeMBIMH BO3HUKHOBCHIEM U YCTPAHEHUEM YTPO3 B IPOIIECCE IKCIUIyaTalluy CUCTEMBI,
HE MMO3BOJISICT BBISIBUTHh U COOTBETCTBYIOIINE B3aUMOCBSI3H, B TIEPBYIO OUEPElb, BpEMEHHBIC, MEXIY YIpo3aMHu U
WX COBOKYITHOCTSIMH, KCIUTYaTUPYEMBIMH aTaKaMHU, BBECTH KOJHYECTBEHHBIE MEPHI aKTyalIlbHOCTH Yrpo3 U 3¢-
(heKTHMBHOCTH aTaK KaK dKCIUTYaTAIlMOHHBIX XapaKTEPUCTHK CHCTEMBI M, KaK CJIEICTBHE, aJeKBaTHO KOJIUYIECT-
BEHHO OIIEHUTH dKCIUTyaTallnOHHBIE XapaKTEPUCTUKH pUCKa HapymeHnii 6e3omacaocta NC.

IKCIIyaTAIIMOHHbIE XapAKTePHCTHKH PHCKa

[Ipexme Bcero, B paMKaXx OCHOB M3JIaracMoil TEOPHH IKCILTyaTallHOHHON MH(GOPMAIIMOHHOH Oe30MmacHo-
CTH BBEJICM OCHOBHEBIC IMOHSITHUS, ONMPEACTUM KITFOUEBBIC SKCILTyaTal[HOHHBIC TapaMeTphl U Xxapakrepuctuku MC.

[on sxcnayamayuonnou ungopmayuonnou 6e3onacnocmuio nounmaercs ceoiictso MC ¢yHkunonupo-
BaTh B 0€30ITaCHOM COCTOSTHUU — 0€3 00HapyKEHHBIX B HEW JINOO BHECEHHBIX B HEE B TMPOIIECCe IKCILTyaTalluy U
HE YCTPAHEHHBIX «KaHAJIOBY» HECAHKIIMOHUPOBAHHOTO JOCTYTIA K HH(POPMAITHH.

Hon «xananomy» mecankyuonuposanHozo docmyna K ungopmayuyu monnMaercs nossusmmiics B C mo
KaKHM-JINOO TPUYNHAM CTI0CO0 OCYIIECTBICHUS 3IOYMBIIUIEHHIKOM HECAHKIIMOHUPOBAHHOTO JIOCTYIIA C KaKOH-
0o 1enpo K 00pabdaTeiBaeMoil B cucteMe HH(OpMAaIiy Bo BpeMs dkciuryaranuu MC.

Ilon napyuenuem sxcnayamayuonnoi ungopmayuonnol bezonacnocmu oHuMaercs: ooHapyxenune B MC
100 BHECCHHUE B HEE B MPOIIECCE IKCILUTyaTallMH «KAaHAJIOBY HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH(POPMAIIHH.

Mon yeposoii 6ezonacnocmu MC moHMMaeTcsi HapylleHHE €€ SKCIUTyaTalluOHHOM WH(OPMaIMOHHOMN
Oe3omacHOCTH B pe3ynbrarte oOHapykeHus B MIC muO0 BHECEHUS B HEe B IPOIECCE IKCIUIYATAIUH «KAHAJIOBY
HECAHKIIMOHUPOBAHHOTO JIOCTYIa K MHPOPMALIUU.

3ameuanue. Hapynienue sKCIuTyaTalliOHHOW HMHQOpMannoHHON Oe3onacHocTH (yrpo3a 0e30macHOCTH
HC) — 3T0 He ecTh OCYIIECTBICHNE HECAHKIIMOHUPOBAHHOTO JIOCTYNa K MH(OPMAINH, 5TO BOSHUKHOBEHHUE yC-
noBuit s ycnemHod ataku Ha VIC ¢ BCIIONB30BaHWEM CYIIECTBYIOMIETO (BBIIBICHHOTO) B CHCTEME HEyCTpa-
HEHHOTO «KaHaJay («KaHAJIOB)) HECAaHKIIMOHMPOBAHHOTO JOCTYIA K HH(POPMAIIHH.

BBenmem oCHOBHBIE SKCIUTyaTallMOHHBIE TapaMeTphl U XapakrtepucTuku VC, koTopsie OyaAyT majnee HaMH
WCIIONB30BaHBI ISl ONPEEeNICHNUs XapaKTepUCTHKN pUCKa KaK AKCIUTyaTarioHHON xapakTepuctuku MC, mocie
Yero ONMpeIeINM 3KCIUTyaTallHOHHbBIE XapaKTePUCTUKH PUCKA, B TOM YHCIIE PHCKA ITOTEPb.

on unmencuernocmovio Hapyuienus KCnIyamayuoHHoOU UHGOPMAYUOHHOU Oe30naAcHOCmU (803HUKHOBe-
Hus yepo3) h Oynem MmoHHMaTh KonmdecTBO oOHapyxeHuit B IC nmubo BHeceHH B Hee B IpoIecce IKCIUIyaTa-
UM «KAHAJIOBY» HECAHKIIMOHHUPOBAHHOTO JOCTYIA K HH)OPMAIIMH B CIUHUILY BPEMCHH.

[on unmencusnocmvio 80CCMAHOBAEHUS IKCNAYAMAYUOHHOU UHPOPMAYUOHHOU Oe30nacHocmu  (Hel-
mpanuzayuyu yepo3) |\ OyneM NOHMMaTh KOJIMYECTBO yCTpaHeHHMH BbIABIEHHBIX B MIC mib0 BHECEHHBIX B Hee
«KaHAaJIOB)» HECAHKIIMOHMPOBAHHOTO JOCTyNa K HHGOPMAIINU B CIUHUILY BPCMCHU.

Mon yposnem skcnayamayuonuot ungopmayuontou bezonachocmu MC 0yaeM NOHUMATh KOJTHYCCTBEH-
HyH0 oreHKY roToBHOCTH VIC K Ge30MacHOM SKCIUTyaTali — 3HaU€HHE BEPOSITHOCTH Py TOro, 4To WHPOpMAaLH-
OHHA$ CHCTeMa TOTOBa K 0€30MaCHOM HKCILTyaTaIlii.

JlaHHbI MOAXOM K OLEHHWBAHUIO YPOBHS JKCIUTyatanuonHoi Oe3omacHoctu VUC, Py= f(A, 1), paccMoT-
pEHHBII HaMHU BIIEpPBEIE B [9], MO3BOJISET MPUMEHUTH MaTEMATHIECKIH amnmmapaT TEOPUU MacCOBOTO OOCITYKHBa-
HUS TS TIOTy9eHHs TpeObyeMoit kommdecTBeHHO# oneHkn [9, 10]. IIpu 3TOM BaKHBIM SIBJISIETCS TOT (DAKT, 4TO
MIPH pacdeTe XapaKTEPHUCTHKH AKCIUTyaTAlIHOHHONH HH(OPMAIMOHHON 0e301MacHOCTH HCHOJB3YIOTCS HE HEKHe
TUIOTETUYCCKHUE, 3aIaHHbIC SKCIIEPTHRIM ITyTeM, 3HaucHus mapaMeTpoB MC, a peanpHbIc 3HAYCHHS TAPaMETPOB,
MOJy4YEHHbIE Ha OCHOBAHWM aHaJM3a COOTBETCTBYIOIIEH CTATHCTHKH yrpo3. DTO MO3BOJISIET TOBOPUTH 00 ajieK-
BaTHOCTH NOJIy4aeMbIX IT0JIOOHBIM 00pa3oM Mozieleil 6e30macHOCTH MH(OPMAIIOHHBIX CUCTEM.

Mon amaxou na ungopmayuonnyio cucmemy OHUMAETCsl BO3AEHCTBUE 3N0yMbInuieHHuKoM Ha MC mo-
CPEJICTBOM HCIIONIb30BaHM (PKCILTyaTanun) oOHapyxeHHbIX B IC 1100 BHECCHHBIX B Hee B MPOIECCe IKCILTya-
TalliU «KaHAJIOBY HECAHKIIMOHUPOBAHHOTO JocTyna K nHpopmarmu (yrpo3 6ezonacHoctu MC).

B o0mem ciydae ataka MHOTOCTYIIEHYaTa M HPEATIONATaeT MOCIEI0BATEINEHOE HCIIONB30BaHUE aTaKOH
HEKOW COBOKYIHOCTH YTI'pO3, IPUCYTCTBYIOMHX B cucTeMe. @opMaibHOE ONMMCaHHUE aTakKH (aTakd, peaan3yeMon
C OIpEENICHHON [eNbI0) IpeaaraeTcs MpeACcTaBIsTh B3BEIICHHBIM OPUEHTHPOBAaHHBIM rpadom ataku Ha MC.

Hon epagpom amaku na ungopmayuonnyro cucmemy TOHUMACTCS B3BEIICHHBIN OPHEHTUPOBAHHEIN Tpad
(i oprpad), BepIIMHAMH KOTOPOTO SIBIISIOTCS YIPO3bI, XapaKTepulyeMbie («B3BEIICHHBIC») BEPOSTHOCTHIO
HAIIM4Xsl OOHAPYKCHHBIX WJIM BHECCHHBIX B CHCTEMY WM HE YCTPAHCHHBIX «KAHAJIOBY» HECAHKIIMOHHPOBAHHOTO
JIOCTyTNa K WH(POPMAIUK, CO3JAIONIUX YIPO3y, KOTOPBIC JOJDKHBI IKCIUTyaTUPOBATHCS (HCIOIB30BATHCA) 3JI0-
YMBIIIJICHHUKOM TIPH OCYIICCTBICHUHM aTaKW; JYyTU Tpada OmpenensioT MOCIeIOBaTEIbHOCT UCIIOIE30BAHUS
3II0OYMBIIIICHHUKOM YTPpo3 (HAalpaBlICHHOTO MEePexo/a MEXK Iy BEPIIUHAMU) P OCYIIECTBICHUH aTaKH.

ITpumep rpada araxu Ha IC npusenen Ha puc. 1. Ha puc. 1 Py, roe » =1,...,R, 0603Ha4aeT BEpOsITHOCTh
OTCYTCTBHS B CHCTEME - yrpo3sl (MH(POPMAIIMOHHAS CHCTEMa TOTOBa K 0€30MacHOM 3KCIUTyaTalluyd B OTHOIIE-
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HUU 7-# yrpo3sl), OAHOH U3 R yrpo3, Mociae0BaTeNbHO IKCILTYaTUPYEMBIX (UCIONb3YEMbIX) 3710 yMBIIIIEHHUKOM
IIPY OCYIIECTBJICHUH OIMCHIBAEMOM rpadoM aTtak. ITy XapaKTEpUCTUKY, KaK OTMEYAIN paHee, Mbl MOXKEM pac-
CUUTATh C MCIOIb30BAHNEM aNIapaTa TEOPUH MacCOBOT0 OOCITYKUBaHHMS.

Pl P2 PoR

o—0O—=0O= ~ ~O—{]

Puc. 1. Mpumep rpacha atakm Ha NC

C y4eToM CKa3aHHOTO MOXKET OBITh CIIeNIaH KpalHe BaXKHBIN BBIBOJ: KakJas MOCIEAYIOIIas yrpo3a, Uc-
ToJib3yeMas MpH OCYIIECTBICHUH aTaKy, MOXKET pacCMaTPUBAThCA, B TEPMUHOJIOTMH TEOpUHN HaaexxkHocTu [11], B
KadyecTBe MapauiebHO BKIFOUCHHOTO B CHCTEMY pe3epBa (IS OCYIIECTBICHUS aTaKH HEOOXOIUMO HCIIONB30-
BaTh BCIO COBOKYIIHOCTh YIPO3, NMPHBEICHHBIX Ha rpade, cMm. puc. 1). Kak ciencrBue, BEpOsSTHOCTh TOTO, YTO
3anuiIeHAas HHQOPMAIIMOHHAs CHCTEMa TOTOBa K 0€30MacHOM 3KCILTyaTallud B OTHOIICHUHU aTaku Py, mocie-
JIOBATEILHO UCIIONB3YIOMmEeH R yrpo3, » = 1,...,R, onpenenseTcs CIeIyoIuM 00pa3om:

R
P0a=1_1_[ (1_P0r)-

r=1

AHanorn4HeIM 00pa3oM (HapajulebHO BKIIIOUEHHBIH Pe3epB) MOKET paccMaTpHBaThCS U CPEACTBO 3a-
LIMTHI, HAPABJICHHOE HA HUBEJIMPOBAHUE YIPO3bI, UCIIOIB3YEMOI aTakol, KOTOPOE MOKET OBITh OXapaKTepH30-
BaHO aHAJIOTHYHBIMU MTAPAMETPAMHU U XapaKTEPUCTHKAMHU.

Ion ecomognocmyuio 3awuuennol uHGopmayuorHol cucmemsl K 6€30RACHOU IKCRIYAMAYUL 8 OmHoule-
HUU amaxu TTOHUMAETCsl BEPOSITHOCTH TOTo, uTo 3amumieHHas MC rorosa k 6€30macHOM dKCIITyaTaluu — B HEH
OTCYTCTBYIOT OOHapy>K€HHbIC JINOO BHECEHHBIE B HEE M HE YCTPAHEHHBIE «KaHAIbI», KaK COOCTBEHHO CO37al0-
1€ YTPO3bl, HCIOIb3yEMbIE aTaKOH, TaK ¥ B CPEACTBE 3aIIUTHI MHPOPMAIINH, IPU3BAaHHOM HUBEINPOBAThH YIPO-
3y (yrpo3ssl), 3KCIUTyaTHPYEMYIO aTakoH, MO3BOJISIOIINE OCYIIECTBUTh HECAHKIMOHUPOBAHHBIM JOCTYN K HH-
¢dopmarum.

COOTBETCTBEHHO IOJ YPOGHEM IKCHAYAMAYUOHHOU UHDOPMAYUOHHOU OE30NACHOCMU 3AUWULEHHOU UH-
Qopmayuonnol cucmemvl 6 OMHOUWEHUY AMAaKy TTIOHUMAeTCs KOJIMYECTBEHHAas OLEHKA I'OTOBHOCTH 3allUIICH-
Hoii IC k Oe3omacHOW SKCIUTyaTallMM — 3HAUYCHHE BEPOSTHOCTH TOTO, YTO 3alIMIICHHAS B OTHOILICHWUH aTaku
HHpOpPMaIMOHHAsE CHCTEMA rOTOBa K 0€30MacHON SKCIUTyaTaluHy.

Bce ckazannoe MoxHO oTHecTH U K MIC B 11enoM. ATaku B 3TOM Cllydae MOTYT pacCMaTpHBAaThCs, B Tep-
MHHOJIOTHH TEOPHM HanexHOcTH [11], B KadecTBe MOCIIENOBATEIBHO BKIIOUYEHHOTO B CHCTEMY pe3epBa (It
OCYIIECTBJICHNSI aTaKW HA CHCTEMY B LIEJIOM 3JIOYMBIIICHHUKY JOCTaTOYHO PEAIM30BaTh OJHY M3 arak). Kax
CJIC/ICTBHE, BEPOSTHOCTh TOTO, YTO MH()OPMAIMOHHAS CHCTEMa TOTOBAa K O€30MacHON SKCINIyaTallid B LIEJIOM,
Pyjcn» TIPU BO3MOXKHOM cOBOKYNHOCTH U3 D atak, d = 1,...,D, kaxk/Jas U3 KOTOPbIX COOTBETCTBEHHO XapaKTepH-

3yercst Py, 4, ONpeaensiercs CIenyomuM 00pa3oM:
D

P Omcry — P Oad*

d=1

C y4geToM TOro, 4TO KaxK1asi yrpo3a, HCIoIb3yeMas IIPH OCYIIECTBICHUN aTaKH, MOXKET PacCMaTPHUBAThCA
B TEPMUHOJIOTHH TEOPHH HANIE)KHOCTH B KaUECTBE MapaJIeNIFHO BKIIIOUYCHHOTO B CHCTEMY pe3epBa, a Kakaas u3
COBOKYITHOCTH BO3MOJKHBIX aTtak Ha MIC MOXeT paccMaTpHBaThCS B KadeCTBE MOCIIEIOBATEIBHO BKIIOUEHHOTO B
CUCTEMY pe3epBa, B 00IeM ciaydae, mpuMeHuTeapHO K MC B 1eloM, MOXEM TOBOPUTH O MOCIEIOBATEIBHO-
MapajuieIbHOM Pe3epPBUPOBaHUM. TakuM 00pa3oM, MBI MOXKEM KOJHMYECTBEHHO OICHUTH ToTOBHOCTH VIC K Oe30-
MACHOM 3KCIUTyaTanuu (BEpOSATHOCTh TOTO, YTO HH(GOPMAIIMOHHAS CHCTEMa FOTOBA K O€30MaCHON SKCILTyaTaIlH )
KaK B OTHOIIICHUH OTJCNIHON aTaKH, TaK U B IICJIOM.

[on cpeonum epemenem mapabomku Ha HapyuwieHue SKCRIYAMAYUOHHOU UHDOPMAYUOHHOU 6e30naACHO-
cmu uHgopmayuonHot cucmemsl (CpeHEe BpeMs HApaOOTKH HA OTKa3 B TEOPUHM HAICIKHOCTH) MOHUMACTCS
CpeIHHI WHTEpBall BpeMeHH, B TeueHne kotoporo MC rotoBa k 6e30macHoil 3KcITyaTanuy (MeX Iy MOMEHTaMU
HapyIIeHUs KCIUTyaTallmoHHON nHpopMmannonHoi 6ezonacHoctn VC). [laHHas XxapaKkTepuUCTHKA ONPEaesieTCst
CJIeIYIOIINM 00pa3oM:

T, = Lo
’ p(1—=P)

DT0 — mapaMeTphl U XapaKTepUCTUKH HemocpeacTBeHHO MC, onpeensionme pUucK OCyIIeCTBICHUS yC-
neurHoi ataku Ha UC.

Hon pucxom napywenua b6ezonacnocmu UHGOpMayuoHHoU cucmemsvl OyJIeM TOHUMATh BEPOSITHOCTh Ha-
CTYIUICHHUS YCJIOBHS HapyIICHHS SKCIUTyaTallioHHONH WH(opmanmoHHOW Oe3omacHocTH MC, MO3BOJISAIONIErO
3IIOYMBIIIJICHHUKY OCYIIECTBHUTH YCIEUTHyIo aTaky Ha MC ¢ 1enpio momy4yeHns HeCaHKITHOHHPOBAHHOTO JTOCTY-
ma Kk o0pabaTeIiBacMoii B HEH HHPOPMAITUH.
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Puck napymenus 6ezonmacaoctu UC ompenensercst 3HaYCHUEM BEPOSITHOCTH Py (COOTBETCTBEHHO NpH-
MEHUTEJBHO K atake Py,, kK UC B meinom Pyye,). ITO IKCILUTyaTaIlMOHHBIC XapaKTEPUCTUKHU HerocpencTBeHno MC,
OTIPEICIISIONINE PUCK OCYIIECTBICHHS ycTemHow ataku Ha VC.

PaccmoTpum erie o1H BaXHBIHN 3KCIUTYyaTallMOHHBIN TTapamerp.

on unmencusnocmoto ocyujecmenenus 310yMbIUIEHHUKOM AMAK HA 3AWUWEHHYIO UHDOPMAYUOHHYIO
cucmemy OyleM IIOHHMATh KOJMYECTBO COBEpIIacMbIX MM aTak Ha VIC B €IUHHUILY BPEMECHHU A, DTO yKe IKC-
IDTyaTalMOHHBIA TIapaMeTp HapyIINTENs, XapaKTepU3yIOMNUH €ro 3aWHTEPECOBAaHHOCTh B MOJTYYCHUH HECAHK-
OMOHMUPOBAHHOTO JIOCTyTa K WH(opMaImu, oOpadaTsiBaeMoi B cHCTEME (3TO XapaKTepUCTHKA IIEHHOCTH 00pa-
OatpiBaeMoOi HH(DOPMATIHH JTSI HAPYIITUTEIS ).

OTMmeTuM, YTO 3HAYCHUE MapaMeTpa A, IOJDKHO 3a/1aBaThCsl TIPU MPOCKTUPOBAHUH CUCTEMBI 3amuThl IC
C 1eNbI0 (POPMHUPOBAHUS TPEOOBAHMIA K YPOBHIO AKCIUTyaTaIl[HOHHON MH(POPMAITMOHHON 6€301IaCHOCTH MPOEKTH-
pyemotii 3amumenaoit UC (mpoextupyemoit cuctemsl 3amuTsl VIC). TpeOGyemslit Uit 3TOro mapaMeTp A, MOKET
OBITH OMpeJeNIeH JTNO0 Ha OCHOBAHHWM OIBITA DKCILTyaTallMd MOJ0O0HBIX (00padaThIBAIONINX aHAJOTHYHYIO HH-
(hopMaruio) 3alUIICHHBIX HHOOPMAIIMOHHBIX CUCTEM, JINOO IKCIIEPTHBIM ITyTeM. BaKHBIM SBJISICTCS yTOYHCHHE
JAHHOTO IapaMeTpa B Ipoliecce Bcero BpeMeHW dkciuryatanuu WC ¢ mpuMEeHEHHEeM CpeICTB ayauTa —
MPOTOKOJIMPOBAHUS COOBITHIA, B JJAHHOM CITydac — OCYIIECTBICHHS aTak (M MX OTPAKCHUS) Ha 3aIIUIICHHYIO
HC, uro, B cCBOIO 0Yepe/ib, ONMpPEeIieT COOTBETCTBYIOIINE TPEOOBAHHS K CPEICTBAM ayauTa COOBITHH, pealu-
syembsiM B MIC. Ompenenenne 3Ha4YeHHUs mapaMeTpa A, Kak SKCIUTyaTallMOHHOW XapaKTEepPHCTHKH (B TIporecce
skcruryaranuu M C) mo3BoseT OleHUTh KOPPEKTHOCTh CACTAHHBIX UCXOHBIX TPEAONIOKEHIHA O IIECHHOCTH IS
3II0YMBIIIICHHUKOB oOpabaTriBacMoii B IC uHoOpMarum, a Takke y4ecTb M3MCHECHHUE IaHHOTO MapaMeTpa B
Tporiecce IKCIUTyaTallid CUCTEMBL, B PE3yNIbTaTe 9ero, IpH HEOOXOIMMOCTH, 10paboTaTh NCXOIHBIE TPEOOBAHU
K YPOBHIO 3KCIUTyaTallMOHHON WHpopMaImonHoi 6e3onacHoctu HIC.

C TOYKH 3peHHs HKCIUTyaTallHOHHOH MH()OPMAIIMOHHON 0€301MacHOCTH yCIIeIIHas aTaka OyAeT pearn3o-
BaHa 3JIOYMBIIUIEHHIKOM B TOM CITydae, €cIi oHa OyIeT mpoBeneHa B TOT HHTEpBaJl BpeMEHH, Kor/ia nHpopMa-
[MOHHAs CHCTEMa He TOTOBa K Oe3omacHoi dkcruryaranu. C y4eToM CKa3aHHOTO ONpeAelMM BaKHEHIIyIo Xa-
PAKTEPUCTHUKY SKCIUTYyaTaAMOHHOW WH(POPMAIMOHHOW OE30MacHOCTH — BEPOSATHOCTh pEANM3aIlH YCIICIIHOM
ataku Ha VC.

[on seposmuocmuio pearuzayuu ycnewiHol amaxu Ha uHGopmayuonnyio cucmemy OyneM NOHUMATh Be-
POSITHOCTH TOT'O, YTO aTaka OyJIeT OCYIIECTBICHA 3JIOYMBIIUICHHHUKOM B MPOMEXKYTOK BpeMenu, korga UC He
TOTOBa K 0€30MAaCHO SKCIUTyaTalluu.

BeposiTHOCT peanu3anuu ycrnenrHoi ataky Ha 3ammnienny UC P, onpenensemas BEpOSATHOCTBIO TO-
ro, 94TO araka (1o KpaifHe# Mepe, OJIHA U3 aTak) MPUIETCS Ha MHTEPBa BpeMEeHH 1/, MOXeT ObITh TOJydeHa 13
3akona [lyaccona [10]:

P =1-e™"

C y4eToM CKa3aHHOTO ONPEACINM 3KCIUTYaTAIIMOHHYIO XapaKTEPUCTHKY PHUCKA.

[on puckom ocywecmenenusi ychewHol amaku Ha UHGoOpMayuonnyio cucmemy OyneM NOHUMATh Bepo-
ATHOCTH peajm3anuy ycrenmnoi ataku Ha VIC ¢ 1enpio moiyyeHns HeCaHKIIMOHUPOBAHHOTO AOCTyMa K obpada-
TBIBAEMOM B HEH MHPOPMAITUH.

Puck ocymecTBienus ycnenrHoi araku Ha MIC onpenensercs 3HaueHUEM BEpOSTHOCTH P,

BaXHBIM MOMEHTOM SBIISICTCS TO, YTO MBI PacCMaTPUBAEM BOCCTAHABIMBAEMYIO CHCTEMY, IUI KOTOPOit
MOJKHO BECTH MOHSATHE IIEPHO0/Ia dKCIDTyaTanuu 7, 3aJaBa€MOT0 CIIEeIyIOIINUM 00pa3oM:

T =T,+1/p.

B aroit hopmyne T, — cpeaHee BpeMsi HApaOOTKH Ha HAPYIIEHUE IKCILTyaTallHOHHONW MH(POPMAIHOHHON
6e3omacaoctu MIC, Mo ncTedeHnn KOTOPOTO B TeueHue BpeMeHHu 1/p 6e3omacHoe cocrostarne IC BoccTaHaBmm-
BaeTcsd — MH()OPMAIIOHHAS CHCTEMa B TCUSHHE ATOTO MPOMEXYTKAa BPEMEHH ys3BHMa /IS aTak. Takum obOpa-
30M, €CJIM BEpOSITHOCTH ycrentHoi ataku Ha IC, P,, onpenenseTcss BEpOATHOCTBIO TOTO, UTO aTaka (1o KpaiHeu
Mepe, OJIHa U3 aTaK) MPHUIETCsS Ha MHTEPBal BpeMeHH 1/, TO ¢ BEpOSTHOCTHIO, paBHO# | — P,, B JaHHOM HHTEp-
Bajie BpeMeHH ycmemHas ataka Ha MC ocymectBiena He Oyzaer. Cnemyromasi momoOHass BO3MOXHOCTh 3710-
YMBIIIICHHUKY «OyAeT MPEIOCTABICHA» B CICIYIOIIEM MEPHOE IKCILTyaTallud CUCTEMbI T — 4epe3 IMpOMexy-
ToK BpeMeHu 70. [Ipu 3TOM 3HAYEHHE XapaKTEPUCTHKH P, ONpeneNsieTcsl SKCILTyaTallHOHHBIMU MapaMeTpaMu
WUC wu wmapymuTens, Kak CIEACTBUE, P, OTUHAKOBBI M Pa3IMYHBIX IEPHOMOB SKCIUTYaTAllMd CUCTEMBI
T, i=1,...,1.

Pacnipenencaue xapakTepucTuku P, BO BpeMeHU (Ka4eCTBEHHAs OIICHKA), OMPEICIIIEMOM IEPUOIAMU
SKCIUTyaTaluuu cuctemsl 7;, i=1,...,/, mpeacTaBiIeHo Ha puc. 2.

Takum 00pazom, eciii BEpOSTHOCTH ycnenrHoi ataku Ha VIC B mepnofe sKcruTyatanuu 7; B TEUCHNE WH-
TepBaJia BpeMeHH 1/|l Ha 3TOM mepuojie, CM. puc. 2 (B pa3IUIHBIX MIEPUOJIaX 3TO COOBITHS HE3aBUCUMBIC), PaBHA
P,, T0 BeposATHOCTD ycriemHow ataku Ha MIC B i-oM niepuope skcrutyaranuu 1;, i = 1,...,I, paBHa
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0,ecmni=1,;
P,(1-P, )i_2 ,ecmui>2.

3ameuanue. JInsa ynodcTBa GopMaIbHOTO OTIMCAHUS 33 TIEPBBIA MEPHOJ SKCIUTyaTalliy B 3TOH GopMyIie U
nanee (4To HeOOXOAUMO YYUTHIBATH TPH MCIIOJIb30BAHUH MMPUBEACHHBIX HIDKE pacdeTHBIX (hOpMYIT) IPHHUMAEM
T;_1=To 3a mocieAyIoNIre NePUOIBI IKCILTyaTaAIIHH:

Tsp =T, +1/p.

1

ai —

JanHast SKCITyaTal[IOHHAS XapaKTePHCTHKA ONpeessieT KpailHe Ba)KHOE HKCILTYaTal[HOHHOE CBOWCTBO
UC, xotopoe T0KHO ObITh HamMu Jajiee yuTeHo. [ockonbky HHGOpMALMOHHAs CHCTEMa — 9TO CHCTEMa BOCCTa-
HaBIIMBaeMasl, T.e. BOCCTAHABIMBAIOTCS CBOWMCTBA ee¢ MH(OPMALMOHHOW 0E30MacCHOCTH B MPOIECCE IKCILTyaTa-
uun (C MHTEHCHBHOCTBIO |1), HECMOTPSI Ha 3HAYCHUE XapaKTEPUCTUKU Py, MHOOPMALMOHHAS CHCTEMa MOXET C
COOTBETCTBYIOIIMMH BepOATHOCTAMH P, i =1,...,/, 0€30IIaCHO PKCILUIyaTHPOBAThCS B Pa3JIMUHBIX HEPUOJAX
(Ha pa3MMYHBIX BpeMEHHBIX MHTepBajax 7;). C yd4eToM 3TOro MOXeT OBITh BBEJECHA CIIEAYIOMIast HKCIUTyaTallH-
onHas xapakrepuctuka C — BeposITHOCTB TOrO, uTo Ha MIC Oyaer ocyliecTBIIeHa yCIIelIHas aTaka 3a BpeMs ee

9KCIUTyaTallu1, XapakTepuzyemoe / IepuofaMu dKCIUTyaTalluu cucteMsl 1; ¢ Homepamu i = 1,....[, P,;. Orta
XapaKTEPUCTHKA PACCUUTHIBACTCS MO CICAYIONICH hopmyIie:
I
Py =2 Fu.
i=1
P L
P [T T T
0 To Tot+l/p  2To+2/p  3To+3/u  4Tot+4/u t

Puc. 2. PacnpegeneHue xapakTtepucTukn P, BO BpeEMeHHU

Jns nro6oro mpom3BOIBRHOTO BpeMeHM dKciuryatanun VIC ¢ xapaktepuctuka P,; (B JaHHOM cliydae
P (1)) MoxeT OBITH OIpe/iesicHa CIIEYIOIM 00pa3oM:

0,ecmn 0<¢t<T;
1
Fa® > P, ecmu (I-1)T, +I—2<tS1T0 A
i=2 K S

C y4yeToM M3MEHEHHS BO BPEMEHH XapaKTEPUCTHKH P, N COOTBETCTBEHHO P,;, (pHC. 2), KaueCTBEHHas 3a-
BHCHMOCTh M3MEHEHHUS XapaKTepUCTUKH P, () BO BpeMeHH IpeacTaBieHa Ha puc. 3. Takum oOpazoM, 3Has JKC-
mryaTanuonnslie mapameTpsl UC T, u p, Ut 11000T0 MPOU3BOIBHOTO BpeMeHH 3KciuryaTammy VC ¢ MOKHO om-
penennuTh COOTBETCTBYIOIIEE €My YHCIO IEPHOIOB JKCIDIyaTallMHd CHCTEMBI / MPOJOIKATENBHOCTRIO 1, VIS
KOTOPOTO YXKe OIpeNeINTh HCKOMOoe 3HaueHue P,(f).

Hon puckom ocywecmenenus ycheuwinotl amax Ha UHGOPMAYUOHHYIO CUCHIEMY 8 MeyYeHUe BpeMeHU ee
akcnayamayuu t OyneM MOHHMAaTh BEPOSTHOCTh pealn3aluy ycrenHoi ataku Ha VIC ¢ menpio morydeHus He-
CaHKIMOHMPOBAHHOTO JI0CTyIa K 00pabaTsiBacMo B HEll HHQOpMaNNH 3a BpeMsl ee SKCIUTyaTalluH f.

Puck ocymecriienust ycnemHod araku Ha MIC B TeueHHe BpeMeHH €€ SKCIUTyaTaluH ! ONpenessieTcs
3HA4YEHHEM BEpOSITHOCTH P,(f) Ha COOTBETCTBYIOIIEM BPEMEHH { YHCIE IEPHOIOB DKCIUTyaTallud CUCTEMBI |
MIPOJIOIDKUTENBHOCTBIO T},

AKIEHTHpYeM BHUMaHHE YNTaTeNsl Ha OCOOEHHOCTSIX BBEJICHHOW SKCIUTyaTallMOHHOM XapaKTEePUCTUKU
pucka. Kak mpaBuiio, Ha pakTHKE PUCK OLIEHUBAETCS BEPOSTHOCTHIO B3JIOMa (JIMOO BEpOSTHOCTHIO YCIHEUIHOM
aTaKH, KOTOpast, KCTAaTH, TaKXKe HE pacCMaTPUBAETCs B Ka4eCTBE dKCILTyaTalnonHon xapakrepuctuxu) UC. Ipu
STOM HE PacCMaTpPUBAETCS pacIpeAeiICHNE XapaKTePUCTHKH PUCKa BO BPEMEHH SKCIUTyaTaIliH CUCTeMBL. Ecre-
CTBEHHO, BO3HHKAET BOTIPOC, HACKOJIBKO a/IeKBaTHA ITOA00HAs MOJENb PUCKA M YTO Ha CaMOM JIeJie €10 OIFCHIBA-
eTcs — JUI KaKOro MOMEHTa BpeMeHH dKciuryatanun MC onpenensercs: puck, ¢ y4eToM TOTO, YTO €0 3HaueHHe
(3HaYeHHE COOTBETCTBYIOMIEH BEPOSITHOCTH) U3MEHAETCS BO BpeMeHn? Hackonbko M Kak MPUMEHUMA TOJ00Has
XapaKTEepUCTHKA, €CIIN HEIIOHATHO, YTO €10 OTpe/elisieTcs?

Ecnu, no ananoruu ¢ teopueil HagexxHoctu [11], paHee HaMu paccMaTpHUBajach Xapakrepucruka I, —
cpeziHee BpeMsi HapaOOTKHM Ha HapyIICHHE SKCIUTyaTalMOHHOHM MH(popMaimonHoi 6e3zomnacHoctu MC, 1o ¢ mc-
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SKCMNYATALUMOHHBIE XAPAKTEPUCTWKM PUCKA HAPYLLEHUN. ..

MTONTE30BAHUEM TIapaMeTpa A, MOXKEM BBECTH BaXHEUIIYI0 BPEMEHHYIO HKCIUTyaTAI[MOHHYIO XapaKTEPHCTUKY
NC — cpenHIO0 MPOIOIKUATENBLHOCTh Oe3omacHol skcruryaranun MC win cpennee Bpems Hapabotku UC mo
YCHEIIHOM aTakH.

Py0) 4

0 To 2To 370 4To t
Puc. 3. KauecTBeHHasi 3aBUCUMOCTb U3MEHEHUS XapakTepuctuku P,(f) Bo BpemeHu

Iloxa cpeoneti npooonxcumenvhocmvio 6€30nACHOU IKCAIYaAmMayuu UHGopmayuonnou cucmemuvl (WM O
CPeOHUM 8peMeHeM HAPADOMKU UHDOPMAYUOHHOU CUCmeMbl 00 YCnewHot amaky) OyaeM TIOHHMaTh CpelHee
Bpemsi, B TeueHue kotoporo VC Oynetr HaxoanuThes B 6€30MaCHOM COCTOSIHUM € Hadalla ee dKCILTyaTallnH.

JanHast xapakTepucTtuka Iy, MOXKET ObITh PacCUMTaHa 1o cleylolel popmye:

o0

Tg, =T+ (i—DTP,; .

i=2

3ameuanue. T,=T,i >2.

Wrak, HaMu OBUTHM BBEJCHBI Ba)KHEHINNE BEPOSITHOCTHBIC W BPEMEHHBIE XapaKTEPUCTUKH PHUCKa, MO3BO-
JISIOIINE OLEHUTH Oe30macHOCTh dKcmryaTanuu MIC ¢ y4eToM HHTEHCHBHOCTH OCYIIECTBICHHUS 370YMBIIIICHHHU-
koM arak Ha IC u ypoBHSA dKcIuTyarannoHHol nHpopmammonHoi 6e3onacHoctu VC. B psae ciydae momoOHBIX
OIICHOK pHCKa OyAeT JOCTATOYHO JUIS OTBETa Ha BOIIPOC, CIEAYeT JIM peaan3oBbBaTh 3amuty MC ¢ menpio mo-
BBILIEHHS YPOBHSI €€ SKCIUTYaTalliOHHOW NH()OPMALIMOHHOH 6€3011acHOCTH.

OnHako TMpH BHICOKOH 3aMHTEPECOBAHHOCTH 3JIOYMBINUICHHUKA B ITOJYYEHHH HECAaHKIMOHUPOBAHHOTO
nmoctyna k oopabareiBaemoit B IC nadopmanmu (xapakTepuzyeMon OOJIBITUM 3HaUYEHUEM MapaMmerpa A,) U, Kak
CJIC/ICTBHE, IIPH IPUHSATHH PELICHUS 0 He0OXoquMoCTH peanu3anny 3amuTsl MC yxe nenecoodpazHo paccmar-
puBath Takue xapakrepuctuku MC (B Tom uncine, 3ammmienHoi MC), kak notepu (3IKOHOMHYECKYIO XapaKTepH-
CTHKY 3KCIUTyaTallHOHHON WH(pOPMAIMOHHOW Oe3omacHocTH). Benps motepu B 3ammurmienHor MIC cBs3aHbI Kak ¢
MOTEHIMAIbHOH BO3MOXXHOCTBIO HECAaHKIIMOHHPOBAHHOI'O JIOCTYIa 3JI0YMBILIUICHHUKA K 00padarhiBaeMoil MH-
(dhopmanmu (IOTEHITHATBHBIE TIOTEPH, KOTOPhIE OYAYT CHUXKATHCS MPHU peau3alluy 3allUThl), TaK U C pealln3aln-
el u oKkcIuTyaranueit cucreMsl 3ammThl B VIC.

[Ipex e ueM rOBOPUTH O TIOTEPSX, BBENIEM €Ile OJHY BaXHEHIIYIO SKCIUTYaTAllHOHHYIO XapaKTePUCTHKY
NC — xapaKTepHUCTHKY CIIOKHOCTH peanu3anuu ataku Ha C i 370 yMBIIIICHHUKA.

Kak yxxe oTmMedanoce, B paMKax pacCMaTpHBaeMOW TEOPHH IKCIUTyaTAaIlHOHHON WH(OPMAIIMOHHOW 6e30-
TMACHOCTH KaXKAas IMOCIIeAYIOmas yrpo3a, HCIoIb3yeMasi TP OCYIIECTBICHUH aTakKd, MOXET PacCMaTPUBATHCS B
TEPMHHOJIOTMU TEOPUH HAJEKHOCTH B KAa4eCTBE MapajIe]bHO BKIIOYEHHOTO B cUCTeMy pesepBa. [lpm sTom
yCIIEIIHAsT peain3alis aTakd BO3MOXKHA JIMIIb IPU YCJIOBHH aKTYaJlbHOCTH (BBISBICHHBIX U HEYCTPAHEHHBIX
«KaHaJIOB» HECAaHKIMOHMUPOBAHHOTO JOCTYIa K MH(GOPMAIMU MPUMEHUTEIBHO K KaXJOH yrpose) BceX yrpos,
HCIIONIb3yeMBbIX aTakoil. Takum oOpa3om, JUIst OCYIIECTBICHUS YCIICIIHON aTaky 3JI0YMBIIUICHHUK JI0JDKEH 00J1a-
JIaTh OMPENICIICHHBIM KOJIMYECTBOM MH(GOPMANUU — WH(POPMALIUCH O BBIABICHHBIX M HEYCTPAHCHHBIX (CYIIECT-
BYIOIIINX) «KaHAJIOBY» HECAHKIIMOHUPOBAHHOTO JTOCTYMa K WHPOPMAIUHN IPUMEHUTEIBHO K KaXKIOH yrpo3e, uc-
MONTE3yeMOi atakoi. O4eBHIHO, YTO HMEHHO KOJMYECTBO HH(POPMALINH, KOTOPHIM JOJDKEH 00J1a1aTh 37I0yMBIII-
JICHHUK B OTHOIICHUH aKTyaJbHOCTH yTPO3, HCIOIB3YyEMBIX aTaKOW, M ONpPENeNsIeT CIOXKHOCTh pealn3alnuu yc-
rrermrHOM ataku Ha MIC.

Ion xapaxmepucmuxoti croxcHocmu peanusayuy amaxi Ha UHGOPMAYUOHHYIO cucmemy Olisl 3710y Mblll-
nenHuxa OyneM MOHUMATh KOJIMYEeCTBO MH(DOPMAINH, KOTOPHIM JOJDKEH 00JIaaTh 3JI0YMBIIUICHHUK B OTHOIIIE-
HUU aKTYyaJIbHOCTH YTPO3, UCIIOJIb3YEMBIX aTaKOH.

O6partumcst k ocHoBaM Teopun nHpopmanuu. Crenys K. lllennony [12], BeposiTHOCTHas Mepa KOJIHYECT-
Ba MH(OPMALUK ONpeaessieTcs] CAeayomuM 00pa3oM. [lycTh MOXKHO MOJYYUTH # COOOIICHHH MO pe3yiabTaTaM
HEKOTOPOTr'o OIbITa (T.€. Yy OIBITa €CTh # UCXOJOB), IPHYEM H3BECTHBI BEPOSITHOCTH MOIYYSHHS KaXKI0To c000-
menus (ucxona) — p; . Torma B coorBeTcTBHM ¢ uaeer lllenHoHa, kommyecTBO MHpOpManuu / B cooOImIeHHN i
omnpenensercs no Gopmyne I = —logyp;, e p; — BEPOSTHOCTH i -T0 COOOIICHUs (UCX0Aa).

B namewm cirygae B OTHONICHHH aTaKW BO3MOJXKHBI JIBA MCXO/Ia, OTIPEIEISIONINE TO KONNIeCcTBO HH(popMa-
LU, KOTOPBIM JIOJDKEH 00JIagaTh 370YMBIIIICHHHAK IS peai3alyi YCIEIIHON aTaki — TOTOBA N HEeT HH(Op-
MaIoHHast CUCTeMa K 0€301TacHON HKCILTyaTalliy.
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C y4eTom e TOT0, YTO BEPOSITHOCTh TOTOBHOCTH 3aIIMIIEHHOW MH(OPMAIIMOHHONW CHCTEMBI K Oe3omac-
HOMW SKCIUTyaTallid B OTHOIICHHWH aTaKH, IMOCIEA0BATEIbHO HCIONB3yomei R yrpos, » = 1,...,R, onpenensercs
CIIEIYIOUIIM 00pa3oM:

R
Po=1-[] a-rm,
r=1
KOJMYEeCTBO MHPOPMALNH (KaK BEPOATHOCTHAS Mepa 3TOT0 MCX0/a), HeOOXOIMMOe 3JI0yMBIIUICHHUKY IS OCY-
IIECTBIICHUS YCIEIIHON aTaKM — XapaKTePUCTHKA CI0XKHOCTH peanu3anuu ataku Ha MC amst 3moyMblIUIeHHNKA,
0003HauMM ee Yepe3 Sa — MOXKET ObITh OIpeiesIeHa 0 ClIeAYoIIel popmyJie:
R
Sa=—log, 1_[ (1-P,).
r=1

OT0 BaxHEHIIass 3KCIUTyaTallMOHHas xapakTtepucTika MC, mo3Bossiomas KOJMYECTBEHHO OLEHHUTh U
JOCTaTOYHO MH(OPMATHBHO NPEICTaBHUTh CIOKHOCTb pealn3alliy 3J0YMBIIUICHHUKOM yclenHod araku. Ha-
IpUMEp, PACCMOTPUM, KaK U3MEHUTCS CIIOKHOCTb PEATM3ALlK aTaKu, B MPEAIION0KEHHUH, 4YTo ucxonHoe i C
3HayeHne Py, cocrasisuio 0,7, a B pe3ysbTaTe NCHOIB30BAHUS CPEACTBA 3alIUTHI cTasio paBHO 0,99. BuanMm, uro
B MepBoM ciyyae Sa = 1,74, Bo BTopoM ciydae Sa = 6,64, T.e. HCTIONb30BaHUE JaHHOTO cpenacTBa 3ammThl B MC
YCIIOKHUJIIO 3JI0YMBIIICHHUKY peanu3ainuio ycnemnoi ataku Ha C B 3,82 pasza.

3ameuanue. 3a eAVHULYY CI0XKHOCTH peau3alvy aTaku Sa = 1 npu 3ToM npuHuMaercs ycinosue Py,=0,5
(cucTema ¢ paBHOI BEPOSITHOCTHIO 3AIUINCHA WIIH HET).

BBeneHHYI0 XapaKTepHCTHKY CIIOXHOCTH peanu3anuu ataku Ha MC juis 370yMBIIIIEHHUKAa MOXHO HC-
TI0JI30BaTh M B Tpolecce dKcmryaranun VIC i KOMM4ecTBEHHOM OIEHKH TOTO, HACKOJIBKO YHPOCTHTCS aTaka
Ha MC B cnywae aktyanu3zaiuu (OOHapy>KeHHS «KaHajIa» HECAHKIMOHMPOBAHHOTO JOCTYIa) OJHOM WIIM He-
CKOJIBKHX YTpO3 (IUIs1 aKTyabHON YTPO3BI ¥ CIPABEATIMBO COOTHOIIEHHE Po,=0.

JlaHHast BaxkHeHIIasi XapaKTEPUCTHKA MPUMEHNMa HE TOJIBKO B OTHOIIEHMM KOHKPETHOH aTakH, HO U B
ornomennn MIC B nienom, o603HaunM ee Suc. C y4eToM BEpOSTHOCTH TOTO, YTO HH(OPMAIIMOHHAS CHCTEMa T'o-
TOBa K 0€30IaCHOM IKCIUTyaTalluy B LIEJIOM MPHU BO3MOXKHOHM COBOKYMHOCTH M3 D artak, d = 1,...,D, Kaxmgas u3

KOTOPBIX COOTBETCTBEHHO XapakTepusyercs Py, , ONpeaensieMoi Kak
D

POI/ICI.[ = POad'
d=1

XapaKTEpUCTHKA STIC MOXKET OBITh pacCYNTaHa I10 CIeAYIomeH GpopmMyie:

D
Suc = —log, (1 - 1_[ Pom)-
d=1

Tenepp o norepsix. [lorepu mist HezamumenHol VC cBs3aHbl UCKIIOUUTENBHO C YCIENIHOW aTakoi Ha
UC, B pe3ynpraTe KOTOPOH 3JIOYMBIIUIEHHHUK MOJIy4aeT HECAHKIIMOHWPOBAHHBIN OCTYN K oOpaOaThiBaeMoi B
Hell nHdopmanuy (B TaHHOM CIIy4ae peub HIET O MOTEHINAIBHBIX ITOTEPSX).

[TycTh moTepn OT HECAHKIIMOHWPOBAHHOTO JIOCTyNa K MH(opManuu (B pe3yibTaTe ee XHIICHHs, yaaje-
HUS WK MOJIU(UKAIIMHN) COCTABISAIOT Ciyyqy-

Ilox puckom nomepv om ocywecmenenus ycnewHou amaxy Ha UHOOPMAYUOHHYIO CUCHEMY 6 meyeHuUe
8pemenu ee sxcnayamayuu ¢t OyneM NOHMMaTh SKOHOMHUYECKYIO 9KCIUTyaTallMOHHYIO XapakTtepuctuky MC, on-
penessieMyro Kak MOTeHIUaIbHbIE ITIOTEPHU OT ycIelHoi araku Ha MIC B pe3ynbraTe peaau3aniy 3JI0yMbIIUICH-
HHKOM HECaHKIMOHHPOBAHHOTO JOCTYyIa K 0OpabaTsiBaeMoii B Heil MH(OpMaUK 32 BpeMs €€ KCIUTyaTaluH 7.

C yueToM CKa3aHHOTO paHee (C y4eTOM MOJyYeHHOUH pacueTHol dhopmyisl ast P, (t)), s imoboro mpo-
U3BOJILHOTO BpeMeHH OJkciutyataiun MC ¢ pucK moTeph OT OCYIISCTBICHHUS YycremHod araku Ha HC,
Re,, 0 (t), MOXKeT OBbITh PACCYUTAH CIEAYIOIIMM 00pa3oM:

O,ecmn 0 <t < Ty;

Re,., (8) = (-2 (-1
1)

I
CHHdJZ Pa,:,eCJ'II/I (I— 1)T0+T< t< ITO+
i=2

OueBuHO, YTO (DYHKIHMS PacIpe/elieHns] pICKa MOTeph OT OCYLIeCTBIIeHUs ycremHoi ataku Ha MC Bo
BpPEMEHH MMEET TOT e BH[, YTO U COOTBETCTBYIOIIAs (DYHKIUsI paclpe/e/ICHUs] BEPOSITHOCTH YCIEIIHOM aTaku
Ha MC (cM. puc. 2), mpuduem B IIPENEIe PUCK NOTEPh CTPEMHTCS K SHAYEHHIO Cypyg.

PaccMoTpuM BO3MOXKHBIE CIIOCOOBI yueTa HeHHOCTH uHpopMaiwu. [ 3Toro Hamu ObUTH BBEICHBI /1B
napamerpa — AgH Cypg. OTMETUM, YTO JIaHHBIE TIAPAMETPBI XAPAKTEPU3YIOT AIBTEPHATUBHBIE TIOJIXO/IBI K OTpe-
JIETIEHUIO LIEHHOCTH 00pabaThiBaeMoli MHPOPMAIUK: A, — C TOUKH 3PEHHUs 3JI0YMBIIUIEHHUKA, Cyg — € TOUKH
3peHust Biiazenbiia uadopmarmu (WIiK oneparopa, oopadartsiatoiiero unpopmarnuo). B obiiem ciaydae — 31o
AJIBTCPHATUBHBIC MMOAXO/IbI K ONPCACICHNUIO ICHHOCTHU I/IHq)OpMaLlI/II/I, KOTOPBIC JTOJIKHBI UCTIOJIB30BATHCA COBME-
CTHO, MMOCKOJIBKY, KaKk Obl HU OblIa LIeHHa oOpabaTeiBacMast HHGOpPMALUs JUIsl e BIaJeNblia, Ha IeJie OHA MOXKET
HE MPENCTaBISTh HUKAKOW IIEHHOCTH IS MOTCHIHAIBHBIX 37I0YMBIIUICHHUKOB, H HA00OPOT.
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IKCILTYyaTallHOHHBbIE XapaAKTePUCTUKH pUcKa Juis 3amuienHoii UC.
IKOHOMHUYECKAS OLeHKA 3 (PEeKTHUBHOCTH CHCTEMbI 3aIHUThI

Kaxk rosopwmiiocs panee, peanm3anus B IC cucTeMBbl 3alIUTHI MOXKET, B TEPMUHOJIOTUN TEOPHH HAJIEKHO-
CTH, pacCMaTPUBATHCS B Ka4eCTBE MapauIebHO BKIFOUEHHOTO B CUCTEMY pe3epBa. ITO OOYCIOBIMBACTCS TEM,
YTO JJIS OCYIIECTBIICHUS ycremHol aTtaki Ha VIC 3MOyMBIIIIICHHUKY TOTpeOyeTcs MCIONb30BaTh KaK BO3HHK-
e U HEYCTPAaHECHHBIE YTPO3bI, IKCIUTyaTHpyeMble atakoi, coocTBeHHO B IC (HampuMep, BBISBICHHBIE YS3BH-
MOCTH OIEPAIMOHHON CHCTEMbI ¥ MPUJIOKESHUH), TAK U COOTBETCTBYIOIINE YIPO3bI, BBIABISIEMbIC HEITOCPEICT-
BEHHO B CHCTEME 3aINTHI.

HectosxxHO TPOMIUTIOCTPUPOBATh U TO, YTO BBICOKUH YPOBCHB JKCILTYyaTAIlMOHHON WH(GOPMAIIMOHHON
0e30macHOCTH COOCTBEHHO CHCTEMbI 3allIUThI (3HAYCHUE BEPOSITHOCTH TOTOBHOCTH CHCTEMBI 3alIUTHI K Oe30mac-
HoH skcmnyatauuu 0,95 u Bblllle) BHOJHE AOCTHKMM Ha MpakTUKe. s 9TOro OIeHHM MOTEHLHUAIbHbIE BO3-
MOKHOCTH CPEJCTB 3aIlIUTHI B YaCTHU MOBHIIICHUS YPOBHS 3KCILTYyaTAIIMOHHOW MH(DOpMAIMOHHON 0e30MacHOCTH
uHpOpPMAIMOHHBIX cucTeM. C 3TOH IEeNbI0 ONMpPEe/IUM TPAHUYHYIO OLICHKY (TP XyJIIAX YCJIOBUSIX YPOBCHB
JKCIUTyaTallnoHHOH wH(popMarnmoHHoi 6e3omacHocTH MC MOJIHOCTBIO OTIPEACIIIETCS YPOBHEM JKCILTyaTaIllnOH-
HO# 0€30IacHOCTH CPEJICTBA 3alUThI). PacueTHbIe 3HAUCHHS ITPUBEICHEI B TAOJIHIIEC.

HHTencuBHOCTD T'oToBHOCTH K G€30MacHOM AKCILTyaTaIMH IIPU Pa3IHIHBIX HHTCHCHBHOCTSX OOHApY-
YCTpaHEHHs «KaHAJIOB» He- KEHHS «KaHAJIOB)» HECAaHKIIMOHUPOBAHHOTO JOCTYIA K HH(YOPMAIINU
CaHKIIMOHUPOBAHHOTO JIOCTY- B CPEJICTBE 3aLIUTHI
na K unpopmaltn 1/ 3 mecsima 1/ 6 mecsiueB 1/ 12 mecsimeB 1/ 18 mecsimieB
B CPEJICTBE 3aLIUTHI
1/3 nus 0,97 0,98 0,99 0,99
1/7 nueit 0,93 0,96 0,98 0,99
1/14 mueit 0,87 0,93 0,96 0,98

Tabnumua. OueHka YpOBHS 3KCMyaTauMoHHOM MHGOpMaLMOHHOW Ge3onacHoCTu
3awuwenHon AC

[TockonbKy MPHUBEICHHBIC B TAOHUIE KCILTYaTAIIMOHHBIC XapaKTEPUCTHKH CPEICTB 3aIlIUThI TOCTHKUMBI
Ha MPAKTHKE, 32 CUCT UX HCIIOJIb30BAHUS B KAYECTBE MAPaUICIIbHO BKIFOUCHHOTO Pe3epBa MOTYT OBITh CYIIECT-
BEHHO YJIY4YIIICHBI KCIUTyaTallHOHHbIC XapakTepucTuku MIC — B JaHHOM citydae y)Ke 3allUIIeHHOM.

HekoTopble TEXHHYECKHE PEIICHUS, WIUTFOCTPUPYIONINE BO3MOXKHOCTH CPEJICTB 3alIUTHI, MPUMCHCHHUE
KOTOPBIX HAIMPABJICHO HA IMOBBIIICHUE YPOBHS JKCILTyaTallMOHHOM MH(pOpMaMoHHO# Ge3onacHocTH HHMOpMa-
IIMOHHBIX CHUCTEM, OITUCAHbI, HanpuMep, B [13—15] (3ameTnm, 4TO JaHHBIE TEXHUYECKHUE PEIICHUS Ha CETO THSII-
HUIi JIeHb aBTOPaMH MaTEHTYIOTCS]).

st 0003HAYSHMST COOTBETCTBYIOMIMX JKCIUTyaTAIMOHHBIX [APAMETPOB M XapaKTePUCTHK 3al[HIICHHON
UC panee OyneMm HCIONB30BATh UHACKC «3». IIpH 3TOM HMCXOJHBIC 3HAYEHHS IKCILTYaTA[IOHHBIX MapaMeTpoB
HenocpenacTeeHHo MC A u | HE U3MEHATCS, HO JOOABSITCA COOTBETCTBYIOIIUC SKCILTYaTallHOHHBIC MMapaMeTPhI
CHCTEMBI 3aIIMTBl MHPOPMALMH, Acyy, W .., COOTBETCTBEHHO MMeeM Po,= fIA, W Ay, 1, ). OT™METHM, ¥TO TIpH
pacuere xapakrtepuctuk 3ammumenno UC, Ty,, T,, P,; ¥ COOTBETCTBEHHO P,;,, B KauecTBe Mapamerpa [ MpH
9TOM YK€ UCIONb3yeTcs W (IpU 3TOM OyAeM OmpeAesaTh TPAHUYHBIC, XYAIINEC 3HAYCHUS COOTBETCTBYIOIINX
XapaKTePUCTHK).

He u3menutcs u ucxoanoe (IMpU peann3anny 3al|Thl) 3HaUCHUE MapaMeTpa A,, OCKOJIbKY UM XapakTe-
pU3yeTcsl MEHHOCTh JIIs 3JI0yMBIIIUIEeHHUKa obpadaTsiBaeMoii B IC mH(boOpManuu, BHE 3aBHCUMOCTH OT TOTO,
3aniuiieHa nHpopMalnoHHasE CHCTeMa WK HeT.

C y4eroMm CKa3aHHOI'O MMPHUBE/ICHHBIC paHee (GOPMYJIbI U PacueTa OCHOBHBIX BBEICHHBIX XapaKTePUCTHK
IKCIUTYaTalMOHHOW MH(GOPMAIIMOHHON 0E30MacHOCTH, MPUMEHUTENBHO K 3ammiieHHoi MC, mpumyTt cienyro-
WA BUJ:

C3U

p. = {O,ecnni =1;
als = | Pu(1— Py)i 2, ecmm i = 2;
0,ecmn 0 <t < Ty,;
- (1 —2) (I —1)
Z Py, ecmm (I —1)T, +H— <t < Ty +—;
i=2

C3H C3H

Foy (1) =

T693 = T03 + Z (l - 1)T3 Pai3'
i=2
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Pacnipenenenus xapakrepuctuk P, n P, BO BpeMeHH (KadeCTBEHHAsI OIIEHKA), ONPEACIIeMOM IIepHo/a-
MH SKCIUTyaTalyu cuctemMsl T, i =1,...,/, WUIIOCTPUPYIOIIUE IPUYUHBI [IOJI0KUTEIBHOTO 3((deKTa OT BHeApe-
HUSI CUCTEMBI 3allUThI, IIPEJCTAaBICHbI Ha pUC. 4.

OOcynuM Terephb JIOMOJMHUTENbHBIE NOoTepH. Puck moreph Juis HesammineHHoOH VIC cBsi3aH MCKITIOYU-
TEeNBHO C ycnemHoH atakoi Ha VC, B pe3ynbpTaTe KOTOPOH 3JI0YMBIIIJICHHUK MOJTy4aeT HECAaHKIIMOHUPOBAHHBIH
JoCTyn K oOpabarbiBaeMoii B Hell nH(popmarn. Buenpenne B C cucteMbl 3alIMTHI CBS3aHO C JJOMOJTHUTENb-
HBIMH 3aTpaTtamu (IOTEPsIMU), OTIpeIeNIieMbIMA COOCTBEHHO CTOMMOCTBIO BHE/IPSIEMON CHCTEMBI 3alUThI .,y U
Y/IENIbHON CTOMMOCTBIO (CTOMMOCTBIO B €IMHHILY BPEMEHH) €€ SKCIUTYaTalUu Cy oeqy () (TEXHMUECKAS TOUIEPIK-
Ka OT pa3paboTyrKa, yBEJIMUEHHE IITaTa COTPYAHUKOB, SKCIUTyaTHPYIOIINX CPEICTBO 3aIUTHI U T.11. (TIpeoa-
raeM, 4To OHa XapakTepu3yeTcs JUHEHHON 3aBUCHMOCTBIO), TAKOKE SABJISIONICICS SKCIUTyaTalluOHHONW XapakTe-
PHUCTHKOH yXe CPEJCTBA 3aIlUTHL.

PaDPS.SJ

Pa ------------ e T [ = — - —

0 TO T0+1/|>J- T03 T03+1/|J-c3u 3TO+3/“ 2T03+2/|J-c3u t

Pwuc. 4. PacnpepeneHus xapakrepuctuku P, n P,, BO BpeMeHu!

1100 puckom nomepv om ocywjecmenieHus yCHeWHOU amaxky Ha 3auuyeHHyI0 UHGOPMAYUOHHYIO CUCTEMY
OyzeM NOHMMaTh 3KOHOMHYECKYO AKCIUTyaTallMOHHYIO XapaKTepUCTHKY 3amuineHHoi MC, onpenensemyro co-
BOKYITHOCTBIO ITOTEPh — 3aTpar, ONPEIeIIeMbIX Kak CTOMMOCTBIO CHCTEMBI 3alUTHI M €€ DKCIUTyaTallud B CHCTe-
Me, TaK M IIOTCHIHATEHBIMU MOTEPSIMH OT YCIICIIHOW aTaku Ha 3amumennyro UC.

C yderoM cKa3aHHOro paHee (C y4eTOM MOJydeHHOU pacueTHOU (opmynsl miust Py, (t)), mwis io6oro
IPOU3BOJILHOTO BpeMeHH skciutyaranuy VC ¢ puck oTeph 0T OCYLIECTBICHHS YCHENIHON aTaky Ha 3aIlUILIeH-
uyio UC, R (t), MOXeT ObITh PACCUNTAH CIICIYIOIINM 00pa3oM:

CC3]/I + tCy 3C3H(t)l
ecmm 0 <t < Ty,

uHb3

1
chu¢3 ) =4 Cosn + tCyacm(t) + Canp Z Pyis,
i=2

I1—2 I—-1
cClin (1—1)T03+u<tﬁ IT03+u

\ c3u c3u

I/ICHOHLSY}I IIOJIy4YCHHBIC PE3YyJIbTaThl, COOTBECTCTBYIOIIHNM 06pa30M OIIpE€ACINM OLICHKU 3(1)(1)6KTI/IBHOCTI/I
CHUCTEMBI 3aIUTHI KaK KOJIMYECTBCHHBIC MEPhI CHH)KCHUA PUCKA OCYIICCTBICHHUA ycnemnoﬁ araku Ha VIC B Te-
YCHHUC BPEMCHH €€ dKCIJIyaTallvHu f, APa3 (t), 1 CHIDKCHHMA PHUCKa IIOTEPh OT OCYILICCTBICHUA yCHeHIHOfI aTaku
Ha C B TeueHue BPCMCHH €€ DKCIUTyaTalluu 7, ARC (t), KOTOPBIC MOT'YT OBITH pacCcuuTaHbl IO CICAYIOIIUM

HHO3
tdopmymam:

APa3 (t) = Pa (t) - Pa3 (t);

ARCI/IHCI)S (t) = RCHHQ) (t) - RCI/IHQ)B(t)'

OTMeTuM, 9TO, €CIIM 3HAYCHHE RCmp (t) B npenene ctpemurest K Cyyg, TO 3HAUCHUE Re . (1) B mIpenene

HHO3
CTPEMUTCS K oO. 9TO IMO3BOJIACT YTBEPKAATh, UTO BEJIMUMHA BBIMTPLBIIIA B IIOTEPAX OT peajin3allui B I/IC 3alIUThI
nHdopmanuu OyleT CHIBHO W3MEHSThCS B IMPOLECCE IKCILUTyaTalluk CHCTEMBI, IIPHYEM 110 Mepe yBEIHYCHUs
MPOJOJKUTEIBHOCTH 3KCILTyaTallud CUCTEMBI B 00IIIEM cliydae OyZeT UMeTh B¢ (a3bl pacrpeaeicHus — ¢asy
yBenuueHus: u (a3zy yMeHblIeHHs (HaYaabHy0 (ha3dy IKCIUTyaTaliu, KOTOpasi, €CTECTBEHHO, MPOUTPHIIIHA, TaK
KaK CBsI3aHa C JIOMOJIHUTEIBHBIME 3aTpaTaMu Ha peanusanuio B MC cucremsl 3ammrhl HHOOPMAIHH, 3/1€Ch HE
paccmarpuBaeMm).

KauecTenHas olieHKa U3MEHEHUs (PacTpe/ieNieHus]) XapakTepucTuku ARc 0 (t) BO BpEMEHH MIPOUILITIO-

CTpHUpOBaHa Ha puc. 5.
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ARCHHdB(t) 1
FHHH&% ——
BI)II/IFpI)IHI oT BHeﬂpeHI/IH CUCTEMBI 3allIUThI
0 ﬂ 2To Tor*Uhem 370 AT, 2T 2w
CC3!4 T

Puc. 5. KayecTBeHHasi oLeHKa U3MEHEHWSI XapaKTePUCTVKM ARCHchS (t) BO BpemeHu

Kax Bugum u3 puc. 5, xapakrepucrtuka AR¢ ¢3(t) UMeeT ITUKOBBIE 3HAUEHHS B IPOIIECCe SKCILTyaTalluu

cuCTeMBL. DTO 00yCIOBIMBACTCS pa3nuieM B oOueM ciayuyae XxapakTepucTuk I’ u T, (COOTBETCTBEHHO AJs He-
3alIMIIEHHOH 1 3alUIIEHHON HHPOPMAIIMOHHBIX CHCTEM).

TaxuMm 00pa3oM, UCHONB3YsI BBEJCHHBIE SKCIUTyaTallMOHHbIC MTapaMeTpPhl U XapaKTepUCTHKH HHPOpMaIH-
OHHOH (B TOM YHCJIE€ 3alMIIEHHOI) CHCTEMBI, IKCIUTyaTallHOHHBIE XapaKTEPUCTHKH PHUCKA, TPUMEHSS IIPEJICTaB-
JICHHBIE pacyeTHbIC (POPMYJIBI, MO’KHO KOJIMYECTBEHHO OIIEHUTH BBIUTPHIII (TIPOUTPHIIT) OT BHEIPEHHS CUCTEMBI
3AIMUTHl UL Pa3IMYHBIX BPEMEHHBIX MHTEPBAJIOB AKCIUTyaTalny 3amuiieHHod MC, 4To MO3BONAET MONYYHTh
SKOHOMHYECKOE 000CHOBaHUE IieniecooOpasHocTh u 3¢ dexrnBHOCTH peamm3anud B IC cucTeMbl 3alIuTH U CO-
OTBETCTBYIOIIUM O0pa3oM, UCXOJS M3 IONOOHOM OLCHKH, CPOPMHUPOBATH TPEOOBAHHS K IKCIUTyaTallIOHHBIM
napamMeTpa U XapaKTepHCTHKaM CHCTEMBbI 3aIllUThI Uil KoHKpeTHo# UC.

3akiaouenue

[TpennoxeHHbIi B paboTe MOAXOA K OLEHHWBAHUIO PHUCKA, B TOM YHUCIE PHCKA MOTEPh, peali3yeMblil B
paMKax M3jaraeéMod aBTOpaMH TEOPHU 3KCIUTyaTallMOHHOW HMH(pOPMAIMOHHOW Oe30MacHOCTH, MPEJI0CTaBIISET
BO3MO)KHOCTb OLICHHUTH pacIpeJielieHHe MOTeph B Mpoliecce IKCILTyaTaluu HH()OPMALMOHHON (B TOM YHCIIE 3a-
IIMIIEHHO) cucTeMbl. Vcnonb30BaHne BBEIEHHBIX AKCIUTYaTAllMOHHBIX XapaKTEPHCTHK PUCKA ITO3BOJISIET MMO-
CTPOUTH ajiekBaTHYIO0 MoJiesib VIC ¢ ydeToM HapylIeHHH ¥ BOCCTaHABIMBAEMOCTH CBOMCTB ee MH(OpMaMOHHOMH
6€301acHOCTH B MPOIIECCE HKCIUTyaTallud U COOTBETCTBEHHO IOJIyYUTh aJCKBATHBIE TPEOOBAaHMS K ITapaMeTpam
1 XapaKTEepUCTUKaM (PKCIUTyaTallMOHHBIM) CHCTEMBbI 3alUTHI, IPEANONIaraeéMoil K MCIIOIb30BAaHUIO B KOHKPET-
nout NIC.
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NIEHTUOUKANUA AHOHUMHBIX ITOJIB30OBATEJIEN
HUHTEPHET-IIOPTAJIOB HA OCHOBAHUU TEXHUYECKHUX

U JIMHTBUCTUYECKHUX XAPAKTEPUCTHUK ITOJIb30OBATEJISI!
A.A. Bopo6neBa®, A.B. I'so3aes”

* Cankr-Tlerep6yprekuil HAIMOHANBHBIH HCCIENOBATENECKUH YHUBEPCHTET MH(OPMAIMOHHBIX TEXHONOTHH, MEXaHUKH M
ontuku, Cankr-IlerepOypr, Poccus, Alice w@mail.ru

3ajaya uaeHTH(HUKALNKY aHOHUMHBIX 110J1b30BaTeNel IHTepHeT-opTaioB CTaHOBUTCSA Bee Ooliee akTyaJlbHOM Hay4HOMH 3a/a-
4eit, 370 00yCIIOBIEHO POCTOM YHCIIa HHTEPHET-TI0Ib30BaTeNeil, B TOM YHCIIC aHOHIMHBIX, POCTOM YHCIA CIIydaeB COBEpIIe-
HUSI TIPOTUBONPABHBIX JCHCTBHII (HampuMep, aHOHUMHBIX YTPO3 U OKCTPEMUCTCKUX BBICKAa3bIBAHWI) M HECOBEPIICHCTBOM
CYIIECTBYIOIIHX MOAXOOB ¥ AJITOPUTMOB UICHTH()MUKAIINH aHOHIMHBIX IT0Ib30BaTEeNICH.

B koHTeKcTe paboTh MO HACHTH(HKAIMEH [TOTB30BaTelIs IOHUMAETCs paclio3HaBaHUEe aHOHUMHOTO IT0JIb30Barestst B IHTep-
Hete [1-5]. Pacrio3HaBaHKMe IPOU3BOIUTCS IIyTEM COOTHECEHHsI HAbopa XapaKTEPUCTUK aHOHMMHOTO IIOJTB30BAaTelIs C Xapak-
TEpUCTHKAaMH, COOPaHHBIMU paHee U y)Ke MMeromMMHucs B 6a3e maHHBIX. K XapakTepucTHKaM I10JIb30BaTeNsl OTHOCSTCS Psify
texHuueckux (IP-agpec, Bepcust oneparioHHON CHCTEMBI U TIp.) M JIMHIBUCTUYECKHUX (CTUJIb NMCBMEHHOW peud aBTOpa Co-
o0LIeHNsT) XapaKTepUCTHK. B paboTe paccMarpuBaeTcsi BO3MOKHOCTD UICHTH(UKALIMK TT0JIb30BaTe e 10 Pa3IndHbIM Habo-
paM TaKHX XapaKTEPUCTUK (TEXHUYECKHM, JIMHTBUCTUUECKIM U KOMOMHUPOBAHHBIM). AHAIM3UPYETCS] BO3MOXKHOCTD ITPUME-
HEHUSI Pa3INYHBIX METONOB KJIAcCH(pUKANNH (METON ONOPHBIX BEKTOPOB, HEHPOCETH, JTOTHUECKAsI PErPECCHs) ISl PEIICHUS
3a1a4y 0 WICHTH(HUKAIIMN aHOHUMHBIX I0JIb30BaTeICH.

IIpoBeneHHBIE SKCTICPHIMEHTHI II0KA3aJI1, YTO MCHOJIB30BAHUE JIMHIBUCTHIECKUX XapaKTEPHCTHK COBMECTHO C TEXHUYECKIMHU
MO3BOJISIET HOBBICHTH TOYHOCTh HACHTU(HKAIINY AaHOHUMHOTO NoNb30Barels ViHTepHeT-noprana.

KuroueBble cioBa: wjieHTH(UKAIMS aHOHUMHBIX MOJIB30BaTeNiel, arpulyIysl TEKCTOB, aBTOPCTBO COOOIICHHUIT, KOMITBIOTEp-
Hasl TMHTBUCTHKA, HH(OPMAIIOHHAs 0€3011aCHOCTb.

ANONYMOUS WEBSITE USER IDENTIFICATION BASED ON COMBINED

FEATURE SET (WRITING STYLE AND TECHNICAL FEATURES)2
A. Vorob’yeva®, A. Gvozdev®

® Saint Petersburg National Research University of Information Technologies, Mechanics and Optics, Saint Petersburg, Rus-
sia, Alice w@mail.ru

The task of anonymous web users identification becomes more and more important research task. The number of users is
increased dramatically and usage of the Internet for criminal purposes (such as anonymous threats and extremist statements)
becomes more frequent. Existing approaches and algorithms for identifying anonymous users are not enough efficient. In the
context of this work, user identification means recognizing of an anonymous user on the Internet. Identification is performed
by correlating the set of anonymous user features with stored in the database features collected previously. Feature set of the
user consists of technical features (IP- address, OS version, etc.) and writing-style features of the user (for short texts in the
Russian language). We compared the discriminating power of three feature sets (technical, writing-style and combined) and
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Pabora BemonHena B pamkax HUP «/nentudukanus nons3osarelnei nopraios cetu MHTepHETY.
2 . . .

Done in the framework of S&R work «Identification of Internet portals users»
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